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Bs HU
PykoBogcTtBo nons3osartens eAeHne

MABA 1. BBEOEHUE

Aydumopusi u codep)kaHue

B nanHOM pyKkoBOACTBE MpHUBOAMTCS omucaHue mapuipytuzaropa DIR-615, nopsnok HacTpoku u
PEKOMEHALMHU 110 €r0 UCIIOIb30BAHMIO.

Hacrosiiiee pyKOBOACTBO MpEIHA3HAYEHO JUISl [OJIb30BATENIC, 3HAKOMBIX C OCHOBHBIMHU
MPUHLMIAMUA OpraHu3aluyd CETEH, KOTOPBIE CO3AIOT JIOMAIIHIOK JIOKAIBHYK) CETh, a TaKXke
CUCTEMHBIX aJIMHHUCTPATOPOB, KOTOPBHIC YCTAHABIMBAIOT M HACTPAWBAIOT CETH B oducax
KOMITaHHUH.

YcnoeHble 0603HaYeHUs

Mpumep OnucaHue

TEKCT OCHOBHO# TEKCT JIOKYMEHTA.

Ilpeosapumenvnasn

Cchbulka Ha TIIaBy WU pa3JieNl JaHHOTO PYKOBOJICTBA MOJIL30BATEIIS.
noozomoexa

«Kpamxkoe pyxoeoocmeo
Cchblika Ha JOKyMEHT.

no ycmanogke»

ASMEHUTE HasBanue pasmena MEHIO, MyHKTa MEHIO, KaKOTO-HOO 3JIeMEHTa
web-uHTepdeiica (mmone, Graxok, IepeKIodareb, KHOMKA U TIp.).

192.168.0.1 Tekct, KOTOpBIii HEOOXOIMMO BBECTH B YKa3aHHOE TIOJIE.

Baxxnast wuHbopManus, Ha KOTOPYH HEOOXOIMMO OOpaTUTh

' Nudopmarus
||

BHHMMAHUHC.

Cmpykmypa OoKymeHma

Inasa 1 COACPIKUT CBCACHUA O HA3HAYCHHUU U OpraHUu3allu JOKYMCHTA.

Inaga 2 conepXUT ONHMCaHUE TEXHUYECKHX XapakTepucTuk Mapmipytuzatopa DIR-615 u ero
BHEIIIHETO BH/IA, @ TAK)KE NIEPEUNCIIEHUE COAEPKMUMOTO KOMIUIEKTa TOCTaBKH.

Ihasa 3 onuckIBaeT Npolecc ycTraHoBku Mapuipytuzatopa DIR-615 u HacTpoiiku koMnbroTepa AJist
MOJIKJIIOUEHUs K web-unTepdercy ycTpoiicTsa.

I'naea 4 conepxut noapoOHOE ONMKMCAaHUE BCEX pa3liesioB MeHIO web-uHTepdeiica.

Inasa 5 conepXuT peKOMEHIANU M0 0€30MacHOMY MCHONIb30BaHMIO MapuipyTuzaropa DIR-615 u
COBETBHI 10 OCTPOCHUIO OECIIPOBOHOI CETH.

Inaéa 6 COmEpXHUT CIUCOK COKpAIICHWH, HauOoJee YacTo HCIONb3YEeMbIX B PYKOBOACTBAX
MOJIB30BATENS ISl KITMEHTCKOro obopynosanus D-Link.

CtpaHuua 5 13 198



DIR-615 BecnposogHow MaplupyTtudatop N300

MapLupyTusar
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MABA 2. OB30OP MAPLUPYTU3ATOPA

O6uwee onucaHue

VYerpoiictBo DIR-615 mpencrasnsier coboit 6ecipoBOAHON MapLIpyTH3aToOp CO BCTPOEHHBIM 4-
MOPTOBBIM KOMMYTAaTOpPOM, KOTOPBIN TO3BOJISIET OBICTPO M MPOCTO OPraHU30BaTh OECIIPOBOIHYIO U
IIPOBOJIHYIO CETh JIOMa U B ouce.

Bel Moxere mnoakimouuTh OecnpoBonHOW MapmpyTtuzatop DIR-615 k kaGenbHoMy win
DSL-monemy wnu BoiaeneHHoil Ethernet-muaum, d9ToOBI HCHONB30BaTh BBICOKOCKOPOCTHOE
COCIMHEHUE C CeThbl0 VIHTepHEeT Mjs pelIeHus MIMPOKOTo Kpyra mnpodecCHOHaJIbHBIX 3ajad.
BerpoenHblil 4-nOPTOBBIM KOMMYTATOp MapIIpyTH3aTopa MO3BOJSET IMOJIKIIOYATh KOMIIBIOTEPHI,
ocHamiennslie Ethernet-ananrepamu, UrpoBsie KOHCOIM U IpyTHe YCTpoiicTBa Kk Barueii cetu.

Hcnonw3ys OecrpoBognoit mapmpytuzatop DIR-615, Bel cmoxere OBICTpO OpraHu30BaTh
OecIpoBOAHYIO CETh JoMa M B oduce, MPEJOCTaBUB AOCTYN K ceTH VIHTepHEeT KOMIIbIOTepam M
MOOWJIBHBIM YCTPOWCTBAM MPAKTUYECKU B JII0OOOM TOUKe (B 30HE AECUCTBUSA OECHPOBOAHON CETH).
MapmipyTu3arop MOXET BBINOJIHATH (YHKIMM 0a30BOW CTaHUMHU ISl TMOJKIIOYCHHSA K
OecIpoBOIHON ceTH YCTpOHCTB, paborarommx mo crapmaapram 802.11b, 802.11g u 802.11n (co
ckopocTthsio 10 300 M6wut/c).

B mapmpytuszatope peann3oBaHO MHOXECTBO (YHKIHMHI Uit OecnpoBogHOro wuHTepdeiica.
YCTpoiCTBO MOAAECpPKUBAET HECKONbKO cTaHmaproB Oe3omacHoctn (WEP, WPA/WPA2),
¢unbTpanMio MOJAKIOYaeMbIX ycTpoiicTB mo MAC-aapecy, a Takke MHO3BOJSET HCIOIb30BaTh
texHonoruu WPS u WMM.

Bo3MoxHOCTB HacTpoiiku rocteBoii Wi-Fi-ceTu mo3BOIUT co31aTh OTAEIBHYIO0 OECIPOBOIHYIO CETh
C MHIUBUAYaJIbHBIMH HACTPOHMKaMH O€30MAaCHOCTH M OTPAaHUYCHHEM MAaKCHMAJbHOM CKOpPOCTH.
VYeTpoiicTBa TOCTEBOW CETH CMOTYT MOAKIIOYMTBCS K VIHTEepHETY, HO OyAayT H30JIMpOBaHBI OT
YCTPOUCTB U PECYPCOB JIOKAJIBbHOM CETH MApPLIPYTU3ATOPA.

BerpoeHHbIl 4-OPTOBBIM KOMMYTATOp MapIIpyTH3aTopa MO3BOJSET IMOJIKIIOYATH KOMIIBIOTEDSI,
ocHauleHnble Ethernet-anantepamu, UrpoBsle KOHCOJIM U IpyTHe yCTpoicTBa K Bareii cetu.

becnipoBognoit  mapmipytuzarop DIR-615 ocHameH BCTPOEHHBIM MEXKCETEBBIM — SKPAHOM.
Pacmmpennsie GpyHKIMH 0€30MaCHOCTH TMO3BOJISIOT MHUHUMHU3HUPOBATH IOCIEICTBUS JEHCTBUI
XaKepoB M NIPENOTBPAILAOT BTOPKEHHS B Bamly ceTb M 1OCTyn K HEKeJIaTelIbHbIM calTaMm s
roJjb30Baresieil Baren ToKalbHOM CETH.

Berpoennsniit ceppuc Anaexc.DNS obGecrnieunBaeT 3amuTy OT BPEIOHOCHBIX M MOIICHHUYECKHX
CalTOB, a TaKXe MMO3BOJIIET OTPAHUYUTH TOCTYII JETeH K «B3POCIBIMY) MaTepuaiaMm.

Hns Hactpoiiku OecmpoBogHoro mapupytu3atopa DIR-615 wmcmonbiyeTcss mpocToit u yaoOHBIM
BCTPOEHHBIN web-nHTepderic (10CTyeH Ha HECKOIBKUX S3bIKAX ).

Macrep HacTtpoiiku mo3BojsieT ObicTpo mepeBecTd DIR-615 B pexkum mapuipytusaropa (aiis
MTOJIKJTFOUEHHS K TIPOBOTHOMY HUTH O€CIIPOBOTHOMY MPOBAMACPY ), TOUKH JTOCTYIa, TOBTOPUTEIS UITH
KJIMEHTA U 3aJ1aTh BCE€ HEOOXOIUMbIE HACTPOUKH JJisi pabOThl B BHIOPAHHOM PEXHME 32 HECKOJIBKO
MPOCTHIX IIaroB.
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Taxxke DIR-615 momaepuBaeT HACTPOWKY M YIPABICHUE C MOMOIIBIO MOOWIBHOTO MPHIIOKEHUS
115 yerpoiictB o ynpasiennem OC Android u 10S.

Boel nerko moxere oOHOBUTH BcTpoeHHoe [0 — mapmipyTu3aTop camM HaXOAWT MPOBEPEHHYIO
Bepcuto [10 Ha cepBepe oOHOBiNeHWE D-Link u yBemomiseT moibp3oBareiass O TOTOBHOCTH
YCTAaHOBUTE €TO.
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TexHuYeckue xapakmepucmuku

AnnapatHoe obecnevyeHune

Mpoueccop . RTL8196E (400 MI'u)
OnepaTvBHas NnamsTb . 32 MB, DDR SDRAM
Flash-namsatb . 4 MB, SPI
WHTepdencol . Mopt WAN 10/100BASE-TX
4 nopta LAN 10/100BASE-TX
WUHpukaTopbl . MHTepHeT
BecnposopHas cetb / WPS
MutaHne
KHonku . KHonka WPS/RESET ans yctaHoBkM 6ecrnpoBOgHOrO COeAMHEHUS U Bo3BpaTa

K 3aBOACKUM HaCTpOIZKaM

AHTeHHa . [1Be BHeLUHMEe HECbEMHbIE aHTEHHbI C KO3 dmuneHTom ycunexus 5 obu
Cxema MIMO . 2x2
Pasbem nuTaHus . Pasbem ans nogknodeHnst nMTaHus (MOCTOSAHHbBIV TOK)

MporpammHoe obecnevyeHune

Tunbl nogknioveHuss WAN . PPPoE

IPv6 PPPoE

PPPoE Dual Stack

Crartuyeckunt IPv4 / OuHamunyeckuin IPv4
Cratnyeckuii IPv6 / QuHamuueckuii IPv6

PPPoE + Cratnueckun IP (PPPoE Dual Access)
PPPoE + OuHamunueckun IP (PPPoE Dual Access)
PPTP/L2TP + Ctatnyeckun IP

PPTP/L2TP + AnHamuyeckuin IP

*  XapaKTepHCTHKH YCTPOWCTBa MOTYT W3MEHAThCs Oe3 yBemomiieHHs. CM. akTyanbHble BepcHd BHyTpeHHero [10 u
COOTBETCTBYIOIIYIO JOKYMEHTaNUIO Ha caiite www.dlink.ru.
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DIR-615 BecnposogHow MaplupyTtudatop N300

PyKOBO,EI,CTBO nonb3oBarend

0630p MapwpyTusaTopa

MporpammHoe obecnevyeHune

CeteBble (hyHKLMM

DHCP-cepgep/relay

PacwmpeHHas HacTpoiika BctpoeHHoro DHCP-cepBepa

HasHaueHnne |Pv6-agpecoB B pexume Stateful/Stateless, penervposaHue
npecwukca IPv6

ABTomaTtuyeckoe nonyyeHne LAN IP-agpeca (B pexumax Toyka Joctyna,
NOBTOPUTESb, KITNEHT)

DNS relay

Dynamic DNS

Cratuyeckas |Pv4/IPv6-mapLupyTusaums

IGMP Proxy

Moppepxka UPNP IGD

Moppepxka VLAN

Moapepxka dpyHKUMM ping co cTopoHbl BHelwHen cetn (WAN ping respond)
Mopaepxka mexaHuama SIP ALG

Moppepxka RTSP

PesepsuposaHne WAN

HacTpovika ckopocTu, pexuma paynnekca v yHKUMU YNpaeneHns NOTOKOM
(flow control) B pexxnme aBTOMaTMyeckoro cornacosaHusi / PyyHasi HacTpoika
CKOPOCTK 1 pexuma gynnekca ans kaxaoro Ethernet-nopra

HacTporika MakcMmanbHOW CKOPOCTU MCXopsllero Tpaduka Ans Kaxaoro
nopTa MapLupyTmaatopa

®DYHKLUMN MeXCceTeBOro akpaHa

MpeobpaszoBaHue ceTeBbix agpeco (NAT)

KoHTponb cocTostHns coeguHennii (SPI)

IPv4/IPv6-cunetp

MAC-duneTp

URL-cpunetp

DMZ-30Ha

PyHkumsa 3awmTbl oT ARP- 1 DDoS-atak

BupTtyanbHble cepsepbl

BcTpoeHHbIN cepBuC KOHTEHTHON dmnbTpaunn AHgekc.DNS

VPN

IPsec/PPTP/L2TP/PPPoE pass-through
PPTP/L2TP-TyHHENM

YnpaBneHne 1 MOHUTOPUHT

JlokanbHbIV U yaaneHHbI oCTyn K HacTpovikam no TELNET/WEB
(HTTP/HTTPS)

Web-uHTepdeinc HacTponku 1 ynpaBrneHnsi Ha HECKOMNbKUX A3blKax
Moppepxka npunoxenns D-Link Assistant ons ycTponcTs nop ynpaeneHmem
OC Android 1 iOS

YBegomneHue o npobrnemax ¢ NOAKMYEHNEM 1 aBTOMaTU4ecKoe
nepeHanpaBsrieHne K HacTpokam

O6Hosnenne MO mapwpyTnsaTopa Yepes web-nHtepdenc
ABTOMaTUYeCKoe yBeAOMIIEHNE O Hannymmn Hoson Bepcum MO

CoxpaHeHue 1 3arpyska KoHdurypauum

BoamoxHOCTb Nnepenayu xypHana cobblTUin Ha yaaneHHbln cepsep
ABTOMaTUYeCKasi CUHXPOHM3aLUUsi cucteMHoro Bpemenu ¢ NTP-cepeepom 1
pyyYHas HacTpovika AaTbl U BpeMeHU

YTunura ping

YTunura traceroute

KnueHt TR-069

ABTOMaTU4eCKasi nepesarpyska no pacnmcaHuio

MapameTpbl 6ecnpoBoAHOro MoAynA

CtaHpapThbl

IEEE 802.11b/g/n
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DIR-615 BecnposogHow MaplupyTtudatop N300

MapLupyTusar
PykoBogcTBo nonb3oBarerns 0630p mapwpyTUsaTopa

MapameTpbl GecnpoBoAgHOro MoAynsi

Ounana3oH yactot

JHuanasoH yacmom 6ydem u3MeHSIMbCS 8
coomeemcmeauu c npasunamu
paduo4acmomHo2o  peaynuposaHusi 8
Baweli cmpaHe

2400 ~ 2483,5 MI'y

BesonacHocTbL 6ecnpoBogHOro . WEP

coeauHeHuA . WPA/WPA2 (Personal/Enterprise)
MAC-cunbTp
WPS (PBC)

[OononHutenbHble hyHKUMN . Pexum «KnmeHT»

WMM (Wi-Fi QoS)

MHdopmaumsa o nogkntodeHHbix Wi-Fi-knneHTax

PaclmpeHHble HacTpoWKu

[octeBas Wi-Fi-cetb / nogaepxxka MBSSID

OrpaHuyeHue ckopoctu ans 6ecnposogHon cetn/otaensHoro MAC-agpeca
Mepvoguyeckoe ckaHMpoOBaHWE KaHaroB, aBTOMaTUYeCKuUiA nepexon Ha bonee
cBOBOAHBIV KaHan

ABTOMaTMYECKOE COrNacoBaHVe LUMPVHBI KaHara C YCroBUSIMU OKpY»KatoLemn
cpeabl (20/40 Coexistence)

CkopocTb 6ecnpoBoAHOro coeAuHeHUs . IEEE 802.11b: 1, 2, 5,5 n 11 M6ut/c
IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 u 54 MouTt/c
IEEE 802.11n: ot 6,5 o 300 M6ut/c (ot MCSO o MCS15)

BbixoaHas MOLHOCTL NepeAaTymnka

MakcumarnbHoe — 3HayeHue  MowHocmu
nepedamyuka 6ydem u3MeHAMbCS 8
coomeemcmeuu c npasunamu
paduoyacmomHo2o  peaynuposaHus 8
Baweli cmpaHe

802.11b (TnnyHas Nnpu koMHaTHOM Temneparype 25 °C)
15 gbm npu 1, 2, 5,5, 11 M6uT/c

HyBCTBUTENbLHOCTL NPUEMHUKa : 802.11n (Tunnynas npu PER = 10% npu komHaTHoOW Temnepatype 25 °C)
HT20

-74 pbm npn MCS7/15

HT40

-71,5 obm npu MCS7/15

CxeMbl MOAynsLUn . 802.11b: DQPSK, DBPSK n CCK
802.11g: BPSK, QPSK, 16QAM, 64QAM, OFDM
802.11n: BPSK, QPSK, 16QAM, 64QAM c OFDM

Pusnyeckme napameTpbl

Paswmepsi (O x LU x B) . 158 x 131 x 36 Mm

YcnoBus Kcnnyatauumu

MutaHue . Boixoa: 5 B noctosiHHOrO TOKa, 1 A

TemnepaTypa . Pabouas: ot 0 no 40 °C
XpaHeHusi: ot -20 o 65 °C

BnaxHocTb . Mpwu skcnnyatauum: ot 10% 8o 90% (6e3 koHaeHcara)
Mpwu xpaHeHunn: ot 5% no 90% (6e3 konaeHcara)
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DIR-615 BecnposogHow MaplupyTtudatop N300

MapLupyTusar
PykoBogcTBo nonb3oBarerns 0630p mapwpyTUsaTopa

BHewHul eud ycmpotucmea

BepxHsasa naHenb

PucyHok 1. Bud eepxHel naHesu.

CBeToanoaHbIN

3Ha4yeHue
nHOouKaTop
Fopum nocmoskHo (201y60() WAN-coenuaenue o YMOJIYaHUIO
YCTaHOBJIEHO.
Muzaem 6bicmpo (2ony60ti) 3arpy3ka yCTpOuCTBa.

Muzaem mednerHo (2ony6ol) | OOHOBIIeHUE BHYTpeHHeTo [10.

UHTepHeT
P e He co3smano Hum omHoro WAN-

COCAUHECHUA, NI

He 2opum *  WAN-coenuHeHne 1O YMOJTYAHHUIO
HE YCTaHOBJICHO, UJIN

e WAN-ka0esp He MOIKIIFOUEH.
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DIR-615 BecnposogHow MaplupyTtudatop N300

0630p MapLipyTUsaTopa
PykoBoacTBO nonb3osarens P Mapuipy P

CBeToaAnoOAHbLIN

3HauyeHue
MHOUKATOP

Fopum nocmosiHHo (2om1y6oli) becnipoBoiHas ceTh BKIIIOUEHA.

Muaaem 6bicmpo (2ony6odl) [Tepenaua nanubix yepe3 Wi-Fi-ceTs.
BecnpoBogHas ceTb /

WPS . |IlonmbiTka yctanoBku Wi-Fi-coenmunenus c
Muzaem medneHHo (2o5yboli)
nomoiipio yHKmu WPS.

He 2opum becnpoBoaHast ceTh BBIKIIIOUEHA.

Fopum nocmosiHHO (2051y60d) IIutanmne BKIIIOYEHO.
MutaHwne

He 2opum [IuTanue OTKIIFOYCHO.
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PykoBogcTBo nonb3oBarerns 0630p mapLlupyTusaropa

3aaHAA NaHenb

PucyHok 2. Bud 3adHeli naHernu.

Ha3BaHue OnucaHue

5V PazseM niuranus.

4 FEthernet-mopra uis TOAKIIOYEHUS] KOMIBIOTEPOB WM CETEBBIX

LAN 1-4 .
YCTpPOHCTB.

[loptr nns monmkmioueHus K BeigeneHHod  Ethernet-muaum  wnm
WAN MoAKIIoueHuss  kabenpHoro wunum  DSL-momema  (pexoMeHmyeTcs
HCIIONB30BaTh Ka0eb, BXOAAIINI B KOMIUIEKT TOCTaBKH).
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DIR-615 BecnposogHow MaplupyTtudatop N300

MapLupyTusar
PykoBogcTBo nonb3oBarerns 0630p mapwpyTUsaTopa

Ha3BaHue OnucaHue

Knonka mis yctaHoBKU 6ecripoBogHOro coenunenus (pyunkuus WPS) u
JUISE cOpOca HACTPOEK K 3aBOJCKUM YCTaHOBKAM.

Jnst ucnionp3oBanus GyHKuuu WPS: mpu BKIIOYEHHOM YCTPONCTBE
WPS/RESET HOKMUTE KHOMKY ©  ornycture. CBETOAUOMHBIA  WHIUKATOP
becnpoBoanas cetb / WPS nomkeH HauaTh MEJICHHO MUTaTh.

Jliga cOpoca HAacTpoeK K 3aBOJACKMM YCTAaHOBKAaM: INPU BKIIIOYEHHOM
YCTPOMCTBE HAXXMHUTE KHOIIKY, yaepxkuBaiite 10 ceKyH U OTITYyCTUTE.

Takoxe MapuIpyTH3aTop 000pyA0BaH IByMsi BHEITHUMH HeCheMHbIMUA Wi-Fi-aHTeHHaMM.
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DIR-615 BecnposogHow MaplupyTtudatop N300

0630p MapLipyTUsaTopa
PykoBoacTBO nonb3osarens P Mapuipy p

Komnnekm nocmasku

[lepen ncnonb3oBaHUEM yCTPOMCTBA yOEAUTECH, UYTO B KOMIUIEKT ITOCTaBKU BKIIFOYEHO CIIEAYIOIIEE:
*  Mapmpytusarop DIR-615,
* ajanTtep NUTAHUS MOCTOSHHOTO ToKa SB/1A,
¢ Ethernet-xabens,
* nokyMeHT «Kpamkoe pykoeoocmeo no ycmanoeke» (OyKier).

JloxymenTtsl «Pykosoocmeo nonvzoeamena» u «Kpamkoe pykogoocmeo no ycmanogke»
JOCTYyIHBI Ha caiite komnanuu D-Link (cMm. www.dlink.ru).

' Hcnonp3oBaHye MCTOYHMKA MHWTAHUS C HAMPAKCHUCM, OTIWYHBIM OT MOCTABJIAACMOIr0 C
u YCTPOMCTBOM, MOYKET IMPUBECTH K ITOBPEIKACHUIO YCTPONCTBA M ITOTEPE TapaHTHHN HA HETO.
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DIR-615 BecnposogHow MaplupyTtudatop N300
YcTtaHOBKa U nogkryeHne

PyKOBO,EI,CTBO nonb3oBarend MapupyTusatopa

MABA 3. YCTAHOBKA U NOAOKNKOYEHUE
MAPLUPYTU3ATOPA

lMpedeapumernbHasi nod2omoekKa

[lepen monkitoYeHUEM yCTPOMCTBA MPOUTUTE JaHHOE PYKOBOJICTBO IMOJIb30BaTeNsl. YOeauTech, 4To
y Bac umeercst Bce HeoOXonuMoe 00OpyIOBaHHUE, a Takke MHPOPMAIHS IO BCEM HCIOIb3YEMbIM
yCTpOMCTBaM.

KoMnbrorep nin MoomjibHOe YCTPOiiCTBO

Hactpoiika wu ympaeinenue OecnpoBoaHbIM —MapmipyTuzaropoM DIR-615 co BcTpoeHHBIM
4-OpPTOBBIM ~ KOMMYTaTopoM (Aajee — «MapIIpyTH3aTOpOM») BBIOJTHAETCS C OMOUIBIO
BCTPOCHHOTO Wweb-unTepdeiica. Web-untepdeiic moctyneH B JIr000H ONMEpaliMOHHOW CHCTEME,
KOTOpasi oJIep >KUBaeT web-0paysep.

Bbl Takke Moxere HUCHONb30BaTh mpuiokeHue D-Link Assistant misi MOOMIBHBIX YCTPONCTB
(cmaprdoHoB mny mianmeToB) nox ynpasienueM OC Android wmu 10S.
Web-0paysep nus 1K
Jns noctyma k web-uHTepdeiicy HACTpOHMKM M YIpaBIICHUS MaplIpyTHU3aTOpa PEKOMEHIYeTCs
UCIIOJIb30BaTh cieayromue web-6paysepsr s I1K:

* Apple Safari Bepcuu 8 u BbIIIIE,

* Google Chrome Bepcuu 48 u BbIIIIE,

*  Microsoft Internet Explorer Bepcuu 10 u Bbiie,

*  Microsoft Edge Bepcuu 20.10240 u BbI11IE,

* Mozilla Firefox Bepcuu 44 u BhImIE,

*  Opera Bepcuu 35 U BBIIIIE.
Jns ycnentHoi paboTel ¢ web-unTepdeiicom HaCTpoWKU U yrpaBieHus B web-Opay3epe JOobKHA
ObITh BKJIIOYEHA monaepkka JavaScript. Yoemurech, 4To AaHHAas ONuMs HE Obla OTKIIOYEHA
JPYTUM IPOrpaMMHBIM oOecriedeHueM (HarpuMep, aHTUBUPYCHOU mporpammoit wiu apyrum [10,

obecreunBaOIUM  Oe30macHyr0 paboTy B [I0o0anbHOW CeTH), 3amylIeHHBIM Ha Bamem
KOMIIbIOTEPE.

IIpoBoanas niau decnipoBonHasi cerepasi kapra (Ethernet- nan Wi-Fi-ananrep)

JIro00it KOMMBIOTEP, UCTIONIB3YIOMIUNA MapIIPyTHU3aTOp, MOJDKEH ObITh ocHarieH Ethernet- mmum Wi-
Fi-agantepom (cereBoii kaptoit). Ecnm Bamr mopraTuBHBI WM HAacTOJNBHBIA KOMIIBIOTED HE
OCHallleH MOJO00HBIM YycTpoiicTBoM, ycraHoBuTe Ethernet- mnm Wi-Fi-agantep nepex tem, kak
IIPUCTYNUTH K UCIIOJIB30BaHUIO MapLIPyTU3aTOPA.
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YcTtaHOBKa U nogkryeHne
PykoBogcTBo nonb3oBarerns MaplpyTusaTtopa

becnpoBoaHas cBsI3b

YroObl ycTpoHCTBa, 00pasyromiue OeCIpOBOAHYIO CETh, MOIVIH HCIOJIB30BaTh MapIIpyTH3aToOp, B
HUX JIOJKHA OBITh yCTaHOBJIEHA OectipoBoaHas ceTeBas kapra (Wi-Fi-amantep) ctanmapra 802.11b,
g win n. Kpome TOro, /uis JaHHBIX YCTPOWCTB HEOOXOIMMO 3alaTh 3HAYCHUS WACHTH(HKATOpa
SSID, HOMepa kaHana W MmapamMeTpoB OE30MAaCHOCTH, KOTOPBIE OMpEIeeHb B web-uHTepderiice
MapIIpyTU3aTopa.
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DIR-615 BecnposogHow MaplupyTtudatop N300
YcTtaHOBKa U nogkryeHne

PyKOBOD,CTBO nonb3oBarens MapupyTusatopa

lModknoyeHue K KoMNbOMepPy U e20 HacmpoUukKa

MoaknouyeHne kK komnbrotepy ¢ Ethernet-agantepom

1. Tlomxmrouute Ethernet-kabenp k omHomy u3 LAN-TOpPTOB, pacmoiOXKEHHBIX Ha 3aaHEl
naHelu MapupyTtusaropa, u k Ethernet-agantepy Bamero kommnsrotepa.

2. [TopkmrouuTte aiafnTep IMUTaHUA K COOTBCTCTBYHOLICMY pa3bCMy Ha 3aJHeW I1aHelIHn
MapHuipyTusaTropa, a 3aTeM — K SHGKTpHQCCKOﬁ PO3CTKCE.

Hanee HeoOxommMo yoOeauthesi, uyTo FEthernet-amanrtep Bamero kommbploTepa HAacTpoeH Ha
aBToMarnyeckoe nonyudenue [P-agpeca (B kauectee DHCP-kimenTa).

ABTOoMaTuuyeckoe nosnydyeHue IP-agpeca (OC Windows 7)

1. Haxwmure kHonky IMycK u nepeiinure B pa3nen MNaHenb ynpaBneHus.

2. Beibepure nyukr LleHTp ynpaBneHuss cetaMmu m o6wmum aoctynom. (Eciu nanens
yYHOpaBJICHUA HMECT BUIA «II0O KaTCTOPHUAM» (B BCPXHEM IIpaBOM YINIy OKHa B CIIMCKC
MpocmoTp BeiOpan nynkt KaTeropwusi), Beibepute ctpoky [pPOCMOTpP COCTOSIHMA
ceTu u 3aaad noj nyakrom CeTb M UHTepHeT.)

oG-Sl
@U'“ﬁ b [NaHent ynpaenedua ¢ Boe 3NEMEHTEI NAHENW YNPABAEHUA # - |4’-¢ | | Mouck & NEHEAU yAPasASHUR jol |
Ham’poﬁxa napameTpoe KOMNbBHTEPA MpocrmoTp:  KpynHeie 3Haukn ¥
= | 1YCK %
~ [NapameTtpel [P
P P P )L--] MapameTpel Nanok :__ MepcoHannsauma
¥ MHAEKCHPOBaHWA
r+ HO,ﬂKJ"IIOUEHHﬂ K [ - 6 o ﬂporpaMMH 7]
159 yaAaneHHbIM paboumm _.I[ puctynas k pabore 2 '__| KOMMOHEHTBI
& [Nporpammel no %
I_@? | PacnosHaBaHWe peun . Poawntensckuii KOHTpOAbL
S yMONUAHKIO T A
) a1 | CuUeTUMKM W CcpeacTBa
7= CeoiicTea obospesatens &4 Cwcrema -. pa 3
L= = NPOM3BOANTENBHOCTH
"; TenedoH u moaem —.,g YnpaeneHve LBETOM M YcTpaHeHue Henonagok
I 2 [ YueTHble 3an1cu [y LienTp o6HoBNeHKA
Aiy| YcTpoicTBa n NnpuHTEpL A 3 | 3
=3 “D nonb3oBaTenei <) Windows
- @ LleHTp cneumansHbix
0 LleHTp noaaepxkm LeHTp cHXpoOHM3aLMK [ 4% _
\ W BO3MOXKHOCTER
.l:l. LleHTp ynpasneHWa CETAMM % WnpposarHve AncKa WpmdTel
=N o6wnm nocTynowm ¥ BitLocker L‘-\ P
\f ALK W perMoHansHLle
JKpaH } JneKTponuTaHue i 8
Z 27 cTaHaapThl =

PucyHok 3. OkHo lNaHesnb ynpaesieHus.
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PyKOBOD,CTBO nonb3oBarens

YcTtaHOBKa U nogkryeHne
MaplpyTusaTtopa

3. B MeHwo, pacnosio)KeHHOM B JIEBOU

napamMeTpoB aganTepa.

4acTh OKHa, BbIOepuTe myHKT WM3MeHeHue

Q0-

MaHent ynpasnenus -
ACMALUHAR CTPaHNLE

¥npaeneHne BecnpoBogHBIMK
CETAMM

MzmeHenne NagamMeTRoE
403aNTepa

VZMEHHTE ACNCAHUTENEHEIE
napametpel cBLEre gocTyna

e
sr ¢ Cete W MHTepHET » LLEHTp ynpaenenus ceTamm U oBLmm AccTyncm

MpocMoTp BKTUEHBIX CETE

MNpocMoTp OCHOBHBIX CBEAEHWI O CETWM W HACTPOMKa NOAKAKYEHWA

§ . 1 MpockoTp NonHel KapTel
[

-

1

x

WHTepHET

{3ToT KomMOeTER)

HC,EI,F."IH:‘-IEHHE K CETH
B ,\'J,EHHbIﬁ FMOMEHT BEbl HE MNOJKAHIYEHEI HH K KaKoH CETH,

MzmeHeHne ceTesbx napameTpoE

':EI

'-5.

Cr. Takcke
Bpanamayap Windows
JomaliHas rpynna

CeciicTea oBozpeeatena

He-_'rr:cﬁr.e HOQBOM® NOAKAHNEHHMA WK CETH

Hactpoiika GecnpoecgHoro, WWMPOKCNONCCHOTS, MOAEMHCMD, NEAMOIC WAK
VPM-noaenroqedna WK e HECTPORKE MapLUPYTUIATORE AW TOHKK A40CTyNa,

I'Ic,a,r_-w:qnn:-:q K CETH

MoakAoYeHUe UAKW NCETOPHOE NOAKNKOYEHNE K GECNPOEDAHOMY, MPCECAHOMY, MOAEMHOMY
CETEECMY COEJMHEHMKS WAW Noakntderue k VPN,

Brifop gomMalwHed rpynnel v napaMeTpos oBLUere gocryna
Jectyn k daiinam u NPUHTERER, PACNCADKEHHEBIM H3 APy THX CETEEBIX KOMMEFITEPEX, MM
M3MEHEHWE NapamMeTpoE oBLLErD gocTyna.

YeTpaHeHWe HENoNaaoK

,':LMEI'HDCTMKE W MCNEZaBNEHVE CETEERIX I'IPDEJ'IEI'-.I WAK NoayHEHKWE EEEﬂ,EHMﬁ ob MCA@aeneHnK,

PucyHok 4. OkHo LleHmp ynpaeneHusi cemsimu u o6w,um docmynom.
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PyKOBOD,CTBO nonb3oBarend MapupyTusatopa

4. B OTKpbIBIIEMCS OKHE ILEJIKHUTE IPaBOM KHOIKOW MBIIIM IO COOTBETCTBYIOLIEMY
MoaknoYeHUo No NoKanbHOM CeTU u BridepuTe cTpoKky CBOUCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

[F=%|Eol ===
@l\_x‘l'| E' ¢ Manene ynpaeneqna » Cete n Muteprer » CeTeBbie NogkntoMeHnA » - |#, | | Mouck: Cemesbie nodkAGHEHUS el l
Ynopagounte ¥ ﬂ:: - [ ':'E'

L" MogknroueHne No NOKaNBHOR CETH
N —
S [%])
| B OmcnouuTs

=

Cocroanme

AwarHocTrka
%] =
% Hacrpoiika mocTa

Co3aaTe ApnbIK
¥ aanuTe

[ %]
% MNepenmenosats

'E‘;' CeoiicTea

PucyHok 5. OkHo Cemeebie NoOKIH04YeHUs.
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PyKOBOD,CTBO nonb3oBarens MapupyTusatopa

5. B oxue lNoakntoyeHne no fokanbHOW CeTU — CBOMCTBA Ha BKiajike CeTb BhienTe
crpoky NMpoTokon UHTepHeTa Bepcum 4 (TCP/IPv4). Haxxmure kHonky CBOMCTBA.

-

& [MogknHoYyeHWe No NOKANBHOW CETH - CEOWCTEA @

CeTe

Mok oveHkHe HEPEE

(W3
=

QTME'-IEHHI:IE EOMAOHEHT Bl HCNONESYHITCA 3TN NOGEAHOYEHHER!

M K enT gna ceted Microsoft
.@ MaaHupoBwmE nakeTos QoS
.@ Copxta gocTyna K dalinas 1 npyHTepard ceted Micro...
i [poTokon HHrepreta eepound B [TCP/PYE]
B8 [Mporokon MHTepHeTa Eepokd 4 [TCRAPwd]
i [pakisep B/ TONONOra KaHaNEHOM D YPOEHS

i (TEETYME OOHAPYKEHMA TONOAOMAM EAHANEHOMD YDOEHA

[ HCTaHOBMTE. .. Hpoanire CEOHCTES

Ormcanue

Mporokon TCPAP - cTaHaapTHER NpoTokon raodansHe!s
CETEN, ABECNEYMEANILLIME CEASE MEKTY DA HYHBINIA
BSaHMOLEACT EYHILLARL CET AR,

] ] [ OTreHa

PucyHok 6. OkHo ceolicme rnoOKIIKYeHUsI 110 fI0KaslbHOU cemu.
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PyKOBO,EI,CTBO nonb3oBarend MapupyTusatopa

6. YOeautech, 4TO TIepeKiIOYaTe M YyCTaHOBIEeHBI B monokenus [Monyuutb IP-agpec
aBTomatu4veckm u lMonyuntb agpec DNS-cepBepa aBTOMaTu4decku. Haxmmure
kuonky OK.

¥

Ceolictea: MNpotokon MaTeprera sepovn 4 (TCP/IPW) @

OBwme ANETEPHATHEHSA KOHDHr Y paLKa |

MNapamMeTpel IP MOryT Ha3HaAYaATECA ABETOMATHYECKH, BCIM CETE
NoAAEP#HESET 3Ty BOSMOKHOCTE, B NPOTHEHOM CRyYas NapaMeTphl
IP MOMHO NONYYHTE ¥ CETEEOMD 3AMMHMCTPATORE,

@ TlonyqnTe IP-aApec AETOMSTHYECKH

) Mcnone30EaTE CNeAyYHIWMA IP-aapec:

@) ManyqnTe aapec DN3-cepEepa SETOMATHHECKH

1 McnonesoEaTe CREAYHIWKME aapeca DN3-cepeepoE:

MNoATEERAMTE NAPaMETPE! NMPH BEEOLE [ JOMOIHHTENSHD. .. ]

[ Ok ][ QTHMEHS ]

PucyHok 7. OkHo ceoticme ripomokona TCP/IPv4.

7. Haxwmure kaonky OK B 0OkHE CBOHCTB MOIKITFOYCHUS.
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ABTOMaTnuyeckoe nonydyeHme IP-agpeca (OC Windows 10)

1. Haxwmure kaonky yckK u nepeiinure B pazaen MNapameTpsbl.

2. Broibepure nynkr CeTb n UHTEpHeT.

MNapanmerpsl - O d

[MapameTpsl Windows

|—|a;",' napameTp

g Cuctema '='i YcTpoWcTBa

SJKpaH, 3BYK, YBEAOMAEHMA, Bluetooth, npusTepsl, Mbiws
nuTaHue

D Tenedon @ CeTb v VIHTepHeT

Cerzate ycTpoictso ¢ Android, Wi-Fi, pexum "B camonete”,

iPhone VPN
O =—
@ MNepcoHanu3auwa E—  T[lpunoxerun
OoH, 3kpan BNoOKMPOBKM, LEETA = YaaneHwe, SHa4EHMA Mo
}".10."—6-/"3.,'_0'. KOMMOOHEHTH
R YueTHble 3anucuK f Bpema u a3k

YUeTHEIE SANWCM 30, NCYTE PacnozHaesHue ronocs

PucyHok 8. OkHo Mapamempsi Windows.
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3. B pasgene U3MeHeHMe ceTeBbiX MNapaMeTpoB Boibepute mnyHkr HacTpownka
napameTpoB aganTtepa.

<« Mapamerpsl — O * |

{t [nasHan CoctoaHume
Haliti napametp ps) Bl noaknroueHsl K VIHTepHety
Ecnn y BaC NMMMUTHLIA TapWUDHLIA MAaH, Bbl MOXETE HACTPOWTh '
CeTb 1 MHTepHeT 3TY CEThb KaK MMMWTHOE NOAKNHUEHWE MW M3MEHWTE ApYTHE
CBOWCTBA.

I B CocrosHne M3meHnTL CBOWCTBA NOAKAKYEHWA

& Wi-Fi [Mokaszatk AOCTYNHBIE CETH

¥ Ethernet
VameHeHwWe ceTeBblX ﬂapaMETPOB

| % HabBop Homepa
@ HacTpoiika napamMeTpoE agantepa
ﬂpDC\‘IC-Tp CETEELIX 34anTepoE M USMEHEHWE NapaMeTpoeB
% VPN NoaKIYeHWA.
|
i g~  PexXuM «B CaMONETEs % MapameTpel 06Wero A0CTyNa

OI'IIDE,':E," WMTe, K K3akMM J3aHHbIM Bbl XOTWTe NpeA0CTAEMTE -_'I,CET:,-'I'I
- Ana CETEP_ C KOTOPEIMK YCTaHOBNEHO COSAWHEHKE
{6 MoBWMAEHBLIR ¥OT-CnoT

ﬁ CpeacTBO YCTPaHeHMA CeTeBbIX HeNoNafoK
Wcnonb3oBakve AaHHbIX AMarHoCTUKE W YCTDaHeH!e NpoBnem C CeTki.

& Npokcu-cepeep MpocMOoTp CBOWCTE CeTM

PucyHok 9. OkHo Cemb u UHmepHem.
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PyKOBOD,CTBO nonb3oBarens MapupyTusatopa

4. B OTKpbIBIIEMCS OKHE ILIEIKHUTE IPaBOM KHONKOW MBIIIM [0 COOTBETCTBYIOILEMY
MoaknoYeHUo No NoKanbHOM CeTU u BridepuTe cTpoKky CBOUCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

&F CeTesble NograoYEHNH

4 UE' 5 Mawens ynpaenenns > Bce 3nemeHTsl naHenn ynpasneHus > CETEBLIE NOQKIHOYEHNA v D
YnopagouuTte ¥ OTKAHIYEHWE CETEBOTD YCTROWHCTE JuarHocTiKa NogenYeHna MepenmeHoBaHNE NOKIHIYEHKA
- = -
L- MogkntoyeHne No NoKansHo CETH s BecnpoeogHan ceTe
S = o HeT nogentodeHna
o i o e
7 | '§ Onumounms 4 Cualcomm Atheros ARS285 802.1...
Cocroanmne
AduarHoctnia

HacTpoika mocTa

Co3gate Apnbik
Yaanute

[Mepenmenosate

¢ e e Q@

CeoiicTEa

PucyHok 10. OkHo Cemeebie NOOK/IHOYEHUs.
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PyKOBOD,CTBO nonb3oBarens MapupyTusatopa

5. B oxne Nogkno4yeHne no nokarbHOW CeTU: CBOUCTBA Ha Bkianke CeTb Brimenure
crpoky IP Bepcumn 4 (TCP/IPv4). Haxxmute kHonky CBOUCTBA.

7]

2 [NogkntodeHWe No AoK3NEHOW CETH: CBOMCTER >

Cem DNoctyn

Mook nioyeHme Hepes!

I? Realtek PCle FE Family Cantraller

OTeyeHHEIE KOMIOHEHTEI HMCNONE3YHOTCA 3TMM MoK NoNEHWEM

[ &8 Knnent ana ceTei Microsoft s
d "IEDISU.LHH OOCTYN K ©aiinam v npuHTEpaM anA cetei Mi
Il "I_? Mnanuposwmk naketos QoS

o [

O 4 MNpoTokon MyneTMRREXcopa ceTesoro agantepa (Mai
O 4 Dpaitsep npotokona LLDP (MaikpocogT)

1 4 IPsepcun 6 (TCP/IPvE) v
L4 >

YoTaHOBWTE .. YoaniTe | CeoiicTea
Cnucanwe

MpoTorkon TCP/IP. CTaHoapTHeNR npoTokon rnofansHex
ceTell, 00ECNEYMBAIDILWA CEASE MEX OY PasNUUHEIMM
B3aMMOASACTEYOWMMIA CETAMM.

QK CmaeHa

PucyHok 11. OkHO ceolicme nodKYeHUs M0 f10KanbHOU cemu.
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PyKOBOD,CTBO nonb3oBarens MapupyTusatopa

6. YOeautech, 4TO TIepeKiIOYaTe M YyCTaHOBIEeHBI B monokenus [Monyuutb IP-agpec
aBTomatu4veckm u lMonyuntb agpec DNS-cepBepa aBTOMaTu4decku. Haxmmure
kuonky OK.

Ceofictea: IP sepoun 4 (TCP/IPwd) >

Ofume ANETEpHATHBHEA KoHDWryPaLYAA
MapameTpel IP MOXHO HazHaYaTe SBTOMaETHHYECKM, BCIM CETE

NOAASMHMESET 3TY BOSMOMHOCTE. B NDOTUBHOM CnyyYae y3HalTe
napameTpel IP ¥ CeTeB0ro aaMMHMCTPaTOPA.

@ MonyuTe IP-aapec aETOMaTHYECKM

O WcnonesosaTe cneaykowmia IP-anpec:

@ Mony4uTe agpec DMNS-cepeepa aBTOMATHYECKH

O Mcnonezoeate cneayrowme agpeca DNS-CepeepoB:

MoaTEEPAMTE NAPEMETPEI NPKW BhIXOAE

LdononHWTENBHD.. .

Ommeria

PucyHok 12. OkHo ceoticme npomokona TCP/IPvA4.

7. Haxmure KHOTIKY 3aKPbITb B OKHE CBOWCTB MOJKJIFOUCHHSI.
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YcTtaHOBKa U nogkryeHne

PyKOBOD,CTBO nonb3oBarens MapupyTusatopa

NMoaknroueHne kK komnbrotepy ¢ Wi-Fi-apantepom

1. [TopkmrounTte alalnrTep IMNUTaHUA K COOTBCTCTBYIOLICMY pa3bCMy Ha 3aJHEW I1aHelIHn
MapHuipyTusaTropa, a 3aTeéM — K SHGKTquCCKOﬁ PO3CTKCE.

2. Yo6emutech, uro Wi-Fi-amantep Bamero xommproTepa BKIOYeH. Ha mopTaTHBHBIX
KOMITBIOTE€pAX, OCHAILEHHBIX BCTPOEHHBIM OECIPOBOIHBIM CETEBBIM aJanTepoM, Kak
MPaBUIIO, €CTh KHOMKA WJIM TepeKItodareib, aKTUBUPYIOLIUN OECIHpOBOIHON CeTeBOM
amantep (cM. gokymeHrtamuio 1o Bamemy IIK). Ecam Bam kommbioTep oOcHaieH
MOJKITIOYaeMbIM ~ OSCIPOBOJIHBIM ~ CETEBBIM  aJIalTepOM, YCTAHOBUTE MPOTPAMMHOE
o0ecriedueHre, MOCTaBIsIEMOE BMECTE C a/IallTEPOM.

Hanee wHeoOxomumo yOemuthes, uto Wi-Fi-amantep Bamrero kommbroTepa HAcTpOeH Ha
aBToMarnyeckoe nonyudenue [P-anpeca (B kauectee DHCP-kmenTa).

ABTOMaTHyeckoe nony4yeHume IP-aapeca | noaxk/ro4YeHue
Kk 6ecnpoBogHoit cetn (OC Windows 7)

1. Haxwmure kaonky MMycK u nepeiinute B pazznen MNaHenb ynpaBneHus.

2. Beibepure nyukr LleHTp ynpaBneHus cetaMmu m o6wum aoctynom. (Eciu nanens
VIOPaBJICHUS UMEET BHJI «IO KaTeropusiM» (B BEPXHEM IIPaBOM YIIy OKHA B CITHCKE
MpocmoTp BeiOpan nyHkt KaTeropwus), Beibepute ctpoky [pPOCMOTpP COCTOSIHMA
ceTu u 3agad nox nyukrom CeTb U UHTepHeT.)

=N NCl ==
@thﬁ » MaHene ynpaeneqna » Bce anemeHTel NaHenw yNpaencHua b hd |¢¢ | | Mouck 8 naHeAu ynpasneHus o |
Har:rpoﬁa(a napamMeTpoB KOMNbKITEPAa MpocmoTp:  KpynHeie sHaukn ¥
- | 1YCK %
~ [NapameTpsl | .
P P P )L':-' MapameTpebl NanokK : MepcoHannsauma
W MHAEKCMPOBaHUA >
e MNoakntoueHns K B et =7 [porpammsl K
509 yaaneHHbm paboumm _.h.[ e P I 4 KOMMOHEHTH
. [porpammel no : 2
I@ 4 PacnosHaeaHwe peuw ., Poawtensckuii KOHTpOAL
Y yMONUAHWIO i -
y i CueTumnkM U cpeacTEa
‘}}_‘1 CeoiicTea obospesatens &4 Cucrema -. P
¥ = MPOM3BOANTENBHOCTH
.’Té TenedoH v moaem .,g Ynpaenenve LBETOM M YcTpaHeHwe Henonagok
B Saneias wipiinai E; YueTHble 3anmcK [y LlenTtp obHoBAEHMA
s 1 Sy - .
=4 “D nonbsoeatenei < windows
~ Zh LleHTp cneuwnansHeix
| LleHTp noaaepxkw LeHTp cnHxpoHuzaumm _ _
h " BO3SMOXHOCTEN
.l:l. LleHTp ynpasneHwWa CETAMM & LndpposaHre avcka WpMTe
=¥ ) 06wmm nocTynom ¥™ BitLocker L‘\
\ A3bIK 1 perMoHanbHble
ZKpaH } SneKTponUTaHue T L8
! <2 cTaHpapTel -

PucyHok 13. OkHo lMaHenb ynpasneHus.
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PyKOBO,EI,CTBO nonb3oBarend

MaplpyTusaTopa

3. B wmeHio,

pacrioioKEHHOM B JICBOM 4YacTH OKHa, BbiOepute myHKT WM3MeHeHue
napamMeTpoB aganTepa.

4. B OTKpBIBIIEMCS OKHE INEIKHUTC MPABOM KHOIMKOW MBI TI0 COOTBETCTBYIOLIECMY
BecnpoBogHOMYy ceTeBOMYy coeAuHeHuto. Yoemutech, uto Bam Wi-Fi-agantep
BKJTIOUCH, a 3aTeM BbIOepuTe cTpoKy CBOMCTBA B MOSBUBIIIEMCS] KOHTEKCTHOM MEHIO.

5. B okne BbecnpoBogHoe ceTeBoe coeAuMHeHUMe — CBOMCTBa Ha Biiaake CeTb
Beiieniute cTtpoky lNpoTtokon UHTepHeta Bepcun 4 (TCP/IPv4). Haxmure KHOMKY
CsouctBa.

6. Ybemutech, 4YTO MeEpEKIIOYATENM yCTaHOBIEHBbI B moioxkenus [lonyuutb IP-agpec
aBTomatuyeckn u lMonyuntb agpec DNS-cepBepa aBTOMaTuydecku. Haxmure

kuonky OK.

o

Ceoictea: Npotokon Muteprera seponn 4 (TCP/1Pw) @

Ofwme ANETEPHATHEHAA KOHDHI Y palKa

MapameTped IP MOy T Ha3HAYATECA SETOMATHHECKH, SCAHM CETE
NoAASPHHESET 3TY BOSHOMHOCTE. B NPOTHEHOM CRWYas NapaMeT okl
IP MOMHO NONYYMTE ¥ CETEEOMD 3AMHMHMCTRETORA,

@ {lonyquTe IP-aapec AETOMATHYECKH

MCnones0EaTe CReAyYHIWKA IP-agpec:

@ MNonyunTe agpec DNS-CcepEepa AaBETOMATHHECKH

McnonezoBEaTe cReavrowmKe agpeca DNS-cepeepoE:

MoATEERAHMTE NApaMeTpRl MM BRIX04E | AONOAHHTENEHD |

[ K ]| OTMEHS |

PucyHok 14. OkHo ceoticme nipomokona TCP/IPv4.

7. Haxwute kHonky OK B OKHE CBOMCTB MOAKITIOYCHUSI.
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8. UToOBl OTKpBITh CHUCOK JIOCTYMHBIX OCCIPOBOAHBIX CETEH, BBIIEIUTE 3HAYOK
0ecrpOBOHOTO CETEBOTO MOAKIIOYCHUS M HakMHUTe KHONKY [logkniovyeHue K wiu B
00JIaCTH yBEJIOMJICHUH, PacloNOKEHHOW B IPAaBOM YacTW MaHEeNM 3ajad, Ha)KMUTE JIEBOH
KHOIIKOM MBIIIN HA 3HAYOK CETH.

Her NoAKNHYYEHNA - Ecte ACCTYNHBIE NOAKAHYEHWA

16:07
13.10.2011

RU . |*| i)

PucyHok 15. Obnnacmb yeedomrneHull naHenu 3adau.

9. B orkpeBizeMcs okHe BecnpoBogHoe ceTeBOe MOAKMIOYEHUE  BBIICIUTE
OecrpoBoHyI0 ceTh DIR-615, a 3ateM HaxxMuTe KHOTIKY [loAKnioyeHune.

Het nograreyeHuns 4
Eﬂ l | EcTe ACcTyNHEIE NOAKAHIYEHMA
BecnpoBoaHoe ceTeBne coEfMHEHNE ~
wireless router _I.ﬂﬂ_
:;:' Mogkntoyatecs { | Oeaknroyedne ]
I BBTOMETHMYECKH
LleHTp ynpaeneHna ceTAMI M oBLLMM 40CTYNOM

Pucyrok 16. Criucok docmyriHbix cemed.
10. B oTkpeIBIIEMcst okHe BBeauTe Kitod cet (cM. WPS PIN Ha Hakneiike co mTpux-KoJoM Ha
HIDKHEH TMaHenu yeTpoicTsa) B osie Knroy 6e3onacHocTu u naxvute kaonky OK.

11. Homoxnute 20-30 cexyna. [Tocne Toro kak coenquHeHne OyneT YCTAaHOBJIEHO, 3HAUYOK CETH
HOpUMET BUJ IIKaJbI, 0TOOpakaroliell ypoBeHb CUTHAJIA.

Ecan nmepBuyHas HacTpoiika mapuipytuzaropa Beinonssercs yepe3 Wi-Fi-coennnenue, 1o
' cpa3y Iociie U3MEHEHHS HACTPOCK OeCHpPOBOJIHOW CETH MaplIpyTH3aTopa, 3aJaHHBIX 10
H  yMoIYaHWI, HEoOXOmMMO Oy/IeT 3aHOBO YCTAaHOBUThH _OECIPOBOIHOE COCIAMHECHHE,
HCIOJb3Yys TOIBKO YTO 3aJaHHBIC MTAPAMETPBI.
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ABTOMaTUyeckoe nonyyeHue IP-aapeca | noaxksroyYeHue
K 6ecnpoBogHoit cetn (OC Windows 10)

1. Haxwmure xkHotiky Myck u nepeiinute B pasnen NapameTpbil.

2. Bsibepure nynkr CeTb n UHTEpHeET.

Napamerpel — O x

[TapameTpsl Windows

g Cucrema |- YCTpoidcTBa
JKpaH, 3BYK, YEEAOMNEHMA, Blustooth, npyusTepsl, Mbiwb
nUTaHMe

D Tenedon @ CeTe v VIHTepHeT

CersaTe yorpodcTso ¢ Android, Wi-Fi, pexwm "B camonete”,
iPhone VPN

O =—
MNepcoHanu3auma E—  [lpuaoxeHus

&

Mon, 3kpan BnokMpoBKM, LEETa YaaneHWe, SHa4EHMA Mo

YMOAYEHKWRD, 40N, KOMNOHEHTH

YyeTHble 3anucum (T) Bpema v a3bik
o AZ T

YUeTHEIE SANWCM 30, NCYTE

PacnozHaesHue ronocs

Pucyrok 17. OkHo lMapamempb1 Windows.

3. B pasnenec WU3meHeHue ceTeBbiX nNapamMeTpPoB Boibepute mnyHkT HacTpownka
napameTpoB aganTtepa.

4. B OTKpbIBIIEMCS OKHE ILEIKHUTE IPaBOM KHONKOW MBIIIM IO COOTBETCTBYIOILEMY
BecnpoBogHOMy ceTeBOMYy coeAMHEHMI0. Yoemutech, 4yro Bamr Wi-Fi-amganrep
BKJIIOUCH, a 3aTeM BbiOepuTe cTpoky CBOMCTBA B MOSIBUBIIEMCS] KOHTEKCTHOM MEHIO.

5. B oxne BecnpoBogHoe ceTeBoe coeauHeHuMe: CBOMCTBa Ha Bkiaake CeTb
Boienute crpoky IP Bepcum 4 (TCP/IPv4). Haxmurte kaonky CBOMCTBA.
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6. YOeautech, 4TO TIepeKiIOYaTe M YyCTaHOBIEeHBI B monokenus [Monyuutb IP-agpec
aBTomatu4veckm u lMonyuntb agpec DNS-cepBepa aBTOMaTu4decku. Haxmmure
kuonky OK.

Ceofictea: IP sepoun 4 (TCP/IPwd) >

Ofume ANETEpHATHBHEA KoHDWryPaLYAA
MapameTpel IP MOXHO HazHaYaTe SBTOMaETHHYECKM, BCIM CETE

NOAASMHMESET 3TY BOSMOMHOCTE. B NDOTUBHOM CnyyYae y3HalTe
napameTpel IP ¥ CeTeB0ro aaMMHMCTPaTOPA.

@ MonyuTe IP-aapec aETOMaTHYECKM

O WcnonesosaTe cneaykowmia IP-anpec:

@ Mony4uTe agpec DMNS-cepeepa aBTOMATHYECKH

O Mcnonezoeate cneayrowme agpeca DNS-CepeepoB:

MoaTEEPAMTE NAPEMETPEI NPKW BhIXOAE

LdononHWTENBHD.. .

Ommeria

PucyHok 18. OkHo ceoticme npomokona TCP/IPvA4.

7. Haxmure KHOTNKY 3aKPbITb B OKHE CBOWCTB MOJKJIFOYCHHSI.

8. UroObl OTKpBITH CIHCOK JIOCTYNHBIX OECHpPOBOJHBIX CETE€H, BBIACIUTE 3HAYOK
0ecrpoBOHOTO CETEBOTO MOAKIIOYCHUS M HakMHUTe KHONKYy [logkniovyeHue K wiu B
o0nacTu yBelOMJICHUH, PacloiIOKEHHON B MpaBOil YacTH MaHENIW 3a7ad, HaXMHUTE JIEBOU
KHOIIKOM MBIIIY HA 3HAYOK CETH.

He NoAKAHYEHD ECTE AO0CTYNMHBIE NOAKAFDYEHWUA

T Il
A~ m 8 dx PYC o ooomp oA

PucyHok 19. Obnacme yeedomreHuli naHesnu 3aday.
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9. B otkpeiBmieMcss okHe BecnpoBogHoe ceTeBOe MOAKMNKOYEHWE  BhHIICIUTE
OecripoBoHyI0 ceTh DIR-615, a 3atem HaxkmuTe KHOTIKY [MOAKMHOYUTBLCSA.

RD_DLINK
SdlMLIIEHO

D nD,II,K'J'IHJ"—IETI:-EH dBTOMaTUYSCKIA

MopknounTeca

PucyHok 20. Crucok docmynHbix cemed.

10. B otkpeiBuieMcs okHe BBeaute kitod cet (cM. WPS PIN Ha Haknelike co ITpUX-KOIOM Ha
HIDKHEH maHenu ycrpoiictsa) B moie Krroy 6e3onacHOCTU u Haxxmute KHONKy [lanee.

11. Pa3pemnTe win 3anpeTuTe APYrUM YCTPOMCTBaM B 3TO# cetu oOHapyxwuBath Bam [1K (da /
Her).

RD_DLINK

JaluEeHD

Bbl ¥xOTHTE paspelMTs ADYTUM KOMIBHOTEDAM W
YCTPOMCTBAM B 3TOM CeTM OBHapy»MBaTh Balll
MnK?

PekomeHnayemM Aenath 3TO B AOMALLIHER WK
paboyeil ceTk, a He B 0BLLEAOCTYTTHBI

Ha Het

PucyHok 21. Napamempbsi o6HapyxeHust 1K dpyeumu ycmpolicmeamu.

12. opoxute 20-30 cexyna. ITocne Toro kak coenquHeHne OyneT YCTAaHOBJIEHO, 3HAUOK CETH
NPUMET BHUJ TOYKU M U30THYTHIX JIMHUH, OTOOPaXKAIOIIMX YPOBEHb CUTHAJIA.

Ecimm NepBUYIHAA HaCTEQOﬁKa MapHipyTU3aTOpa BBITOJHACTCA YE€PE3 \Ni-Fi-COCQI/IHCHI/IC= TO
' cpa3y 1ocCj€ M3MCHCHHUA HACTPOECK 6GCH[20BOZ!HOI71 CETHU MAapuipyTHU3aTopa, 3aJaHHBIX I10
= YMOJIYAaHHIO, HCO6XOQI/IMO 6ygeT 3aHOBO YCTAHOBUTH 6CCH[20BOQHOC COCAMHEHUC,
HCIOJb3YA TOJBKO YTO 3aJIaHHBIC MaPaAMETPEIL.
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lNoodknroyeHue k web-uHnmepdghelicy

[Tociie HacTpOWKKM COETUHEHMS C MapLIpyTH3aTopoM Bbl MoxkeTe oOpartuThcsi kK web-untepdericy
HACTPOWKM M YIpPABJICHHUS JUIA 3a/aHUS] HEOOXOIUMBIX mapameTpoB (co3nanusi WAN-coennHeHHS
JUISL TIOAKJIIOUYEHUs K ceTu VIHTepHeT, M3MEeHEeHHs MapaMmeTpoB OeCIpPOBOIHOTO COEIWHEHUS,
HACTPOMKH MEXKCETEBOI0 dKpaHa u JIp.)

Mapuipyruzarop DIR-615 ¢ HaCTpOWKaAMU 10 YMOIYAHUIO HE MOXKET HOAKIIYATECI K CETH

' Wurepner. JIngd Havana paOoThl 3ajaiiTe cOOCTBEHHBIM Maposib JUIS JOCTyma K web-
||

unTepbelicy W u3MeHuTe HaszBaHue OecnpoBoaHoil ceru  (SSID), a  Takxke, eciu
Heo0XonMMo, 3a1aiTe Ipyrue HacCTPOHKH, PEKOMEHIOBaHHbBIC BaliM npopaiiiepom.

3amyctute web-Opaysep (cm. pasmen Ilpedsapumensnas noozomoexa, ctp. 16). B anpecHoit
cTpoke web-Opay3epa BBeAWTE JOMEHHOE HMs MaplipyTuzaropa (M0 yMONYaHUIO —

dlinkrouter.local) c Toukoil B KOHIle U HakmuTe kiuaBuiry Enter. Bol Takxke moxere
BBecTH [P-anpec ycrpoiictsa (1o ymomuanuo —192.168.0.1).

ain  Mpaeka Bua  3aknagkw  Buawetel  MHCTpYMEHTEI  Cnpabka

&

“« ®« 5 » (%) ) ~ B 19216501 ”

PucyHok 22. Beod IP-adpeca DIR-615 e adpecHol cmpoke web-bpay3epa.

Eciu npy momneITKe MOAKIIOYEHUS K wWeb-uHTepdeicy MapmpyTu3aropa Opay3ep BbLIAET
OoIMMOKY THIa «Heso3moocho omobpazumes cmpanuyyy, YVOEIUTech, YTO YCTPOWCTBO

OpaBUJIBHO NOAKITIOYCHO K KOMIIBIOTECPY.

Ecnu ycTpoiicTBO eme He ObUIO HACTPOEHO WM paHee ObUIM BOCCTAHOBIEHBI HACTPOMKH IIO
yMOJTYaHUIO, TIpU oOpamieHuu K web-unTepdeiicy oTkpeiBacTcss Mactep HaCTPOWKH (CM. pasien
Macmep nacmpoiiku, ctp. 42).

YpamaeMblt aboHeHT! Bel B NepBLIA pa3 BKNKOHMMIK YCTROWCTBO W ANA TOro, YTobkl Bbl MOIMMK Ha4aTk NONL30BATLCA YCNyramu
pocTyna K cet MHTepHeT, Bam HeoBxoaMmo ero HacTpouTb.
[nA aanycka macTepa HaxMWTe KHonky "Hauate"

HAYATb

PucyHok 23. CmpaHuya 3arnycka Macmepa HacmpouKu.
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Ecinu panee Bbl HacTpowim ycTpolicTBO, ipu oOpamieHnn kK web-uaTepdeiicy OTKpoeTcs CTpaHuIa
BXOJa B cucteMy. BBeaure ums nosb3oBarens (admin) B noie UMA nonb3oBaTens u 3a1aHHbIN
Bamu maposis B mosie Maponb, 3arem naxxmure kaonky BXO[,.

L3

Henpasmanoe MMA TIO}'Ib3OBaTEﬂFIH'I'!apOIIb naun
CpoK AePCTBIA CECCUM UCTEK

OCTanoch NONLITOK:

4

BXon O4YUCTUTDL

PucyHok 24. CmpaHuuya exo0la 8 cucmemy.

Ecnmu IIpru BBOAC IAPOJIA BBl HECKOJIBKO Ppa3 BBOAUTC HCIIPABUIIBHOC 3HAYCHUC, Web-HHTep(beﬁC
HECHaA0JI1ro 6J'IOKI/IpyeTC$I. ITopoxauTte OIHY MHUHYTY U CHOBA BBCIUTC 3aJaHHbIi Bamu apoJib.
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Cmpykmypa web-uHmepdgbeuca

Crpanuua Havyano

Ha crpanune Hawano oroOpaxaercs Tekymiee COCTOSHHE MapIipyTu3aropa B BHC
MHTEPAKTUBHOM cxembl. sl mpocMoTpa HHPOPMALIMU O KaKOKH-JIMOO YacTH CETH MapuIpyTH3aTopa
HaXMUTE Ha COOTBETCTBYIOIIMN 3HA4OK. Pa3nen HacTpoek B BEpPXHEW YacCTU CTPAHULBI I103BOJISET
OBICTpO MEPEUTH Ha APYTHe CTpaHUIIB web-uHTepdeiica ycTpoiicTBa.

Ha crpanuiie oroOpakaeTcsi COCTOSIHUE coelMHeHus ¢ ceThio MHTepHeT. Ecniu MapmpyTtuszarop He
noAKIoYeH K WHTepHEeTy, HaXMUTe Ha 3Hau0oK BOCCTAHOBWUTb U mepeiauTe Ha CTPaHHILY
Hactponku /| UHtepHeT / WAN (omwmcanue crpanuiisl cM. B pasaene WAN, ctp. 63) wim
HaxMuTe MHTE@PHeT OTKMIoYeH, 4To0sl 3armyctuTh MacTep HacTpoliku (onmucanue Macrepa cM. B
paznene Macmep nacmpoiiku, ctp. 42).

@ /lHTepHeT nogkntoyeH
Haxxmute Ha A060I 31eMeHT ANs NoNYYeHWR MHPOpPMaL

Wi-Fi-KNWeHTBI:
Internet DIR-615 0

| o q

PucyHok 25. Cmparuua Ha4aso. Ycmpoticmeo rodKoYeHo Kk cemu IHmepHem.

@ /lHTepHeT oTKNoYeH

Haxkmute Ha 1060 3neMeHT ANA NoNyYeHns WHGopmaumMn

WI-Fi-KnWeHThI:
Internet DIR-615 0

g qd

B
z

Fan
AR
-
ez

BOCCTaHOBUTL

PucyHok 26. Cmpa+uuya Ha4vaso. Ycmpoticmeo He nodkmo4eHo Kk cemu IHmepHem.
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Pa30en Internet

Haxxmute Ha 3Hadok Internet, 4roObl mpocMoOTpeTh WHPOPMAIMIO O COCIUHEHHU C CETHIO
WNHurepHer.

@ /lHTepHeT noaknoYeH

HaxmuTe Ha N1060IA 3NeMeHT ANA NONYYEHUA MHGOPMaLMI

Wi-Fi-knneHTbI:

Internet DIR-615

| ol d

Internet Pva 1PV
Tvn coegrHeHnA AvHamuuecknii IPv4 MAC-agpec a0:78:ba:01:02:03
Cratyc CoegnHeHo IP-agpec 192.168.161.222
Bpems paboTel 1 MUH Macka noaceTn 255.255.255.0

LInto3 no ymon4aHmo 192.168.161.1

NepenuHbll DNS

BTropu4HbIi DNS 1.0.0.1

MepeiiTn B HacTpoiiku ()

M

PucyHok 27. Cmparuua Ha4vano. Pa3den Internet.

Haxwmure IPv4 wiu IPv6, 4to0b1 oT0oOpasuth wHpOpManuio mno IPv4- wnmm IPv6-coenuHeHMIO

COOTBCTCTBCHHO.

YT100BI U3MEHHUTH HACTPOMKHU TOIKIIOUCHUS K ceTu UHTepHeT, Haskmute [lepenTn B HAaCTPOMKM.
ITpu stom otkpoercs crpanuinia Hactponkun /| UHTepHeT / WAN (omucanue cTpaHuIbl cM. B
pasnene WAN, ctp. 63).
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Pa3den DIR-615

Haxwmure Ha 3Hadyok DIR-615, uToOBI mpocmoTperh MH(pOpPMALMIO O MapHIPYyTH3aTOpE U €ro
OeCIIPOBOHBIX HACTPOUKAX.

@ /lHTepHeT noakntoyeH

HaxmuTe Ha N10BOIN 3neMeHT AnA NoNYyYeHUa MHGopMaL M

Wi-Fi-KnueHTbl:
Internet DIR-615

(O ) q

—_ F. o
& cer 1pv4 ‘e CeTb Wi-Fi
MAC-agpec 28:3B:82:AD:D9:38 Cratyc BrntoueHo
1P-agpec Wma ceTu (SSID) DIR-XXX-D937
Macka noacern 255.255.255.0 MNapone Ay AR ARAS
& cers 1pve MepefiTin B HacTpoiikn ()
IPvE-agpec fd01:1
Pexum IPv6-appeca JenernpoeaHue npedukca
AnnHa npedukca 64
NepeiiTu & HacTpoiikn (3)

PucyHok 28. CmpaHuuya Ha4asno. Pa3zden DIR-615.

Ha nmanHOW cTpanmme Bvl MokeTe MOCMOTpPETh TEKylllee Ha3BaHHE OCECIPOBOAHOM CETH
MapIIpyTU3aTopa, napoib (HaxxMuTe Ha 3Ha4ok Moka3aTb (&), yToObI 0TOOPA3HTh €T0), a TAKKE
MAC-anpec ycrpoiictBa, [IPv4-anpec u IPv6-anpec.

YroObl U3MEHHUTH HACTPOUKH ceTH, HaxxmuTe [epenTn B HACTPOMKMU cicBa B HIDKHEH 4acTh
cTpaHuipl Wik Haxmute HaACTPOMKM (B BepxHell wactu cTpaHuiel) U 3arem CeTb B
0T0Opa3uBIIIEMCS MEHIO (OMUCaHUe CTpaHUIlbl cM. B pasaene Hacmpoiiku / Cems, ctp. 106).

YT100OBI M3MEHHTH HACTPOUKH OeCrpoBOIHOM ceTH, HaxkmuTe [lepenTM B HACTPOMKM crpasa B
HIDKHEW YacTW CTpaHWIbl WK HaxkmuTe HACTPOMKM (B BepXHEl YacTH CTPAHMIBI) U 3aTE€M
BecnpoBogHaa ceTb B oToOpa3uWBIIEMCS MEHIO (ONMUCAHWE CTPAHUIBI CM. B pasjene
Hacmpouku / becnpoeoonas cems, ctp. 97).
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Pa3den Wi-Fi-knueHmsbi

Haxwmure Ha 3Hauok Wi-Fi-KnMeHTbI, 4ToOBI mpocMoTpeTh HHGOPMAIUI0 O OECIPOBOIHBIX
KJIMEHTaX, TOAKIIFOYCHHBIX K MapIIPyTH3aTOPY.

@ /lHTepHeT noaknoyeH

HaxmuTe Ha Nto60oI 3neMeHT ANA MOAYYEHWA UHGOPMaLKUK

Wi-Fl-knMeHTLI:
Internet DIR-615 1

a q

Wi-Fi-knueHTsl

MI6-MiPhone

o

PucyHok 29. CmpaHuua Ha4yano. Pa3den Wi-Fi-knueHmoil.

Ha pannoit ctpanune Bbpl MoxeTe yBHIETh BCEX OECHpPOBOJHBIX KIMEHTOB, MOAKIIOYEHHBIX K
MapIIpyTH3aTopy B TEKYIIH MOMEHT. Takue ycTpoicTBa oTMeueHbI 3HaukoM [NoaKmtoyeH (7%).
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Pa3penbl MeHI0

Jl1s HacTpOMKM MapIIpyTHU3aTOpa UCIIOJIb3YHTE MEHIO B BEPXHEHN YaCTH CTPaHULIBL.
B pa3znene HacTPOWKM nipesicTaBieHbl OCHOBHBIC HACTPOWKU MapIIpyTH3aTOPA.

B pasnene Mactep HacTporku Bl Moxere 3amycTuth Mactep HacTpOHKH. Mactep MO3BOJISET
HACTPOUTh MAapLIPyTHU3aTOp Uii paboThl B HYXKHOM BaM pexuMe M 3amarh Bce NapameTpsl,
HeoOXoAMMbIe sl Havana paboTel (moapoOHOe omucaHue Macrepa cM. B pasnene Macmep
Hacmpoiku, ctp. 42).

Ha crpanunne UHTepHeT / WAN MoxHO co3marh MoAKIOYCHHE K ceTH MHTepHeT WM U3MEHHTh
HACTPOMKHU AJIs y’KE CYLIECTBYIOLIUX (OMHUCAaHNE CTPAHULL CM. B pasaene WAN, ctp. 63).

Ha crpanune Pe3epBupoBaHne WAN MOXHO akTHBHpPOBaTh M HACTPOHUTH (DYHKIIHIO
pesepBupoBanuss  WAN-coequHeHusi (omMcaHue CTpaHull cM. B pasgene Hacmpoiiku /
Pezepeuposanue WAN, ctp. 95).

Ha crpannne becnpoBogHasi ceTb MOXXHO HAcTPOUTh OCHOBHYIO M JIONOJHHUTEJIbHBIC
OecripoBoHbIE ceTH (omucaHue cTpaHul] cM. B pasnene Hacmpoiiku / becnpoeoonas cemo,
ctp. 97).

Ha ctpanuiie CeTb MOXXHO HaCTPOUTHh OCHOBHBIC MapameTpbl LAN-uHTEpdeiica MapiipyTrsaropa
(onucanue crpanuil cM. B pazaene Hacmpoitku / Cems, ctp. 1006).

Ha crpanunax nompasaena @yHkuum /| MexceTeBOM 3KpaH MOKHO HACTPOHTH MEKCETEBOIL
9KpaH MapIIpyTu3aropa (OIMCaHHWe CTpaHUI cM. B pasuene Dyukuyuu / Mexccemesoit IKpan,
crp. 114).

Ha crpanumax mnoapasaena PyHKumm | Wi-Fi MoxHO 3amaTh Bce mnpouue HACTPOMKH
OeCpOBOIHOM CETH MapuipyTu3aTopa (OmHcaHue CTpaHull cM. B paznene @Dyuxkyuu / Wi-Fi,
cTp. 127).

Ha crpanunax mnompazaena ®yHKUuMM | [JONONMHUTENbHO MOXHO 33JaTh JOMOJHUTEIbHBIC
napaMeTphbl MapuipyTu3atopa (OmucaHue CTpaHWIl cM. B pasaence @yukuuu / /Jlononnumensvho,
ctp. 145).

Ha crpanunax pasnena YnpaBrieHMe mpeicTaBieHbl (QYHKIMU s paboThl C BHYTPEHHEH
CHUCTEMOHN MapuipyTu3aropa (ONHUCAaHWE CTPaHUIl CM. B pasaene Ympaenenue, ctp. 166). Ha
cTpaHuiax mozapaszaena YnpaBneHue /| CTaTUCTUKA mpeacTaBieHbl AaHHbIC, OTOOPa)XaroIue
TEKyIllee COCTOSTHUE MapIIpyTHU3aTopa (OMucaHue CTpaHul] cM. B pasaene Cmamucmuka, ctp. 181).
Taxke Ha cTpanuiax mojpasnena YnpasneHune /| AHpekc.DNS moxHO HacTpouTh cepBHC
KoHTeHTHOU punbrpanuu Auaexc.DNS (ommcanue ctpanuil cM. B pasaene Judekc. DNS, ctp. 174).
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YBeaoMmneHus

Web-untepdeiic mapuipyTuzatopa 0ToOpaxaet yBeIOMICHHUS B TPABOM BEPXHEM YTy CTPAHMIIBI.
=)
PucyHok 30. YeedomneHusi web-uHmepgbelica.

Haxkxmute Ha 3HA4OK, OTOOpa)KArOMMK KOJIMYECTBO YBEJOMIJICHHH, YTOOBI MPOCMOTPETH MOIHBIN
CIIUCOK, U HAXKMUTE COOTBETCTBYIOLLYIO KHOIIKY.
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PyKOBOD,CTBO nonb3oBarens

IMABA 4. HACTPOUKA MAPLUPYTU3ATOPA

Macmep Hacmpouku

YroObl 3anmycTuTh MacTtep HacTpoiiky, nepeiaute B pasaen Hactpouku / Mactep HacTpPOMKWU.
Ha otkpsiBmieiics crpanuie Haxmure kHonky OK M moxanTech BOCCTAHOBICHHS 3aBOICKHX

HACTPOEK yCTPOMICTBA.

[ns 3anycka macTepa HayansHoM HACTPOMKK HeoBX0OMMO BOCCTAHOBUTL 3aBOACKWE HACTPOMKKU YCTPOMCTBA.

PucyHok 31. BoccmaHoerneHue 3ago0ckux Hacmpoek 8 Macmepe.

Haxxmute knonky HAYATbD.

Yeamaemeli aboHeHT! Bel B NepBLIA pa3 BKNKYMUNKM YCTROWCTBO W ANA Toro, YTobkl Bel MOMMK HaYaTe NONbL30BATLCA YCNyramm
pocTyna K cet MHTepHeT, Bam HeoBxoaMmo ero HacTpouTb.
[lnsA 3anycka macTepa HaxMuTe kKHonky "Hauats"

HAYATb

PucyHok 32. 3anyck Macmepa.

Ha otkpeiBuieiics crpanuie HaxmuTe KHONKY JlA, 4ToObl OCTaBUTh TEKYLIHH SI3bIK Web-
uHtepdeiica, wim Haxmure KHonky HET, uroOsr BEIOpaTh 1pyroii s3bIK.

[l BosmoxkHo, Bawl s3bik Pycckuin?

PucyHok 33. Bbibop si3bika web-uHmepgbelica.
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Bb1 MOXkeTe TOCPOYHO 3aBEpUINTH PabOTy MacTepa U nepeiT B MeHto web-unrepdetica. s aToro
naxmure kHonky PACLUMPEHHBIE HACTPOWMKW. Ha orkpsiBuieiics CTpaHMIE H3MEHHUTE
HACTPOMKH MO YMOJIYAHHUIO: U3MEHHUTE Mapoib agMUHHCTparopa B noysix Maponb uHtepdenca
nonb3oBatens u [oaTrBepXAeHWe nNapons u Ha3BaHue OecrpoBoaHOW cetu B mosne Ums
cetun (SSID). 3arem nHaxmute kHoniky MTPUMEHUTD.

HacTpoiiki no ymon4aHuio

Mna Hayana paéombr Heobx0dUMO USMEHLIMB HEKOMOPbIE HACMPOUKU M0 YMOTYaHUK.

B ©

@ Anuxa napons domkkHa 6sims om 1 do 31 ASCII cumeona

WMmn ceTu (SSID)*

DIR-XXX-D937

(o (D

PucyHok 34. smeHeHuUe Hacmpoek o yMOonYaHuio.

UToOBbl MPONOIKUTH HACTPOMKY MaplIpyTH3aTopa € TMOMOIIbI0 Macrepa, HaXMUTE KHOIKY
NMPOAOOITKUTD.
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Bbi6op pexxuMma paboTbl yCTPOUCTBA

BriGepure HeoOxonumeblil pexxum padbotsl n HaxmuTe kHorky [JAJIEE.

Mapwpymu3amop

Uto0bsl mOnKIIOUNTH Baie ycTpoilCTBO K NPOBOIHOMY WHTEPHET-TIPOBAWIEpy, Ha CTpPaHUILIC
Pexxum pabotbl ycTtpouctBa B crnucke Cnocob® mNOAKMIOYEHUA BhiOepHTE 3HAUCHHE
NMpoBogHoe nopknto4veHune. 3atrem B crnucke PeXUM paboTbl BbiOepuTe 3HAUCHHE
MapuwpyTtusatop. B stom pexxume Bol cmoxkere Hactpouth WAN-coenuHeHHe, 3a1aTh CBOU
HACTPOUKH JUIsl O€CIIPOBOTHOM CETH yCcTpoiicTBa, HACTpouTh LAN-mopThl s mogkmouenus [PTV-
npuctaBku wiu [P-tenedona m 3amarh coOCTBEHHBIM Mapoyib AL JOCTyma K web-unTepdeiicy
YCTPOMCTBA.

Pexxum paboTsl ycTpolicTBa

Cnocof NogknoYeHHA

MpoBogHoe NogkniYeHne - @

Pexum paboTsl

MapLpyTuaatop -

Wmc‘% LAN C]E

<{ HA3AL DAMNEE >

PucyHok 35. Bbibop pexuma pabomel ycmpotcmea. Pexxum Mapwpymu3amop.

Utobsl monkimounTh Bamie yctpoiictBo k OecnpoBogHOMy uHTEepHeT-mipoBaiinepy (WISP), na
crpanniie Pexxum paboTtbl yctpouctBa B crorcke Cnocob® noAaknioveHust BeiOepuTe
snauenue Wi-Fi. 3arem B criucke PeXum paboTbl Beibepute 3nauenue MoBroputens WISP. B
TOM pexxuMe Bbl cMokeTe MoAkIounTh Baile ycTpoHCTBO K Apyroil TOUKe A0CTyna, HACTPOUTH
WAN-coennHeHHe, 3a1aTb CBOM HACTPOMKH Ui OSCHpOBOAHOM CeTH YCTpoilcTBa M 3a4aTh
cOOCTBEHHBI MapoJb It JocTyna K web-untepdeiicy ycTpoicTsa.

Pexum paboTkl ycTpoHcTBa

Cnocob nogknioyeHna

Wi-Fi - Q
Pexum paboTsl

MoeTopuTens WISP - I l l
a8

< HA3AD DAMNEE >

PucyHok 36. Bbibop pexuma pabomel ycmpotcmea. Pexxum Noemopumerns WISP.
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Touyka docmyna usu noemopumersib

UroObl moOAKIOYUTH Baiie ycTpoHCTBO K NPOBOJHOMY MapIIPyTHU3aTOpy MAJis J00aBleHUs
OCCIpOBOMHOM CeTH K CYIICCTBYIOIICH IOKaIbHOW ceTH, Ha crpanuine Pexum paboTbl
ycTtponctBa B crnucke Cnocob noaknw4veHUA BeiOepure 3Hauenne [lpoBoaHoe
nogkntoveHue. 3atem B criucke PeXXum paboThl BeiGeprTe 3HaueHne TOYKa Aoctyna. B stom
pexxume Bel cmoxere u3meHuTh [P-anpec jgokansHOro MHTEpdeiica, 3a1aTh CBOM HACTPONKHU IS
OeCIpOBOTHON CETH YCTPOMCTBA W 3a/1aTh COOCTBEHHBIN Mapoib I J0CTyna K web-unrepdeiicy
YCTPOMCTBA.

Pexum paboTbl ycTpoHCTRa

Cnocob noaknHeHns
MpoBoaHOE MOAKMKYeH!e - Q

Penum paboTs!

Touka goctyna -

||
& wao 8
< HA3AD DAINEE >

PucyHok 37. Bbibop pexuma pabomsl ycmpoticmea. Pexxum Toyka docmyna.

YroObl NoAKIIOYUTH Barie ycTpoicTBO K O€CIIpOBOAHOMY MapIIpyTHU3aTOPY Ui PaCIIUPEHHS 30HbI
JICWCTBHS CYIECTBYIOIICH OCCIPOBOHOM ceTH, Ha cTpanuile PeXXum paboTbl ycTpoucTBa B
criucke Cnoco6 nogkntoveHus soidepute 3nauenue Wi-Fi. 3arem B cricke Pexxum paboTbl
BeiOepuTe 3HaueHue [loBTOpUTENb. B 3roM pexume Bbi cmokere wu3menuts [P-agpec
JIOKaJIbHOTO MHTEepdeiica, MOAKIIOUNTh Baire ycTpoHCTBO K Apyrod TOYKE JOCTYIA, 3a71aTh CBOU
HACTPOMKHU 1Ji1 OECHpOBOJHON CETH YCTPOMCTBA M 3a/aTh COOCTBEHHBIM Mapoiib JJis AOCTyHa K
web-unTepdericy ycTpoicTa.

Pesxum paboTsl yeTporcTBa

Cnocol nogknoqeHus

Wi-Fi - Q
Pexum paboTsi

MoBTopUTENns - l I
D N C]E

[-- -]
=

PucyHok 38. Bbibop pexuma pabomsi ycmpoticmesa. Pexxum lToemopumerns.
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Urobsr mpoBonubie [IK, momkmiodueHHble K Bamiemy ycTpoiCcTBY, MOMY4YHIIM JOCTYIl K CETH
OeCIIpPOBOAHOIO MapuIpyTH3aTopa, Ha crpanuie PeXuM paboTbl YCTPOMCTBA B CIHCKE
Cnoco6 nopgknroyeHusa BoiOepure 3HaueHne WIi-Fi. 3arem B crmmcke PeXum paboTbl
BeIOepuTe 3HaueHHe KnueHT. B stom pexunme Bbl cmoxere m3amenuts [P-aapec nokanbHOTO
uHTepdeiica, MOAKIIOYNTh Baie ycTpolcTBO K Apyroil TOYKE JOCTyHa M 3ajaTh COOCTBEHHBIH
napoJib JUIst JocTyna K web-unrepdeiicy ycrpoicTaa.

Pexxum paboThl ycTpolicTRa

Cnocol nogknm4eHns

Wi-Fi -

Pexum paboTsi l I

KnveHT - ) o @E
{ HA3AL DAMNEE >

PucyHok 39. Bbibop pexuma pabomsl ycmpotcmea. Pexum KnueHm.
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U3meHeHue LAN IPv4-appeca

DTOT 1WAar J0CTyIeH Ulsl pe:kuMoB TOUKa gocTtyna, lNosroputens u KnueHr.

1. VYcranoBure ¢naxxok ABTOMaTuyeckoe HasHayeHue IPv4-aapeca, uro0sl ycTpoiicTBO
aBromarnuecku nomydaino LAN IPv4-anpec.

2. B none AMA ycTpoucTBa HEOOXOIMMO 337aTh JOMEHHOE UMSI YCTPOMCTBA, C IMOMOIIBIO
KoToporo Bbl cMoxere oOpariathcsi K web-uHTEepdeiicy mocie 3aBepIlIeHUs padOThI
Macrepa. BBenute HOBo€ JOMEHHOE MM yCTPOUCTBA C OKOHYaHHEM . local Wik OCTaBbTe
3HAUYCHUE, MPEJIOKCHHOE MapPIIPYTU3aTOPOM.

' Jns nocryna k web-uHTepdelcy no JIOMEeHHOMY MMEHH B aJIpeCHOM cTpoke web-Opaysepa
= BBEJIUTC UMA YCTIZOﬁCTBa C TOYKOW B KOHIIE.

Ecnu Ber xotute Bpyunyto HazHauuTh LAN IPv4-agpec DIR-615, He ycranaBnuBaiitTe ¢iiaxox
ABTOMaTH4yeckoe Ha3HavyeHue IPv4-agpeca wu 3anonnure mons |IP-agpec, Macka
noacetn, Uma yctponcrtBa u, ecau Heobxomumo, mnone IP-agpec wnw3a. Yoeaurech, 4to
Ha3HayaeMblii aapec He coBmamaer ¢ LAN [Pv4-aapecom MapmipyTuzatopa, K KOTOPOMY
nojakioyaeTcs Baiiie yctpoicTBo.

lNokanbHasn ceTb

D ABTOMaTHYECKDe HasHauyeHne IPvd-agpeca

M Aemomamuyeckoe HazHayeHue IPv4-adpeca MakcuUMANEHO 3aWULEem Om 803MOKHO20 UCMons308aHUA 00UHaKoaslx adpecos & odHol
nokaneHol cemu. Jns uckmodenus koHghnukmoes IPv4-adpecos & nokanbHol cemu cmamudeckue IPv4-adpeca yecmpolicme He GomuHb!
cosnadame ¢ adpecamu U3z duanasoHa adpecos, HasHavYaeMbiX SbILLECMIOAWUM MapLupymusamopom (unu nokansHeiM DHCP-cepsepom).

IP-appec*

192.168.0.1

Macka nogcetw*

255.255.255.0

MmA ycTpoacTea®

dlinkapa10f.local

() 3adaiime domerHoe uma ¢ okoHYaHuem .local. Ana docmyna k web-unmepdbedcy no domeHHOMY UMeHU & adpecHol cmpoke web-
6paysepa esedume doMeHHOE UMA ¢ moYkol u kocoll wepmoli (Hanpumep, dlinkap12ab.local./)

< HA3Af DANEE

PucyHok 40. Cmparuuya usmeHeHusi LAN IPv4-adpeca.

3. Haxwmure kaonky JAJIEE, uto6sr nponomkuts, win kHonky HA3AJ[, uToObl BepHYTHCS
Ha TPEBIIYIIYIO CTPAHUILY.
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Wi-Fi-knueHT
Otot miar gocrynen s pexxumon MoBroputenb WISP, NoBToputenb u KnueHrT.

1. Ha crpanune Wi-Fi-knueHT naxmure xHonky BECMPOBOOHbLIE CETU u B

OTKPBIBIIEMCSI OKHE BBIJCIUTE CETh, K KOTOPOH HEOOXOAMMO TOIKIIOYHUTHCS. [lpu
BoiienieHnu cetu ot Ums cetn (SSID) u BSSID 3anonHsaTcst aBTOMaTH4eCKH.

Eciut Bl He MOXKeTe HaifTH Hy)XHYIO CeTh B CIIHCKe, HakMuTe Ha 3Hadok OBHOBUTD ( 70 ).

2. Ecnm ans moOAKIIOUEHHUs K BbIACJIEHHOM Bamu OecnipoBopHOl ceTH TpeOyeTcs mapoib,
BBEIUTE €ro B COOTBeTCTBYyromiee noine. Haxkmure Ha 3Hauok lokasaTb (), yroObI

0TOOpa3uTh BBEACHHBIN MapOJIb.

Wi-Fi-knneHt

CeTeean ayTeHTHMWKaUKUA

WPA2-PSK

WA cetn (SSID)*

RD_DLINK

BSSID

74:da:da:0a:8f.c9

o

() Anuna napons domwra Gaims om 8 do 63 ASCI cumsonos

Tun wudgppoaanna®

AES
BECMPOBOOHbIE CETH

G

PucyHok 41. Cmparuya Hacmpouku Wi-Fi-knueHma.

Ecnu Bbl mogxitogaeTecs K CKPHITOM ceTH, BBeauTe Ha3Banue cetd B moie Umsa cetm (SSID).
3atreM BbIOepHTE HeoOXoauMoe 3HaueHue B crnucke CeTeBas ayTeHTUPUKaAUMA u, eciiu

HE0OX0MMO, BBEIUTE MApOJIb B COOTBETCTBYIOIIIEE ITOJIE.

CtpaHuua 48 n3 198



DIR-615 BecnposogHow MaplupyTtudatop N300

HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

s tunoB ceteBoit ayrentrdukanun Open u WEP na crpanuie otoOpaxkarorcst Clieayromme
HaCTPOMKH:

MapameTp OnucaHue

Tonvko onst muna aymenmughuxayuu Open.

BKNIOYUTL Onaxok ans akruBauu WEP-mmdpoBanus. [lpu ycraHoBieHHOM
wndpposaHme WEP ¢Gnaxxke Ha CTpaHUIE OTOOpa)KaeTCs PACKPHIBAIOIIMICS CIUCOK
Homep knroya no ymonyaHuio, gnaxox Knroy wmcppoBaHus
WEP kak HEX u uetsipe mons Koy wmncppoBaHus.
Homep kntoya no Howmep kitoua (oT 1-ro g0 4-10), KOTOpBIM OyIeT MCHOIB30BaThCs
yMonyaHuio s WEP-mmdpoBanus.

Kntoy wucbpoBaHma | YcranoBure ¢uiakok, 4TOOBI 337aTh INECTHAIIATEPUYHOE YHCIO B
WEP kak HEX KauecTBE KITI0Ya IS IU(POBAHHUS.

Kmtoun nns WEP-mmudpoBanusa. [Ipu mmdpoBanuu ucmnonszyercs
KJIFOY, HOMEp KOTOPOTO yKa3aH B packpsiBaroiemcs criucke Homep
Kno4ya no ymon4yaHuiro. HeoOxonumo 3amosiHUTh BCE TOJIS.
Haxvure Ha 3Hayok [lokasaTb (&), 4toObl 0TOOpa3UTH
BBEJICHHBIN KJIIOY.

M tunoB cereBoii ayrentudukanun WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHMIIE OTOOPAKAIOTCS CIEAYIOIINE OIS

MapameTp OnucaHue

[Mapoms  mns WPA-mmudpoBanus. Haxmure Ha  3HAYOK
MNMoka3saTb ( & ), uToOBI 0TOOPA3HUTH BBEICHHBIN MAPOITb.

Kniou wuncppoBaHus

(1-4)

Maponb PSK

Tun wudpoBaHus Mexanu3sm mmdposanus: TKIP, AES win TKIP+AES.

3. Haxwmure kaonky JAJIEE, uro6sr npogomkuts, win kHonky HA3AL, uToObl BEpHYTHCS
Ha MPEIBIIYIIYI0 CTPAHUILY.
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Hacrpoitka WAN-coeamHeHus
Orot mar gocryneH st pexxumos MapuwpyTtusatop u Nostoputens WISP.

Hactpoiika ~ WAN-coenMHEHU  NPOU3BOJIUTCS B COOTBETCTBUU __ C _ JIAHHBIMH,
[IPEIOCTABICHHBIMY POBANAEPOM JocTyna K cetd MHrepHer. [Ipexne yeM HacTpauBaTh

coenrHenne, yoenuTech, YTo Bl moayumin BCro HeoboxonumMyro nHbopMaiuio. Ecian y Bac
HCT TaKUX JTAHHbIX, OG[}&THTGCB K CBOEMY H[!OBaﬁQe[Zy.

Ha crpanuinie Tun coeamHeHusa ¢ UHTepHeTtom naxmute kHoiky CKAHUPOBATD
(moctymHO TONMBKO It pekuma MaplupyTuU3aTop), uToObl aBTOMATHUYECKH OIMPEICIUTh
TUATl COEAMHEHUS, HCIONb3yeMbli BammM mnpoBaiiaepoM, WM BPYYHYHO BBIOCpHUTE
HEOOXOIMMOE 3HAYEHUE B CIIMCKE TUMN COeAUHEHUS.

3amaiiTe HACTPONKH, HEOOXOAUMBIC SISl pa0OTHl COSTMHEHHS BELIOPAHHOTO THIIA.

Ecnmm Bam mposaiinep noctyna x cetu MHTepHeT ucnonb3yeT npuBsizky k MAC-ampecy,
ycranosure ¢naxox KnoHmposatb MAC-agpec Bawero yctpoucrsa.

Ecnu noctyn k cetn MuTepHet npenocrasnsercsa uepe3 VLAN-kaHai, yCTaHOBUTE (1aXKoK
Ucnonb3oBatb VLAN u 3anonaute mone VLAN ID.

[Tocite Hactpoiiku coeawHeHus Haxmute kHomnky JAJIEE, dutoObl mpomomkwth, WiIu
kuHorky HA3A/[, uTo0Obl BEpHYTHCSI Ha MPEABIAYIIYI0 CTPAHUILY.
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CoeduHeHue muna Cmamuyeckuli IPv4

Tun coeauHenmns ¢ UHTepHeToM

Twn cOBOMHEHNA
Cratnyeckun [Pvd -
(D Coedurerue daHHozo muna MO3eonSem BaM Ucnons308ams (huKkcUposanHtsil IP-adpec, npedocmasniemsild Bawum nposaisepom

CKAHWPOBATE

CK&HHPOB&HHS CeTH ANA onpeaeneHua TMnNa U NnapaMeTpoB CoenHeEHUA

D Knouwposare MAC-agpec Bawero ycTpo#icTea

(@) B cemsx Hexomopsix nposaddepos mpelyemcn peaucmpayun onpedenexHozo MAC-adpeca dnA MpedocmaseHuR 803MOKHOCTIL
MOOKMIOUEHUA K CemuU MHMEepHeM.

D Wcnonssosats VLAN

@ Ycmarosume hiaxok, ecriu npoeatdep opaaxuiyem docmyn & MHmepHem, ucnonk3ya VLAN-kaHan.

Wenonbsoaats IGMP

@ Internet Group Management Protocol - IPOMOKGN ynpasneHuR 2pynnoeol (multicast) nepedaued daHHbIX 8 CEMAX, OCHOBaHHBIX Ha
npomaokorne IF.

D Ping

¢ Hazap DANEE >

PucyHok 42. Cmparuuya Hacmpotiku WAN-coeduHeHust muna Cmamudeckul IPv4.

3anonnute nons IP-agpec, Macka nogcetn, IP-agpec wnio3a u IP-agpec DNS-cepBepa.
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CoeduHeHue muna Cmamuyeckuu IPv6

Tun coeauHeHws ¢ VIHTepHeToM

TN CoeOUHEHWA

Cratnyeckni IPv6 -

(@ Coedurerue daHrozo muna no3sonaem Bam ucronssosams hukcuposatsil IP-adpec, npedocmasnaembil Bawum
nposalidepom.

CKAHWPOBATb

CxaHupoBaHue ceT ANA onpegeneHns Tuna v napameTpoB CoequHeHns

D Knoxwpoeats MAC-appec Ballero ycTpoAcTea

(@ B cemax Hexomopbix npoaatidepoe mpebyemca peaucmpayus onpedenenHozo MAC-adpeca dna npedocmaeneHus
B03MOKHOCITIL NOOKITIOYEHUA K cemu MHmepHem.

D Wcnoneaosarts VLAN

@ Yemarosume gnaxox, ecnu nposaiidep opaaxusyem docmyn € Mimeprem, ucrons3aya VLAN-kaHan.
D Ping

< HA3AD DAMEE >

PucyHok 43. CmpaHuuya Hacmpoliku WAN-coeduHeHusi muna Cmamudeckut IPv6.

3anonnute nons IP-agpec, Mpedwuke, IP-agpec wnr3a u IP-agpec DNS-cepBepa.
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CoeduHeHusi muna PPPoE, IPv6é PPPoE, PPPoE Dual Stack, PPPoE +
HAuHnamu4deckuti IP (PPPoE Dual Access)

Twn coeguHeHnsa ¢ MHTepHeTOM

Tvn coeauHEHWA

PPPOE -

() Ons coeduneHus daHHozo muna mpeByemca UMS Mofis308amensd U Naporis

CKAHUPOBATb
CkaHWpoBaHve ceTW Ans onpeaeneHys Tuna u napamMmeTpoB COEOUHEHNA

D Bea aBTOpH3aLMK

Mapone* 0

D Knonwposate MAC-agpec Bawero ycTpoRcTea

(D) B cemsax Hexomopsix nposaiidepos mpebyemca peaucmpayus onpedenerHozo MAC-adpeca dna npedocmasneHus
B03MOMHOCITIU NOJKMIOYEHUR K cemu MHmepHem.

D Wcnone3osate VLAN
() Yemanosume ghnaxok, ecnu npoealidep opeaHuzyem docmyn & Mumeprem, ucnons3ya VLAN-kaxarn.

D Ping

< HA3Af DAMNEE »

PucyHok 44. Cmpa+uuya Hacmpotiku WAN-coeduHeHusi muna PPPoOE.

B mnome Wma nonb3oBaTtensa Beeaure Bam soruH, a B mnone [laponb — mapons,
NpeNoCTaBlIeHHbIM BammuMm mnposaiinepoM nocryna k cetd HMHrepHer. Haxmure Ha 3Ha4oK

MokasaTb (&), uToOBl 0TOOpa3uTh BBEACHHBIM Napoib. Eciu aBTopusanus He TpeOyeTcs,
ycranosute pnaxokx bes aBTopusaumm.
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CoeduHeHue muna PPPoE + Cmamud4eckul IP (PPPoE Dual Access)

Twun coeguHeHns c MHTepHeTOM

Tun coeauHeHus

PPPoE + Craruyeckuit IP (PPPoE Dual Access) ~

(© [na coedurerun dannozo muna mpebyemcs UMA MONL308aMENs U Mapofb, a max xe npedocmasnenHelld Bawum nposalidepon
ghurcuposarrbil IP-adpec.

CKAHWPOBATb

CKaHvpoBaHWe ceTu ONA onpegeneHna TMna u NnapameTpoB CoedMHEeHW

D Be3 asTopu3aLmMn

o

PucyHok 45. Cmparuuya Hacmpoliku WAN-coeduHeHusi munia PPPoE + Cmamuuyeckul IP (PPPoE Dual
Access).

B more WUmMAa nonb3oBatensa Beemure Bam normH, a B mnone [laponb — mnapossb,
npeaocTaBieHHbI BamuMm mnposaiinepoM noctyna k cetu HMHtepHeT. Haxmure Ha 3HA4YOK
MokasaTb (&), uToOBl OTOOpa3uTh BBEACHHBIM Napoib. Eciu aBTopusanmsi He Tpelyercs,
ycranoBute ¢uiaxxox bes aBTopusauum.

3anonuute nons IP-agpec, Macka nogcetun, IP-agpec wnto3a u IP-agpec DNS-cepBepa.
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CoeduHeHue muna PPTP + [Juhnamu4eckul IP unu L2TP + JuHamu4eckul IP

Tun coeamHennst ¢ MHTepHeTOM

Tun coepureHA

PPTP + [QuHamudeckui IP -

(@) PPTF u L2TP — myHHenbHbIe MpomoKonk! MUna Moyka-moyka, no3ecnaiowue KoMsiomepy yomanaenueams 3aluiléHHoe
coedUHeHUE ¢ CepeepoM 3a CYEMT CO30aHUA CreuuansHo2o MyHHENA 8 cmaHdapmHAod, He3aluEHHO cemu.

CKAHWPOBATb

CK&HMDOBaHMe CETH ANA onNpefeneHna TNa u NapaMmeTpoB CoeUHEHWA

D Bea asTopH3aaumMn

D Knoxupoeate MAC-aapec Bawero ycTpodcTea

(i) B cemax Hewomopeix nposaldepoe mpefysmcn peaucmpauun onpedenekHozo MAC-adpeca na npedocmasneHuA 03MOKHOGMU
MOGKMIOYEHUR K Cemu MHmepHem.

D Mcnonesoaats VLAN
(i) Yocmaxosume dpriaxok, ecnu nposaldep opeaxusyem docmyn € HumepHem, ucnoneaya VLAN-kaHarn.
Mcnonesoaats IGMP

(i) Internet Group Management Protocol - npomokan yrpasienus epynnosod (multicast) mepedaqel darHbIX € CEMAX, OCHOBAHHBIX Ha
npomokone IF.

D Ping

< HA3AD DANEE >

PucyHok 46. CmpaHuua Hacmpotliku WAN-coeduHeHusi munia PPTP + [JuHamudeckul IP.

B mnome Wma nonb3oBatens Beemure Bam normH, a B mone [laponb — mapons,
IIPENOCTaBICHHBIM Bammm mnposaiinepom noctyna kK cetn MHtepHer. Haxmure Ha 3Ha4oK
MokasaTb (&*), 4yroObl OTOOpa3WTh BBEACHHBIH Maponb. Ecim aBropmsamust He TpeOyercs,
ycraHoBuTe Quaxxok be3 aBropusaumm.

B mone Appec VPN-cepBepa 3anaiite IP- wnu URL-aapec PPTP- wium L2TP-cepsepa
ayTeHTH(UKAIIHH.
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CoeduHeHue muna PPTP + Cmamuyeckul IP unu L2TP + Cmamu4eckuu IP

Twn coeguHeHus ¢ MHTepHeTOM

Tun coeanHeEHnA

PPTP + Ctatuueckwni IP v
(@ PPTP u L2TP — myHHenbHbie NPomoKofsl Muna modka-moyka, No3sonaolue KoMIbIomepy yemaHaanueams 3alluWéHHoe
coeduHeHUe © CepeepoM 3a cyém cosdanus creyuansHo20 MyHHenNs 8 cmandapmHol, HezawuwénHod cemu.

CKAHWPOBATbE
CKaHWpoBaHWe ceTH ONnA onpefensHla TUNa u NapaMmeTpoB COeMHEHWUA

D Bea aeTopu3aLm

©

PucyHok 47. CmpaHuua Hacmpolku WAN-coeduHeHust muna PPTP + Cmamuyeckud IP.

B mnome Wma nonb3oBaTtensa Beeaure Bam soruH, a B mnone [laponb — mapons,
MpeaoCTaBIeHHbIN BammuMm mnposaiinepom nocryna k cetd HMHtepHeT. Haxkmure Ha 3HA4YOK
MokasaTb (), 4TOOBI OTOOpPA3WTh BBEICHHBIM IMapoib. Eciau aBropm3amus He Tpedyercs,
ycranoBute ¢uiaxxox be3 aBTopusauun.

B mnone Appec VPN-cepBepa 3anaiite IP- wnmm URL-agpec PPTP- wmmm L2TP-cepsepa
ayTeHTU(HUKAIUH.

3anonuute nons IP-agpec, Macka nogcetn, IP-agpec wnio3a u IP-agpec DNS-cepBepa.
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Hactpoika 6ecnpoBogHoi ceTu

Orort mwar gocrymneH st pexxumos MapwpyTtusatop, Touka aoctyna, Nostoputens WISP u
MoBTOpUTEND.

1.

Ha crpannne BecnpoBogHaa ceTb 2.4 Ty B mone Uma ocHoBHon Wi-Fi-cetn
3aJlaiiTe CBO€ Ha3BaHME JIsI OSCIPOBOIHOM CETH WIIM OCTaBbTE 3HAYCHHE, MPEIIOKEHHOE
MapIIpyTU3aTOPOM.

B none Maponb 3axaiite cBoil mapons At qocTyna K OSCIPOBOAHON CETH WIIM OCTaBBTE
3HaueHue, npemsioxkenHoe Mapuipytuzatopom (WPS PIN ycrpoiicTBa, cM. Hakjeky co
HITPUX-KOJIOM).

Ecnn mapuipytusarop ucnons3yercs B kauectBe Wi-Fi-kinuenra, Bel MoxxeTe 3a1arh Takue
e TapaMeTpbl OeCIPOBOIHON CETH, KaK y CETH, K KOTopoil Bel monkimtouaetecs. [ atoro
Haxxmure kHOonky UCIMOJIb3OBATb (nocrynna toneko misi pexxumo lNoBToputens
WISP u MNoBTOpUTENnDb).

BBl MOJKETE BOCCTaHOBHUTH MAPaMETPhl OECIIPOBOIHOM CETH, 3aJaHHBIC IO COPOCa HACTPOCK
K 3aBOJICKUM ycTaHoBKaM. s sroro naxkmute kuonky BOCCTAHOBUTD.

EBecnpoeogHan ceTb 2.4 T

BrNO4MTL
i\/ Bewarts GecnpoeogHyo ceTh 2.4 [Ty
(i) BrimmoueHue eeujanus He SMURSIT HE E03MOXHOCTIE MapLWpyMuzamopa nodkmoyamecs k dpyzol cemu Wi-Fi e kauecmee knueHma.

HMmA ocHosHoWn Wi-Fi-ceTn®

my wi-fi

! OTKpLITaA CETh

reasrennes )

(D Anuwxa napons domwHa Geime om 8 o 63 ASCH cumsornoe

Hcrnonezoeames makue xe napamMempsl Kax Ha KOPHE'EIO[]’

UCNONL30BATE Mmoyke docmyna.

Bkl MOXEMe 80CCMaH0sUIMs LUMA camul U WUghpoearue, yomaKoanesHse J0 NpuMeHeHUs 3a800CKUX Hacmpoek.
BOCCTAHOBUTBL P ¥ : p Ay

PucyHok 48. CmpaHuuya Hacmpolku 6ecripogodHol cemu.
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5. Ecmu Bel xXoTHTE CO37aTh JOIMOJHHUTEIBHYIO OCCHpPOBOAHYIO CETh, H3OJHMPOBAHHYIO OT
Baieit sokanbHO# cetn, ycranoBute ¢uaxxkok Bkrmountb rocrteByro cetb Wi-Fi
(moctymen Tonbko s pexxumoB MaplpyTtusaTtop u MoBroputens WISP).

BHMOHMTL rocTeByo ceTo Wi-Fi

my wi-fi_Guest

!\/ OTKpbITaA CETh
MaxCHManLHOE KoNWYECTEO KNMEHToR"

0

‘\/ BRMIOAMTE OrpaHUYEHUE CROPOCTH

PucyHok 49. Cmpa+uua Hacmpoulku becripogo0HoU cemu.
6. B more Uma rocteBon Wi-Fi-ceTu 3amaiite cBoe Ha3BaHUE I TOCTEBOW OCCIPOBOIHOM
CETHU WJIA OCTaBBbTE 3HAYEHUE, IPEIIOKEHHOE MAPIIPYTU3ATOPOM.

7. Ecmm Bbl XoTHTE cO37aTh Mapoib JUIsl JOCTYIAa K TOCTEBOM OECIPOBOIHON CETH, CHUMHUTE
¢dnaxxox OTKpbITaaA ceTb u 3anonHute noje Maponb.

8. Ecnu Bbl x0THTE OrpaHUYUTH MPOIYCKHYIO CHOCOOHOCTH TOCTE€BOI OeCcTpOBOAHON CETH,
ycranoputre (uaxkok BKMHOYUTL OrpaHMYyeHue CKOPOCTU U 3alojHHUTE IOJIC
OrpaHuyeHne CKOpPOCTM.

9. Haxmure xHonky OAJIEE, uytoOsr mpomomxuth, win kHonky HA3AM, ytoObl 3a1aTh
JIpyrue HaCTPOUKH.
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Hactpoika LAN-noptoB gnsa IPTV/VoIP

Orot mar gocryneH s pexxuma MaplipyTusaTop.
1. Ha crpanune IP-teneBuaeHue ycranosure diaxok K yctponcTsy nogkniovyeHa TB-
npucraBka.

IP-TeneengeHne

K ycTponcTay nogrnioueHa TB-npuctaeka?

() Ecnu Baw nposaiidep npedocmasngem yenyzy IPTV, Bel Moxeme nodknosums TB-npucmasky HenocpedcmesHHo K poymepy,
He ucnonbaya dononHumensHoe obopydoeaHue.

Wenone3osate VLAN 1D

@ Hrhopmayuro o VLAN ID moxHo Halmu e dozoeope.

-

LAN3

< HA3AD DAMEE

PucyHok 50. CmpaHuya ebibopa LAN-nnopma 0ns1 nodknoyeHus IPTV-npucmasku.
2. Beimenurte cBo6oanbiii LAN-niopt ns noaxmoueHus [IPTV-nipucraBku.

Ecnmu ycnyra IPTV  mnpenoctraBnsiercss uepe3 VLAN-kaHan, ycraHoBuTe (koK
Ucnonb3oBatb VLAN ID u 3anonuuTe oToOpasuBiieecs moie.

4. Haxwmure xunonky JAJIEE, uto6sr npomomkuts, win kHonky HA3A[, utoOwl 3amarh
JIpyrue HaCTPOUKH.
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5. Ha crpanune IP-TtenecgoHusa ycranosute dmaxxoxk K yctpouctBy nopknio4veH IP-
TenedgoH.

IP-tenedoHuna

K ycTpoicTBy nogkniodeH IP-Tenedon?

() Ecnu Baw nposatidep npedocmasnaem ycnyay IP-menedhoruu, Bei Moxeme nodknoyume meneorn HenocpedcmeeHHo K
poymepy, He ucnons3ys dononHumensHoe obopydosaHue.

Wecnoneaosate VLAN D

D*

VLAN |

@ MHchopmayuro o VLAN ID moxHo Halmu e dozoeope.

LAN3 LANZ LAN1

=

PucyHok 51. CmpaHuua ebibopa LAN-rmopma 01151 nodknrodeHusi VolP-meneghoHa.
Beigenute cBobomabii LAN-opt mis nogkimouenus VolP-tenedona.

Ecim  ycnyra VoIP mpenmocraBmsiercss depe3 VLAN-kanan, ycraHoBHTE —(UIaX oK
Ucnonb3oBaTtb VLAN ID u 3amonauTe oToOpasuBmieecs mosie.

8. Haxwmute xaonky JAJIEE, uro0sr mpomomxuts, win kHonky HA3A[, urolsl 3amarh

JpyTHUe HACTPONKH.
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N3meHeHue napona web-uHrepdgeica

Ha nanHo#t cTpaHuiie HeOOXOIUMO U3MEHHUTD MapoJib AAMUHHUCTPATOPA, 3aJaHHBINH 110 YMOITYaHHUIO.
s storo BBeauTe HOBBIM maponas B mons [Mlaponb wuHTepdenca nonb3oBatensa u
MoaTrBepxxaeHne napons. Bel Moxere yCTaHOBHTH JIOOOH maponb, Kpome admin.
Wcnons3yiite 1udpsl, JTaTHHCKHE OYKBBI BEPXHETO W HIDKHETO PETHCTpa M JAPYTHe CHMBOJIBI,
JOCTYIIHBIE B AMEPHKAHCKON PACKIIAIKE KIABHATYPHI .

MameHeHue naponsa web-uHtepdeiica

Ons noebileHus Ge3onacHoCTW, NoXanyicTa, MaMeHUTe Napors AnA AoCTyNa K HacTpoikam ycTpoicTea.

H ©

® Anuna napons domkHa 6eims om 1 do 31 ASCII cumeona

<{ HA3AD

PucyHok 52. CmpaHuua usmeHeHus naposnsi web-uHmepagbelca.

3anOMHUTE WM _3a0UIINTE [aposib _aJIMUHHCTpaTopa. B ciyyae yrepu maponas
aaMuHKCTparopa Bel cMokeTe MOay4YUTh JTOCTYI K HACTPONMKAM MapHIpyTH3aTopa TOJbKO
' [I0CJIE BOCCTAHOBJICHUS 3aBOJACKMX HACTPOEK MO YMOJYAHWIO IPY MOMOIIY annaparHoun
- kHonku WPS/RESET. Takas mpolieypa YHUYTOXHUT BCE 3ajaHHble Bamu HacTpoWKH
MapLIpyTH3aTopa.

Haxxmute xaonky JAAJIEE, uto6sr npomomkuts, win kaonky HA3AJL, 4roObl BepHYThCS Ha
NPEABLIYIYIO CTPAHHUILY.

Ha cienyromeii ctpanulie npoBepeTe BCE 3alaHHble BaMu HaCTpOMKH.

Bbl Mo)keTe COXpaHUTh TEKCTOBBIM (haill ¢ HACTpOMKaMH, 3alaHHBIMH BO BpEMS MPOXOXKICHUS
Macrepa, Ha cBoii ITK. s storo nHaxkmute knonky COXPAHUTb ®AUJT C HACTPOUKAMU
U CIIEAYWTE UHCTPYKIUSAM JUAJIOTOBOIO OKHA.

Yro0sI 3aBepiuTh paboty Macrepa, Haxkxmute kHonky MPUMEHWUTb. [Ipu sTom MaprupyTuszarop
NPUMEHUT HacTpoiiku u nepesarpysurcs. Haxmure kaonky HA3AM, uroObl 3amate npyrue
HaCTPOUKHU.

1 0-9, A-Z, a-z, npoGen, !"#3%&'()*+,-./;<=>2@[\]" " {|}~.
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Ecimu Macrep nactpamBan WAN-coenunenue, mnociae Haxarus Ha kaonky MMPUMEHUTb
OTKPOETCS CTPaHMIIA TIPOBEPKHU JTOCTYITHOCTH ceTH MHTEpHET.

MoakntodyeHne K cetu MHTEPHET HACTPOEHO U rOTOBO K MCMOML30BaHUIO

Haxmute kHonky "Totoeo", yToBel HayaTs paboTy B ceTu MHTepHeT

PACLUMPEHHBIE HACTPOUKW roToBO

JOCTYNHO NPUNOoXeHUe Ona cMapT@oHa U NnaHwera

2 3arpyaure s \ LOCTYAHO B

App Store Google Play

PucyHok 53. lNposepka docmyrnHocmu cemu UIHmepHem.
Ecimu mapuipyTrsarop ycrenHo noakmounics k cetd Uutepuer, naxxmute kaonky FOTOBO.

Eciau BO3HMKIM TpOOIEMbI C MOAKIIOUEHHEM K ceTh VIHTEpHET, [UIs MOBTOPHOW IPOBEPKH
cocrosiaus coenuHenust Haxmute kaonky MPOBEPUTb NMOBTOPHO.

Ecnu He ymanochk pemuth mpobieMy MOIKIIOYEHHUs K ceTd, Bl MoxeTe 0OpaTHTBCS B CIIykOy
TEXHUYECKOW moanepkku Barero nposaiinepa (kak mpaBuiio, TeleQOH TEXHHUUECKON MOANEPKKU
MIPEIOCTABIIAETCS BMECTE C JIOTOBOPOM) WIIH CIIykO0y TexHu4yeckoi noaaepxku D-Link.

YTo6H! 3a7aTh ApyrHe HAacTpoiiky, HaxmuTe kHonky PACLUMPEHHBIE HACTPOUMKMW. Tocne
Ha)kaTHsl Ha KHOIIKY OTKpoetcs crpanuna Havano (cm. pasnen Cmpanuya Havano, ctp. 36).
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Hacmpouku / UHmepHem

WAN

Ha crpannne Hactponku /| UHTepHeT /| WAN Bbl MokeTe pelakTHpOBarh M CO3/aBaTh
COEIMHEHUS, UCIIOIb3YEMbIE MapIIPyTH3aTOPOM.

[To ymonuaHuio B CHCTEME HAcTpOeHO coeauHeHue ¢ tunom [uHamuyeckun IPv4. Owno
npuBsa3aHo Kk nopry WAN ycrpoiicTsa.

WAN

Bbl MOXeTE PEASKTMROBaTE W CO34aBaTk COEJMHEHWA, NCNONAb3YEMBIE MapLUPYTU3ATOPOM.

AuHamudecknin IPv4

PEOAKTUPOBATb MEPEMOOKNIOYUTE

Twun coegruHeEHUA: AnHammuecknia IPv4
Cratyc: CoeauWHeHO @
WHTepdec: WAN
IP-agpec: 192.168.0.154

Macka nojcemu: 255.255.255.0

IP-ajpec wnksa: 192.168.0.1

EIN S Rl L NIl PACLUMPEHHBIA PEXUM

PucyHok 54. CmpaHuua Hacmpolku / UumepHem / WAN. YrpoweHHbIU pexxum.

Yrobsl 3amaTh Jpyrde MapaMeTpbl JUIS CYIIECTBYIOMICTO COCAMHEHHS, HAXKMUTE KHOIKY
PEOAKTUPOBATD. 3menute HeoOxoaumMbie TapamMeTpsl U HaxkmuTe kHorky MPUMEHUTD.

YTo0BI OTKIIFOUYHUTDH COCOAUHECHNUEC n CHOBa YCTaHOBHUTD €ro, HaXMUTEC KHOIIKY

NEPENOAKNIOYNTD.

YroObl yIaauTh CYHICCTBYIOIIEE COCAMHEHHE M cO3/1aTh HOBoe, Haxkmute kHonky USMEHWUTb
KOH®PUTYPALMIO. TTpu 5TOM OTKpOETCS CTPaHMUIIA CO3aHUS COCTHHEHHS.

UroObl co3mate Heckonbko WAN-coenuHeHUH, mepeduTe B paCHIMPEHHBIA PEXUM HACTPONKU.
Jlst storo Haxmute kaonky PACLUMPEHHBIW PEXXUM.

Ipu_co3maHuy COCTMHEHHMI HEKOTOphIX TUMOB crpanuna HacTpouku /| UHTepHeTt /
=  WAN aBroMaTH4YeCKU NEPEXOIUT B PACIIUPEHHBINA PEKHM.
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WAN

Bbl MoxeTe PeAaKTUpOBaTh W CO3JaBaTk CoegUHEHWNA, MCNONL3YEMbIE MapLpYTU3aTopoM.

LLnto3 no ymonyaHuto IPv4 LLno3 no ymonyaHuwo IPv6

¥Ka3aHHOe CcoejnHeHne ﬁy,u,er WCNONB30BATECA MO YyMONYaHWHD. He co34aH0 HW 0AHOTO IPVE-COeANHEHNA.

@® dynamic_Internet

IGMP

Ha cTpaHuue IGMP MOXHO paspelunTs MapLipyTu3aTopy

MCNoNb30EaTE NPOTOKON IGMP 1 HACTPOMTE €r0 NapaMeTpbl.

CNNCOK CoeuHeHWNIA +

|:| g Tun coefuHeHNS WHTepdeiic Cratyc

|:| dynamic_Internet AvHamuuecknid IPv4 Internet @ CoeguneHo

YMPOLLEHHBIA PEXUM

PucyHok 55. Cmparuya Hacmpoltiku / UumepHem / WAN. PacuwupeHHbIU pexum.
Yrobsl co3math HOBoe coeauHenue, Haxmure kHonky [JOBABUTb ( + ) B pasgenc Cnucok
coeanHeHUN. IIpu 3TOM OTKPOETCsI CTPAHHIIA CO3IAHMS COSTUHEHHS.

YrtoObl 3amaTh Ipyrue mHapaMmeTphl Ui CYNIECTBYIOLIETO COCAMHEHHs, B pasaene CRMCOK
COeAMNHEHWUN BHIOEPUTE COOTBETCTBYIOILYIO CTPOKY B TAOJNHIE M HAKMHUTE JICBYIO KHOIIKY MBIIIIH.
W3mennTe HeoOXoauMble mapameTpbl 1 Haxxmute kHonky MPUMEHUTDb.

YT0OBI OTKITIOYHTH KaKOE-TNOO COSTMHEHHE H CHOBA YCTAaHOBHUTH €0, YCTAHOBUTE (IaXKOK CJIeBa OT
COOTBETCTBYIOIIEH cTPOKH Tabiuiel 1 Hakmute kKHonky MEPEMNOAKMIOYUTD.

Yt0o0Bl ynanuth coeauHeHue, B paszaene CNMCOK COeAWMHEHUM ycTaHOBUTE (IaXKOK CiieBa OT
=
COOTBETCTBYIOIIEH cTpoku Tabmuib! 1 Haxkmute kaonky YAATUTb ([1)).

Uto06s1 pa3pemuts multicast-Tpaduk (HampuMep, MOTOKOBOE BHUJIEO0) JJISI KAKOTO-TMOO COCTMHEHUSI,
naxxmute ccoliky IGMP (omucanue crpanunst cMm. B pasaene IGMP, ctp. 163).

YroObl ogHo u3 cymectByomux WAN-coequHeHn ucnonb3oBaioch B kadectBe [Pv4- unu [Pv6-
COEIMHEHUS MO yMoi4aHuio, B paszaene LLINO3 No ymMonyaHwWio ycraHoBuTe mepekiIrodareib B
CTPOKE, COOTBETCTBYIOLIEH ATOMY COEIUHEHHMIO.

YTo6El BEpPHYTHCA K YIPOLICHHOMY PEXKHMY HACTpOiiku, HaxmuTe kHomky YMPOLLEHHbIN
PEXWM (xHomka HenOCTyIHA, €CIM CO37aH0 HeckKolibko WAN-coeqnHeHH ).
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WAN-coeduHeHue muna [JuHamu4deckuli IPv4 unu Cmamu4veckuli IPv4

Ha crpanune co3maHuss coeauHeHuss B pasaenie  [NlaBHble HACTPOWMKU  BhIOepHTE
COOTBETCTBYIOIIEE 3HAUCHKE B CIIKCKEe TUM COeAUHEHMUS U 3a1aiiTe HeoOXOAUMbIC TapAMETPBI.

[MaBHble HaCTPONKK

CraTudeckui IPvd -

WuTepdeiic
Internat -
statip_359

# BraouMTL coeguHeHME

B naT

OHUR Cemesess adpecos. He pekomendyemer

xe mpebyem Baw npoeoddep.
. CeTeBOW 3KpaH

@ MexoHuaw 30

modearovesul. He pe

7 Ping

dyrwyur WAN Ping Respond pazpewaem yempolicmeay 0meewame Ha

GNPEOCK U3 EHELLHE( cemi
M3onnpoeatk coegMHeHMe

HeneAb308aH,
() Mcnonesoeanue

darHo20 coeduw

mpefyem Baw npoeoid

PucyHok 56. CmpaHuua 0obasneHusi coeOuHeHuUsi muna Cmamudyveckuli IPv4. Pa3den NaeHbie
Hacmpoliku.

MapameTp OnucaHue

MaBHblIe HAaCTPOMKMU

@Ousnueckuit i BUpTyasibHbld WAN-uHTEpdeiic, kK KOTopomy

UHTepdenc
OyIeT MPUBSI3aHO CO3]aBAEMOE COCIMHEHUE.

Nma coeanHeHunn HazBanue coenuaenus ajist yaoOHOH MACHTH(PUKAIINN.

CI[BI/IHI)TG MNEPCKI0YaTejib BIIPaBO, YTOOBI BKJIIOYUTH JaHHOC

COCOUHCHUC.
Bknountb coeguHeHue
CI[BI/IHLTG MNEPCKIOYATC]Ib BJICBO, YTOOBI OTKIIFOUYHMTh JaHHOC

COCOUHCHUC.
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MapameTp OnucaHue

Ecnu MepeKoyaresb CABUHYT BIIPaBoO, GbyHKIHSA
NAT npeoOpa3oBaHUsl CETEBBIX aJpecoB BKIIoYeHA. He orTkirouaiite
byHK1MIO, ecnu 3Toro He TpeOyeT Barn nposaiinep.

Ecnu nepexmtouatens CABUHYT BIPAaBO, AKTUBUPYETCS MEXAHU3M
3alIUThl YCTPOMCTB JIOKAJIbHOM CETHU OT BHEIIHHMX MOJIKIHOYEHUN
- Halpume IpU TOMNBITKE MONy4YeHHs HHPopManuu 00
CeTeBOM 3KpaH ( pu P, 1p Y ¢ pu

YCTPOMCTBaX CETH WM «B3JIOMa» OJHOTO W3 YCTpOMCTB). s
MOBBIICHUST OE30MaCHOCTH HE PEKOMEHAYeTCsl  OTKJIIYaTh

TaHHYI0 (QYHKIIHIO.

Ecnu nepexitodarens CABUHYT BIIPAaBO, MAPIIPYyTU3aTOP OTBEYAET
Ha ping-3ampockl U3 BHEIIHEH CeTH uepe3 JaHHOe COEeTUHEHHE.

Pin
9 JUis  TOBBIIEHUST OE30MACHOCTH PEKOMEHIYEeTCSl  OTKIIIOYATh
JTaHHYI0 (QYHKITHIO.
Ecnu mepexnrouarens  CABHHYT  BIPaBO, MaplIpyTH3aTOP
U3onupoBaTtb UCIIONIb3yeT allbTepHATHBHYIO TaONMIly MapIIpyTU3alUU IS
coeauHeHue JTAHHOTO COeAMHEeHMS. Brurounte (QyHKIUIO, TOIBKO €CIIU ITOTO

TpeOyeT Bamr nposaiinep.
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Ethernet

MAC-agpec*

58:D5:6E:9B:02:AA
) KnoHunpoeate MAC-agpec Bawero cetesoro

agantepa (00:13:46:62:2F:4C)

MTU*
1500

PucyHok 57. CmpaHruua 0obasneHusi coeduHeHus1 muria CmamudJeckut IPv4. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBamBaeMblii uHTepdeiicy. [laHHbIi mapameTp
HeoOXoAMMO 3ajaTh, eciu Bam mnpoBaiizep apocTtyma K ceTH
Wurepner ucnons3yer npusssky k MAC-aapecy. Beenute B nosne
MAC-anpec, 3aperucTpupOBaHHbIN y IpoBalepa Npu 3aKIIOUYECHUN
JIOTOBODA.

UtoOs1 moacTaBuTh B qanHoe nojie MAC-aapec ceTeBoro amanrepa
KOMIIbIOTEPA, c KOTOPOTO TIPOM3BOUTCS HACTpOWKa
MAC-agpec MapIIpyTHU3aTopa, CIBUHbTE nepekitodarens KnoHnposats MAC-
agpec Bawero ceTeBoro apganTtepa BnpaBo. Eciu
nepeKyoyarelb  CABHHYT  BIPaBO, TMOJIE  HEJOCTYIHO  JJIs
peIaKTUPOBAHUSL.

Y1006l mozacTaBuTh B AaHHOE moie MAC-aapec MapuipyTH3aTopa,
Haxmure kHonky BOCCTAHOBUTb MAC-AOPEC [0
YMOINYAHMUIO (kHomka mocTymHa, eciiy MepeKIrodareib CABUHYT
BIIPaBO).

MTU MaxkcuManbHbIH pa3mep Makera, nepegaBaeMoro nHTepgeicom.
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IPv4

IP-appec*®

192.168.155.100

Macka nogceTu®

255.255.255.0

IP-agpec wnmsa*

192.168.155.15

Mepauqtbin DNS*

192.168.161.140

Bropuqsnid DNS

@ Ecnu coedutexue co30aemcn Manbko and Ucnonb308aHus yonyeu
IPTV u npoegaldep He npedocmasun uxghopmavue of IP-adpecayul,
mo Bel Moweme yrasame cnedyrowiue ssaverus: IP-adpec = 1.0.0.1,

Cemeean macka = 255.255.255.252, IP-adpec wrrosa = 1.0.0.2,

Mepaustbii DNS-cepasp = 1.0.0.2

PucyHok 58. CmpaHuua dobasneHusi coeduHeHuss muna Cmamuyeckul IPv4. Pasden IPv4.

MapameTp OnucaHue

IPv4

Jna muna Cmamuueckuii IPv4

IP-appec

Brenute B nosne [P-anpec maHHOTO COeTMHEHUS.

Macka noacetu

Beenure B mone Macky moJCETH.

IP-appec wrnto3a

Beenute IP-az[pec 1034, UCIIOJIb3YEMOI'0 NaHHBIM COCAUHCHUCM.

MepBnyYHbIN DNS /
BtopuuHbin DNS

Beeaute agpeca mepBuuHoro u BTropuyHOro DNS-cepBepoB B
COOTBETCTBYIOILIKE ITOJI.

Jlna muna {unamuueckuii IPv4

MonyuunTb appec
DNS-cepBepa
aBTOMaTU4eCKun

CaBuHBTE TEpeKIoYaTeNb BIPaBO, 4TOOBI aapec DNS-cepsepa
Ha3Hadascs apromaruyecku. [Ipu stom nonst MepBUUYHbIN DNS u
BropuyHbi DNS HenocTynHbl 7151 peJaKTHPOBAHUSL.

MepBuYHbIKM DNS /
BropuuHbin DNS

Beenute agpeca mnepBuuHOoro u BTOopuuHOro DNS-cepBepoB B
COOTBETCTBYIOILIKE TTOJI.

MUma ycTpoucTtBa

Nnentudukaro npoBaigepa JocTyna K ceTd  VIHTepHeT.
Vendor ID ¢ P . P P Y P
Heobszamenvnuiti napamemp.
Nwms MapLIpyTH3aTopa, omnpeaesieMoe IIPOBAKIEPOM.

Heobsasamenvuwiti napamemp.

[Moce 3amanmst Bcex HeoOXomuMbIX 3HaueHnit Haxkmute kHonky MPUMEHUTD.
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WAN-coeduHeHue muna JuHamuyeckul IPv6 unu Cmamuyeckul IPv6

Ha crpanune co3maHuss coeauHeHuss B pasaenie  [NlaBHble HACTPOWMKU  BhIOepHTE
COOTBETCTBYIOIIEE 3HAUCHKE B CIIKCKEe TUM COeAUHEHMUS U 3a1aiiTe HeoOXOAUMbIC TapAMETPBI.

[MaBHble HacTPONKA

COSAMHEHWA

Cratuueckun IPvE -
WMHTepdedc

Internat -
statipvé_27

) BunounTs coeguHeHne

. CeTeBOM 3KkpaH

@ Mexan

ot EHUd

He pexo e--j,-e-“-...- DIMEARFHOTL 8 WEARX DE20MacHoCmu.

) Ping

Jewoem yompoldomey oimee4ames Ho

M3onvpoeate CcoegMHEHME

@ Henoaeaosal

darHo20 coed

TeMEDHAMUEHOd M

DeROMEHDYETICR SXTH

mpefyem Bow npoeaiiden.

PucyHok 59. CmpaHuuya 0obasrneHusi coeduHeHuUss muria Cmamudyveckuli IPv6. Pa3den NnaeHble
Hacmpoliku.

MapameTp OnucaHue

MmaBHbIe HAaCTPOMKMU

Ouznyeckuit unu BUpTyanbHbIE WAN-uHTEpdeiic, kK KoTopoMy

UHTepdhenc
6yz[eT IMMPUBA3aHO CO31aBacMOC COCIUHCHHC.

Nma coeanHeHunsn HazBanue coenunenus ajist yaoO0HON MACHTH(PUKAIINN.

CI[BI/IHBTG NEpCKIOYaTejib BIIPaBO, YTOOBl BKJIIOUHTH JaHHOC

COCOUHCHUC.

Bknrountb coeguHeHue
CI[BI/IHBTG HepequaTenL BJICBO, IITOGI:I OTKJIFOUUTH JAaHHOC

COCOUHCHUC.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHue

Ecmmu INEPEKIYATC/Ib CABUHYT BIIPABO, AKTUBUPYCTCA MEXAHU3M

3aIlUTHl YCTPOUCTB JIOKAIBHOW CETH OT BHEIIHUX MOAKIIOUYEHUI
(HampuMep, TpU  TOMBITKE TONyYeHus HHpopMauu 00
YCTPOMCTBAX CETH WU «B3JIOMa» OJHOTO U3 YCTPOHCTB). [lnis
MOBBIIICHUS]  OE30MAaCHOCTH HE PEKOMEHIYETCs OTKJIFYarh
JTaHHYI0 (QYHKITHIO.

CeTeBOW 3KpaH

Ecnu nepexitouaTens CABUHYT BIPABO, MAPLIPYTU3aTOP OTBEYAECT
Ha ping-3ampochl U3 BHEUIHEH CeTH 4epe3 JaHHOE COeIMHEHHE.

Pin
9 Jlnst TOBBIMIEHUST 0€30MacHOCTH  PEKOMEHIYETCsl OTKIIF0YaTh
JTaHHYI0 (QyHKIHUIO.
Ecnmu  mepexitouarens  CIBUHYT — BOPaBO, MapUIpyTH3aTOP
U3onupoBaTtb WCTIONIB3YeT aJbTePHATHBHYIO TaONHMIly MapIIPyTH3AlHHA IS
coeaunHeHue JAHHOTO COeAMHEHHUs. Britounte (PyHKUHUIO, TOIBKO €CIH 3TOTO

Tpebyer Bam nposaiinep.
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DIR-615 BecnposogHow MaplupyTtudatop N300

HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

Ethernet

MAC-agpec*

58:D5:6E:9B:02:AA
) KnoHunpoeate MAC-agpec Bawero cetesoro

agantepa (00:13:46:62:2F:4C)

MTU*
1500

PucyHok 60. CmpaHuua 0obasneHusi coeOuHeHuUs1 muria Cmamudeckut IPv6. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBamBaeMblii uHTepdeiicy. [laHHbII mapameTp
HeoOXoquMO 3ajiaTh, eciu Bam npopaiiaep goctynma K CeTH
WuTepuer ucnons3yer npussasky k MAC-aapecy. Beenute B nosne
MAC-anpec, 3aperucTprupOBaHHbIN y TTpoBalepa Npu 3aKII0UYECHUI
JI0TOBOPA.

Uto0s1 moacTaBuTh B AaHHoe moine MAC-aapec ceTeBoro amanrepa
KOMITBIOTEpA, C KOTOPOTO MIPOU3BOTUTCS HACTpOWKa
MAC-agpec MapIIpyTH3aTopa, CIBUHbTE nepekiaouarens KnoHnposats MAC-
agpec Bawero ceTteBoro apanTtepa BnpaBo. Eciu
NepeKyIouaresb  CABHHYT  BIPaBO, TOJE€  HEIOCTYIIHO  JUIS
pEIaKTUPOBAHUSL.

YrtoObl moacTaBuTh B AaHHOe moie MAC-ampec MapuipyTH3aropa,
nakmure kHonky BOCCTAHOBUTb MAC-AOPEC 1O
YMOJYAHMUIO (xHomka HOCTyIHA, €CIU MePeKIIYaTeb CABUHYT
BIIPaBO).

MTU MaxkcuMasbHbIH pa3mep MakeTa, nepeaBaeMoro HHTepgecom.
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DIR-615 BecnposogHow MaplupyTtudatop N300

HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

IPv6

PucyHok 61. CmpaHuua 0obasneHusi coeduHeHuUs1 muria Cmamuyeckul IPv6. Pasden IPv6.

MapameTp OnucaHwue

IPv6

Jlna muna Cmamuueckuit IPv6

IPv6-agpec Beenute B none IPv6-aapec naHHOTO COeTMHEHMS.
Mpedukc Jiimaa npedukca moacetd. OOBIYHO MCIIONB3YETCs 3HaUeHUE 64.
Beenute  agpec  IPv6-numro3a,  UCHOIB3yeMOIo  JIaHHBIM

IPv6-agpec wnro3a
COCIMHCHHUEM.

MepBU4YHbLIN IPV6 DNS-
cepBep / BropuyHbin
IPv6 DNS-cepBep

Brenute aapeca nepsuunoro u BropuuHoro DNS-cepsepoB IPv6 B
COOTBETCTBYIOILIUE TOJI.

Jna muna lunamuuecxkuii IPv6

B packpeiBaromemMcs CUCKe BbIOEpUTE MeTo]] Ha3HaueHus [Pvo-
Monyuuteb IPV6 ajpeca UIsl JIaHHOTO COEAMHEHHUS WM OCTaBbT€ 3HAYCHUE
ABTOMaTUYECKMN.

CaBUHBTE TEPEKIoYaTelib BIPaBO, 4TOObI aapec I[Pvo-muto3a
LUnto3 yepe3 SLAAC | nasHavajacs  aBTOMATHYECKM C  IIOMOIIBI0  OCCKOHTEKCTHOM
aBTOKOHUrypauu (Stateless Address Autoconfiguration, SLAAC).

Anpec IPv6-tumo3za. Ilone noctymHO Uis pelakTUPOBaHUS, €CIH

IPv6-appec wnto3a
AP nepexmouaresb LLNto3 yepes SLAAC cisunyT BiI€BO.
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PykoBogcTBo nonb3oBarerns Hactpoitka maplipyTu3atopa

MapameTp OnucaHune

CnBuHBTE MEpeKIIIOUaTeNb BIIpaBo, 4To0b! agpec DNS-cepsepa IPv6
Ha3Hauancs aBroMaruuyeckd. Ilpu 3tom mois MepBUYHBIN IPV6

cepBepa |
aBTOMaTMYECKM DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HenoctymHb

Nonyuutb appec DNS-

JUIS pelakKTUPOBAHUS.

MepBuYyHbLIK IPV6 DNS-
cepBep / BropuyHbin
IPv6 DNS-cepBep

Brenute aapeca nepBuuHoro u BropuuHoro DNS-cepsepoB IPv6 B
COOTBETCTBYIOILIUE TOJI.

[Tocne 3amanust Bcex HeoOXoAUMBIX 3HaYeHN HaxxmuTe kHonky MPUMEHUTD.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

WAN-coeduHeHue muna PPPoE

Ha crpanune co3manust coenuHeHuss B pasgene [NaBHble HACTPOMKM  BbIOEpUTE
COOTBETCTBYIOIIICE 3HAUCHHE B CITUCKe TUM COeANHEHUA U 3a/1aiiTe HeOOXOIUMbIC MTapaMeTpPhI.

[TaBHble HACTPOWKK

Wn CoegUHEHNA

PPPoE -
WHTepheirc
Internet -

MMRA coeAvHEHUR*

pppoe_39

@ BrnounTs coeguHenme

® nar
@) oyru

CUITMCTROY QIm

npeofipazoaaHus cemestix adpecos. He pexomerdyemca

ecAu 3mozo He mpefyem Bow nposatidep.

. CeTeBoit 3KpaH

(i) Mexaruzu sou

rodkmoveHui. He pexo

JUmel U OM EHELLIHUX

Cmid.

J» Ping

WAN Ping Respond pazpewioem ycmpolcmey omeeyanms Ha

A H30ﬂ|ﬂ‘lp0B3Tb CoeJWnHeHKe

@ Hcnoassosarue on b.'_"IE.Dl".'O.'T'n'_n'E"'.‘C‘{'J .'.‘10‘5;'“..'!'.{'_'.' MapLLupymusayuL dnn

darHozo coedurerus. He L‘E.‘f:‘..‘ehays-‘.“fﬁ SKI0Yambe, €CAU 3MO20 HE

mpefiyem Bow nposaiidep.

PucyHok 62. CmpaHuuya 0obasrneHusi coeduHeHusi murna PPPoE. Pa3zdern NnasHble HacmpoUuku.

MapameTp OnucaHue

MmaBHbIe HAaCTPOMKMU

WHTepdeiic Ouznyeckuit unu BUpTyanbHbIE WAN-uHTEpdeiic, kK KoTopoMy
OyIeT MpHUBSI3aHO CO3/]aBAEMOE COEeIMHEHUE.

Nma coeanHeHusn HazBanue coenunenus ajist yaoOHON MACHTH(PUKAIINN.

CI[BI/IHI)TC MEPCKIIOYATCJIb BIIPAaBO, YTOOBI BKJIIOYHTH JaHHOC

COCINHCHUC.
Bknrountb coeguHeHue
C,Z[BI/IHI)TG nepeKmoanenL BJIEBO, IIT06H OTKJIFOYUTHh OAaHHOC

COCOUMHCHUC.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHue

Ecnu MepeKoyaresb CABUHYT BIIPaBoO, GbyHKIHSA
NAT npeoOpa3oBaHUsl CETEBBIX aJpecoB BKIIoYeHA. He orTkirouaiite
byHK1MIO, ecnu 3Toro He TpeOyeT Barn nposaiinep.

Ecnu nepexmtouatens CABUHYT BIPAaBO, AKTUBUPYETCS MEXAHU3M
3alIUThl YCTPOMCTB JIOKAJIbHOM CETHU OT BHEIIHHMX MOJIKIHOYEHUN
- Halpume IpU TOMNBITKE MONy4YeHHs HHPopManuu 00
CeTeBOM 3KpaH ( pu P, 1p Y ¢ pu

YCTPOMCTBaX CETH WM «B3JIOMa» OJHOTO W3 YCTpOMCTB). s
MOBBIICHUST OE30MaCHOCTH HE PEKOMEHAYeTCsl  OTKJIIYaTh

TaHHYI0 (QYHKIIHIO.

Ecnu nepexitodarens CABUHYT BIIPAaBO, MAPIIPYyTU3aTOP OTBEYAET
Ha ping-3ampockl U3 BHEIIHEH CeTH uepe3 JaHHOe COEeTUHEHHE.

Pin
9 JUis  TOBBIIEHUST OE30MACHOCTH PEKOMEHIYEeTCSl  OTKIIIOYATh
JTaHHYI0 (QYHKITHIO.
Ecnu mepexnrouarens  CABHHYT  BIPaBO, MaplIpyTH3aTOP
U3onupoBaTtb UCIIONIb3yeT allbTepHATHBHYIO TaONMIly MapIIpyTU3alUU IS
coeauHeHue JTAHHOTO COeAMHEeHMS. Brurounte (QyHKIUIO, TOIBKO €CIIU ITOTO

TpeOyeT Bamr nposaiinep.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

Ethernet

MAC-agpec*

58:D5:6E:9B:02:AA
) KnoHunpoeate MAC-agpec Bawero cetesoro

agantepa (00:13:46:62:2F:4C)

MTU*
1500

PucyHok 63. CmpaHruua 0obasneHusi coeduHeHuss murna PPPoE. Pa3den Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBamBaeMblii uHTepdeiicy. [laHHbIi mapameTp
HeoOXoAMMO 3ajaTh, eciu Bam mnpoBaiizep apocTtyma K ceTH
Wurepner ucnons3yer npusssky k MAC-aapecy. Beenute B nosne
MAC-anpec, 3aperucTpupOBaHHbIN y IpoBalepa Npu 3aKIIOUYECHUN
JIOTOBODA.

UtoOs1 moacTaBuTh B qanHoe noje MAC-aapec ceTeBoro amanrepa
KOMIIbIOTEPA, c KOTOPOTO TIPOM3BOUTCS HACTpOWKa
MAC-agpec MapIIpyTU3aTopa, CIBUHETE mepekmodares KnoHnposats MAC-
agpec Bawero ceTeBoro apganTtepa BnpaBo. Eciu
nepeKyoyareb  CABHHYT — BIPaBO, TMOJIE  HEJOCTYIHO  JJIs
peIaKTHPOBAHUSL.

Yr1o0ObI mozacTaBuTh B AaHHOE moie MAC-aapec MapuipyTH3aTopa,
Haxmure kHonky BOCCTAHOBWUTb MAC-AOPEC 110
YMOINYAHMUIO (kHomka nocTymHa, eciiy MepeKIrodaresb CABUHYT
BIIPaBO).

MTU MaxkcuManbHbIN pa3mep Makera, nepegaBaeMoro nHTepgeicom.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

PPP

A be3s aBTOpW3auni

AT %
Vil

1492

n POTOKON aYyTEHTURAKA LN

AUTO -

@ «keep Alive

LCP wHTEpBan*

30

LCP npoBanei*

3

A CoegvHeHWe No TpeﬁOBaHHK)

A PPP IP paclumpeHne

A Otnagka PPP

PucyHok 64. CmpaHuua 0obasrneHusi coeduHeHus1 muria PPPoE. Pa3den PPP.

MapameTp Onucanue

PPP

Cl[BI/IHLTC NEPCKIOYATCIIb BIIPABO, €CJIHM JI JOCTYyIla B I/IHTepHeT
be3 aBTOpusauumn
Bawm ue HY>XHO BBOAWUTH UM I1OJIB30BaTCIIA U TapOJib.

Uma nonb3oBaTens Wmst monp3oBarens (JOTuH) Uit 1ocTyna B lHTepHeT.

[Tapons g poctyna B MHrepHer. Haxmure Ha  3Ha4oK

Naponb
P Moka3aTtb ( & ), yToOBI 0OTOOPA3UTH BBEICHHBIN TAPOJIH.

Uma cepBuca Nms PPPoE-cepBepa, BHINOTHAIONIETO ay TEHTU(DUKALUIO.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucanHue

MTU MakcuManbHBIN pa3Mep MakeTa, IepeiaBaeMoro nHTepherncom.
MpoTokon BriGepute u3 crmcka HEOOXOAMMBIM METON ayTEeHTHU(MUKAIMN WU
ayTeHTU(MKaummn ocrasete 3Hauenue AUTO.

(IToooeporcusamov nooknouenue) CIBUHBTE MEPEKITIOYATENH BIPABO,
YTOOBI MapIIPYTU3aTOP MOJAEPKUBAJI COEIMHEHUE C MPOBalepoM,
. JlaKe KOTJa COCIUHEHUE HEAKTHBHO B TEYCHHE ONPEICIICHHOTO
Keep Alive
neprona BpemeHH. Ecnu  mepeknmodarenb CABUHYT — BIIPaBo,
JOCTYyIHBIMUA JUIA  pelakTupoBaHusi craHoBsrcss monss LCP

umHTepBan u LCP npoBanbl. 3agaiite HeOOXOIMMbIEC 3HAYCHUSI.

CnBuHBTE  TEpEKIIoYaresib  BMOPaBO, €CIU  XOTHTE, YTOOBI
MapuHipyTH3aTOp YCTaHaBIMBal coeauHeHue ¢ HWHTepHET 10
TpeboBanuo. B nonre MakcumanbHoe BpeMsi HeaKTUBHOCTMU
3a/1aiiTe BpeMs MpOoCTos (B CEKyHJaX), MOCJIEe KOTOPOTO COSAMHEHUE
ABTOMAaTUYECKH Pa3pbIBACTCA.

CoeauHeHue no
TpeboBaHuIO

Jlnst MONKITIOUEeHHs K CETSAM HEKOTOPBIX MpOBaiiiepoB HEOOXOIUMO
PPP IP pacwumpeHue | BximounTh JaHHBIA mapameTp. Ecmu Bamr mpoaiimep TtpeOyer
HUCITIOJIb30BAaTh [[aHHBIfI napameTp, CABUHLTC NNEPCKIIOYATCIIb BIIPABO.

C[[BI/IHBTC NEPCKIOYaTCIib BIIPAaBO, €CJIM XOTHUTE, YTOOLI B JKypHaJI

OTtnaaka PPP
3aHOCHJIACHh BCA OTJIaJOYHas I/IH(I)OpMaI_II/IH 110 PP P-COG,[[I/IHCHI/IIO.

[Tocne 3amanus Bcex HeoOXomuMbIx 3HaueHuit Haxxmute kHonky MPUMEHWUTb. B ynpomiennom
PEKUME MOCIIC HAXKATUS Ha KHOTIKY OTKPOETCSI OKHO TSl CO3/IaHUsI TOTIOTHUTEILHOTO COCTUHCHUSI.

Ecnu Bamr nposaiinep npenocrapisier Bam nocTyn K JIOKaIbHBIM cepBHCaM (HalpuMep, ayauo- U
Buneopecypcam), Haxxkmure knonky CO3AATb COEOUHEHWUE. Ha oroGpasuBiieiics crpaHuiie
3ajaiite mapamerpbl s coenuHeHus tuna Junamuueckuid 1Pv4 wnm Cratuueckuii [Pv4 u
Haxxmure kaonky MPUMEHUTD.

Ecimu Bam He Hy)XHO cO371aBath IOMOIHHUTENBbHOE coennnenue, Haxkmute kaonky MPOMYCTUTD.
[Tpu sTom otkpoercs crpanuna HacTponku / UHTepHeT / WAN.
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PykoBogcTBo nonb3oBarerns Hactpoitka maplipyTu3atopa

WAN-coeduHeHue muna PPTP unu L2TP

Ha crpanune co3manust coenuHeHuss B pasgene [NaBHble HACTPOMKM  BbIOEpUTE
COOTBETCTBYIOIIICE 3HAUYCHHE B CITUCKEe TUM COeAUHEHUA U 3a/1aiiTe HEOOXOANMbIE MTAapaMeTpPhI.

[MaBHbIE HACTPOWKHK

TWn coeguHEHKHa

PPTP -

Wms coegrreHma®

pptp_17
@ BxaouuTE CoeguHeHme

® naT

() ®yrnyus npeoBpasosarus cemessix adpecos. He pexomerdyemes

CIMICAROYONTS, ECAU 3Moz0 He mpeyem Bow nposatidep.

) Cetesoii skpaH

CIM& ADKAABHOL CEMU DM BHELUIHUX

(i) Mexaruzm

nodkmoyeHul. He pexoMENOYEMCE omKAYams & yeasy BesonacHocmu.

O UMIBT YO

J©  Ping

A |r130}'llr"|pC‘BaTb coegnHeHne

0AL308GHUE OAbMEPHOMUBHOU .'.‘1-\."{")TI.|I|..{I_'.I MapLupymuIayurL dnn

@ wen

coed 1A, He L‘E.‘f:‘..‘e.’-@y?-‘.“(ﬁ SKT0YaME, ECIU 3MA20 HE

mpebyem Bow nposaidep.

PucyHok 65. CmpaHuuya 0obasneHusi coeduHeHusi murna PPTP. Pasden NnaeHbie HacmpolKu.

MapameTp OnucaHwue

MmaBHbIe HAaCTPOMKHU

Nma coeanHeHunn Haspanue coennnenus ans ynooHoOH uaeHTU(UKALINN.

CI[BI/IHBTC NEPEKIOYATCIIb  BIIPaBO, YTOOBI BKJIIOYMTH JaHHOC

COeqUHEHHE.

Bknountb coeanHeHue
C}IBI/IHLTG NEPCKI0YaTCiib BJICBO, YTOOBl OTKJIFOYUTH JaHHOC

COEJIMHEHHUE.
Ecin MIEPEKIIIOYaTEh C/IBUHYT BIIPABO, byHKIUSA
NAT npeoOpa3oBaHuUsl CETEBBIX aapecoB BKIIoYeHa. He oTkirouaiite

GbyHKIMIO, eciii 3Toro He TpeOyeTr Bar nmposaiinep.

CtpaHuua 79 n3 198
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHune

Ecmu MNEPCKIOYATCIIb CABUHYT BIIPABO, aKTUBUPYCTCA MCXaHU3M

3alIUThI yCTpOﬁCTB JOKAJIbHON CETHU OT BHEIITHUX HOLLKJIIOLIGHI/Iﬁ
. (Hampumep, TpH TOMBITKE MONy4YeHHs HHPopManuu 00
CeTteBoM 3KpaH L N
YCTPOUCTBAX CCTHU WM «B3JIOMa» OAHOI'O H3 YCTpOI/ICTB). Z[J'Ii[
ITOBBIIIICHU 6630H8.CHOCTI/I HC PECKOMCHAYCTCA OTKJIFOYATh

TaHHYI0 (QYyHKIHUIO.

Ecnu nepexitouarens CABUHYT BIPABO, MapLIPyTU3aTOP OTBEYAET
Ha ping-3ampochl U3 BHEUIHEH CeTH 4epe3 JaHHOE COEIUHEHUE.

Ping
Jlnst TmoBbIIIeHUsT 0e30MacHOCTH  PEKOMEHIYETCs  OTKIIF0Yarh
JTaHHYI0 (QYyHKIHUIO.
Ecnmu  mepexmouarens  CIBUHYT — BIOPaBO, MapUIpyTHU3aTOP
U3onupoBaTtb WCTIONB3YET aJbTEPHATHBHYIO TaONIHIly MapIIPyTH3AIHH  JUIS
coeaunHeHue JAHHOTO COeAMHEHUs. Biounte (QyHKIHMIO, TOIBKO €CIH 3TOTO

Tpedyet Bam nposaiinep.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

PPP
J°  Bes aBTOpM3aLMK

Mapone® ©

MTU*

1456

MpoTokon WnppoBaHUs

Bes wudposanua -

_|JG'-3K-3' AYTEHTAPUKILN

AUTO -
@ Keep Alive

LCP uHTepsan*

30

LCP npoBane*

3

A CoeguHeHWe No TpE6OBaHHIO

J© Otnagka PPP

@ BouUTE MPPC

PucyHok 66. CmpaHuya dobaeneHusi coeduHeHuss muna PPTP. Pa3den PPP.

MapameTp OnucaHue

PPP

CaBuHbTE IepeKkiodareib BIPaBo, €Clu s AocTyna B MHTepHeT

be3 aBTOpU3aLUM
Bawm He HYXXHO BBOAUTDb UM I1OJIB30BATCIIA U ITapOJIb.

Uma nonb3oBaTens Wms nonp3oBarens (JJoruH) it 1ocTyna B lHTepHeT.

ITapoms nmns  nmoctynma B MuaTepHer. Haxmure Ha 3Ha4oK

Maponb .
MNMoka3aTtb (%), 4T0OBI 0TOOPa3UTh BBEACHHBII MAPOJIb.

Apnpec VPN-cepBepa | IP- wim URL-aapec PPTP- wim L2TP-cepBepa ayreHTH(DUKAITUH.

MTU MaxkcuMallbHBIN pa3Mep MakeTa, epeaaBacMoro HHTepdercom.
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MapameTp OnucaHue

Hacrpoiika mmdposanus no nporokony MPPE.

Bbe3 wudpoBaHua — MPPE-mudpoBanue He MpUMEHAETCS.

MPPE 40 128 bit — npumensercs MPPE-mmudpoBanue ¢
umHoN kirroua 40 wiu 128 our.

MPPE 40 bit — npumensiercs MPPE-mmdpoBanue ¢ 1ymuHoi
MNMpoTokon wudpoBaHua xroua 40 6uT.

MPPE 128 bit - npumenserca MPPE-mmdpoBanue ¢
JUIMHOM KJIroua 128 Out.

MPPE-mmdpoBanue mnpuMeHseTcs TOJIbKO B Ciy4asx, KOrja B
packpeiBaromemMcst  cnucke  [lpoTtokon — ayTeHTUdMKauuum
Beifeneno 3nauenne MS-CHAP, MS-CHAPvV2 v AUTO.

MpoTokon Bribepute u3 cnucka HEOOXOIWMBIM METOA ayTeHTU(UKALWU WU
ayTeHTUbMKauumn ocrassre 3HaueHrne AUTO.

(Iloooepatcusamov nooxkarouenue) CIBUHBTE TIEPEKITIOYATENh BIIPABO,
9TOOBI MapIIPyTHU3ATOP MOICPIKUBAI COCTUHEHUE C MTPOBaiiIepoMm,
. Jake KOTJia COCJMHCHWE HEAaKTHBHO B TEUYCHHE OIPEICICHHOTO
Keep Alive P

nepuoja BpeMeHW. Ecnm mepekirodarenb  CIABHHYT — BIPaBo,
nocTynHbiMUA  craHoBsitcs monss LCP  uHTepBan u LCP

npoBanbl. 3ajaiiTe HEOOXOIUMbIC 3HAYCHUS.

C,I[BI/IHBTG NEPEKIOYATEIIb BIIpaBo, €CJlIn XOTHUTEC, YTOOBI
MapaipyTu3aTtop YCTaHaBJIMBaJI COCAWHCHHUEC C I/IHTepHeT 1o

CoeanHeHue no
TpeboBanuio. B mome MakcumanbHoe BpemMsi HEaKTUBHOCTMU

TpeboBaHUIO N
3ajaiite BpeMs MpocTos (B CEKyH/Aax), OCJIe KOTOPOro COeINHEHHE
aBTOMAaTUYECKU Pa3pbIBAETCsl.
JononHutenbHble JlomomHuTeNbHbIE ONIMK JeMOHa pppd, KOTOpble HEOOXOAUMO
onuuu 3aJ1aTh AJIS JTAHHOTO COeMHEeHUs. HeobsazamenvHulii napamemp.

CI[BI/IHBTG MEPEKIIIOYATENL BIIPABO, €CIH XOTHTE, YTOOBI B KypHAI
Otnapka PPP p pago, ; yp
3aHOCHJIACh BCs omianodHas nHpopmarms nmo PPP-coequnaenuto.

(Microsoft Point-to-Point Compression)
Tonvko ons nooxkmouenuss muna PPTP.

Bknrounte MPPC C,Z[BI/IHI)Te MEPCKIOYATCIIb BITPpaBo, (S{ea051 JJIA HaCTPOUKH
COCOIUHECHUA HeO6XO}II/IMO HCII0JIB30BaTh (byHKHI/IIO CXXaTuAa JaHHBIX.

CIBuHBTE TIEpEKITIOYATENb BIEBO, YTOOBI OTKIIOYHUTH JTAHHYIO
byHKIHIO.

[Mocne 3amanmst Bcex HeoOXomuMbIX 3HaueHui HaxxmuTe kHonky MPUMEHUTD.
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[Mocne naxatus Ha kHomky NMPUMEHWUTDL otkpoercss okHO Uit JONONHUTENBHOW HACTPOWKH
COCITMHCHUSL.

Ecin Bbl mnanupyere ucnosnb3oBarh gaHHoe WAN-coequHeHHE Ul MOJAKIIOYEHUS K CETH
WHTepHeT, yCTaHOBHTE MEpeKIovaresib B mnojokeHne K ceTW WHTepHeT. 3arem BbiOepute
CYIIIECTBYIOIIIEE COCTMHEHHE, KOTOPOe OyIeT UCTONb30BaThes s goctyna k PPTP/L2TP-cepsepy,
u Haxmute kHonky MPOOOJIMXKUTD win ycranoBuTe mepexiiouaresb B MOJOKEHHEe CO3AaTbh
HoBoOe coeaAuHeHue u Haxmute knonky CO3AATb COEAUHEHUE.

Ecnu Bo YK€ HACTPOUJIN IOAKIIFOUCHUC K CCTHU I/IHTepHeT " IUIAHUPYCTC UCIIOJIB30BATH HAHHOC
WAN—COGI[I/IHCHI/IG TOJBKO AJId MNOAKIHOYCHHUA K BHpTyaHbHOﬁ YaCTHOM CEeTH, YCTAHOBUTC

HepeKyfouarTeib B IOJOKCHHE K BUPTYanbHOM YaCTHOM CETU H HAXMUTE KHOIKY
NMPOOOMKUTDb.
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WAN-coeduHeHue muna PPPoE IPv6 unu PPPoE Dual Stack

Ha crpanune co3maHust coequHEHUss B pasaene [NlaBHble HACTPOWMKU  BhIOEpHTE
COOTBETCTBYIOIIIEE 3HAUCHKE B CIIKCKE TUM COeAUHEHWUS U 3a1aiiTe He0OXOIUMbBIE TTApaMETPHI.

[MaBHble HaCTPOWKK

TWn coeguHeHWRA

PPPOE IPv6 -
WHTepdenc

Internet -
Wmm coegureHns®

pppoeve_7

# BrnounTL coeguteHme

# cCetesoii akpaH

MTbHEL CEMU OMm SHELLHLY

(i) Mexaruzu sowum

e IDEKO.'.IE-'-ﬁ VEMCA OMKNOYTME € EARX BesonacHocmu.

nodKTHYEHLL

Ping

(i) ®ymkyus WAN Ping Respond pozpewnoem yempoldcmey omeeqame Ha

! L3 BHELIHED CEMUL

|f130}'IIr1POBaTb coeMHeEHWe

Mcnonesosanue anem

a coeduH

'm Bow nposatidep.

PucyHok 67. CmpaHuuya dobasneHusi coeduHeHuss murna PPPoE IPv6. Pasden NaeHblie HacmpoluKu.

MapameTp OnucaHune

MMmaBHbIe HACTPOMNKH

Ousnueckuil i BupTyanbHelii WAN-uHTepdeiic, k KoTopomy

UHTepdcpenc
OyzeT mpUBs3aHO CO37aBaEMOE COCIMHEHHUE.

Nma coeanHeHunn Ha3Banue coennHenus aiis yaoOHON MACHTH(UKAIINN.

C)IBI/IHI)TG MNEPCKIOYATCIIb  BIIPaBO, YTOOBl BKJIFOYMTH JaHHOC

COeIUHEHHE.

Bknountb coegnHeHune
C):[BI/IHBTG NEPCKI0YaTCiib BJICBO, YTOOBI OTKIIFOYHMTH JaHHOC

COCAMHCHUC.

Tonvko o1t muna PPPoE Dual Stack.

NAT Ecnn NIEPEKIIIOYaTEIh C/IBUHYT BIIPABO, byHKIUSA
npeoOpa3oBaHus CETEBBIX aapecoB BKIIoYeHa. He orTkirouaiire
byHKLHMIO, eciu 3Toro He TpebyeT Bar mpoBaiinep.
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MapameTp OnucaHune

Ecmu MNEPCKIOYATCIIb CABUHYT BIIPABO, aKTUBUPYCTCA MCXaHU3M

3alIUThI yCTpOﬁCTB JOKAJIbHON CETHU OT BHEIITHUX HOLLKJIIOLIGHI/Iﬁ
. (Hampumep, TpH TOMBITKE MONy4YeHHs HHPopManuu 00
CeTteBoM 3KpaH L N
YCTPOUCTBAX CCTHU WM «B3JIOMa» OAHOI'O H3 YCTpOI/ICTB). Z[J'Ii[
ITOBBIIIICHU 6630H8.CHOCTI/I HC PECKOMCHAYCTCA OTKJIFOYATh

TaHHYI0 (QYyHKIHUIO.

Ecnu nepexitouarens CABUHYT BIPABO, MapLIPyTU3aTOP OTBEYAET
Ha ping-3ampochl U3 BHEUIHEH CeTH 4epe3 JaHHOE COEIUHEHUE.

Ping
Jlnst TmoBbIIIeHUsT 0e30MacHOCTH  PEKOMEHIYETCs  OTKIIF0Yarh
JTaHHYI0 (QYyHKIHUIO.
Ecnmu  mepexmouarens  CIBUHYT — BIOPaBO, MapUIpyTHU3aTOP
U3onupoBaTtb WCTIONB3YET aJbTEPHATHBHYIO TaONIHIly MapIIPyTH3AIHH  JUIS
coeaunHeHue JAHHOTO COeAMHEHUs. Biounte (QyHKIHMIO, TOIBKO €CIH 3TOTO

Tpedyet Bam nposaiinep.
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Ethernet

MAC-aapec*

BC:0F:9A:6D:36:4C
)= Knonuposate MAC-agpec Bawero cetesoro

agantepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 68. CmpaHuuya 0obasneHusi coeduHeHuss murna PPPoE IPv6. Pa3den Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBauBaeMblii uHTepdeiicy. [lanHblii mnapamerp
HEoOXOAMMO 3alaTh, eciu Bam mnpoBaiizep pocTyma K CeTH
WHureprer ucnons3yer npussasky k MAC-anpecy. Beenute B nosne
MAC-anpec, 3aperucTpupOBaHHbIN y MpoBaiaepa MU 3aKIOUCHUN
JIOTOBODPA.

UtoOb1 moacTaBuTh B qanHoe noje MAC-aapec ceTeBoro amanrepa
KOMITBIOTEPA, c KOTOpPOTO MIPOU3BOAUTCS HACTpOHKa
MAC-agpec MapuIpyTU3aTopa, cIBUHbTE nepekinodarens KnoHnposats MAC-
agpec Bawero ceTeBOro aganTtepa BIIPaBO. Ecmm
NepeKIovaresb  CABMHYT  BIpPaBO, IOJ€  HEAOCTYIHO  JJiA
peIaKTUPOBAHMUS.

YroObl moacTaBUTh B JaHHOe moie MAC-aapec mapmipyTu3aropa,
Haxmute kHonky BOCCTAHOBWUTb MAC-AOPEC 110
YMOJNYAHMUIO (kHomka nocTymHa, eciiy MepeKIrodaresib CABUHYT
BIIPaBO).

MTU MaxkcuManbHbIH pa3Mep Makera, nepeJaBaeMoro nHTepeicom.
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PPP

A Bes ABTOpKW3ayin

o

AT 15
RN

1492

POTOKON ayTEHTURNKALIMN

AUTO -

® «Keep Alive

LCP uHTepBan®

30

LCP nposane*

3

CoegnHeHWe No TpEﬁOBaHM H

J%  PPP IP pacwumpeHue

OTnaaka PPP

PucyHok 69. Cmpa+uuya dobasneHusi coeduHeHuss murna PPPoE IPv6. Pa3zden PPP.

MapameTp OnucaHue

PPP

CI[BI/IHBTC MEPCKIIOYATEC/Ib BIIPABO, €CJIHW JIS1 JOCTYyIIA B I/IHTepHeT

be3 aBTOpU3auumn
Bam ne HYXHO BBOAWUTDH UMs MMOJIB30BATCIIA U IapOJIb.

Uma nonb3oBaTens Wwms nonp3oBarens (Jlorun) nis noctyna B MHTepHeT.

ITapons pmns  nmocryma B HHrepHer. Haxmure Ha 3HA40OK

Maponb .
MNMoka3aTb (), 9ToOBI 0TOOPA3UTh BBEJACHHBIH MAPOITh.
Umna cepBuca Nms PPPoE-cepBepa, BHIIOMHAIOLIETO ayTEHTU(DUKALIHIO.
MTU MaxkcuManbHbIN pa3mep MakeTa, nepeaBaeMoro HHTepgecom.

CtpaHuua 87 n3 198



DIR-615 BecnposogHow MaplupyTtudatop N300
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MapameTp OnucaHue

MpoTokon Boibepute u3 crucka HEOOXOMUMBIA METOI ayTCHTU(PHMKAIUH HIIH
ayTeHTUdMKaumu ocrassre 3HaueHre AUTO.

(Iloooepoicusamov nookmouenue) CIBUHBTE MEPEKIIIOUATENh BIIPABO,
YTOOBI MapIIPYTH3ATOP MOAJIEPKUBAT COCTMHEHHUE C TIPOBAMIECPOM,
JaKe KOTJa COCAMHEHUEC HEAKTHMBHO B TEYEHHUE OIPEICIICHHOTO
nepuoga BpeMeHH. Eciu  mepexirodarellb  CABHHYT — BIIPABO,
JTOCTYMHBIMHA U1l pelakTHpoBaHus crTaHoBircs mons LCP
uHTepBan u LCP npoBanbl. 3aaaiite HeOOXOAMMbIC 3HAUCHHS.

Keep Alive

ChaBuHBTE  TEpeKIouareilb  BIPaBO, €CIM  XOTHTE, YTOOBI
MapIIpyTU3aTOp yCTaHABIMBAI coenuHeHne ¢ MHTepHer 1o
TpeboBanuto. B moe MakcumanbHoe BpemMsi HeaKTUBHOCTHU
3ajaiite BpeMsi IpocTost (B CEKyH/ax), MOCIe KOTOPOTO COCTMHEHUE

CoepguHeHue no
TpeboBaHuo

ABTOMATUYCCKHU PA3pbIBACTCH.

JInst MOAKITIOUEHHST K CETSIM HEKOTOPBIX MPOBaiiIepOB HEOOXOIMMO
PPP IP pacwumpeHue | BkIOUMTh JaHHBIA mapamerp. Eciam Bamr mposaiizep TpeOyer
UCIIOJIb30BaTh JaHHbIH MapaMeTp, CIBUHBTE MEPEKITIOUATENb BIPABO.

CIIBI’IHBTG IISPCKIIIOYATCJIb BIIPpABO, €CJIIN XOTHUTC LITO6I)I B X HaJl
Otnaaka PPP p pago, , yp

3aHOCUIIach BCsl OTIaaouHas nadopmanus no PPP-coenunenuto.

IPv6

Mony4nTe IPvE

ABTOMaTUYECKM -

. Llintoa yepes SLAAC

. Mony4nTb agpec DNS-cepBepa aBTOMATMHYECKK

PucyHok 70. CmpaHuua 0obasneHusi coeduHeHusi murna PPPoE IPv6. Pa3desn IPv6.
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MapameTp OnucaHue

IPv6
B packpsiBaromemMcsi crimcke BbIOepHTE METOA Ha3HaueHus [Pvo-
MonyuyuTtb IPV6 aapeca Uil JIAHHOTO COCAMHCHHS WM OCTaBbTC 3HAYCHHE
ABTOMaTUYECKM.

CnBuHbpTEe mepeKiIrouaTeNnb BIpaBo, 4ToObl azapec [Pv6-nuiosza
Linto3 yepe3 SLAAC | Ha3Havaiacsi aBTOMArMYeCKH € IOMOINBIO  OCCKOHTEKCTHOM
aBTOKOH(Urypamu (Stateless Address Autoconfiguration, SLAAC).

Anpec IPv6-mmosa. [lone mocTymHo nAnsi peAakTHPOBAHHS, €CIU

IPv6-appec wnto3a
AP nepexsrouarens LLUMo3 yepe3 SLAAC ciBuHyT BIIEBO.

CaBuHbTE nepexItodaTelns BIpaso, yToosl aapec DNS-cepsepa [Pv6
MonyunTb agpec

DNS-cepBepa
aBTOMaTU4eCKMN

Ha3Hayancs aBromarmyeckd. Ilpu stom monst lMepBuYHbIA IPV6
DNS-cepBep u BtopuuHbin IPv6 DNS-cepBep HemocTymHb
JUISL pEAAKTUPOBAHMUSL.

MepBu4HbIN IPVv6 DNS-
cepBep / BropnyHbin
IPv6 DNS-cepBep

Bsenure agpeca nepsuyHoro u BropuuHoro IPv6 DNS-cepsepos B
COOTBETCTBYIOILUE ITOJIA.

[Tocne 3amanmst Bcex HeoOXonuMbIx 3HaueHni Haskmute kHonky MPUMEHUTDb.
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VLAN

Ha crpanunie Hactponku /| UHTepHeT / VLAN Bbi MoxeTe peJakTHPOBATh CYLICCTBYFOLIHE WITH
co3maBath HOBbIe BUpTyanbHble cetd (VLAN), nHanpumep, uis pasrpaHuueHus Tpaduka wim
co3nanus JonoaHuTeNbHbIX WAN-uHTepheiicoB.

ITo ymonuaHuto B cuctemMe Mapuipytusaropa co3ano 2 VLAN-ceru.

* lan — g1s LAN-unrepeiica, conepxur LAN-noptel 1 Wi-Fi-cetu. Bol He MoxkeTe ynaauTh
nannyto VLAN-ceTs.

* wan — 111 WAN-untepdeiica, conepxxut mopr WAN. Bel MoxkeTe peakTUpOBaTh JaHHYIO
VLAN-ceTb uiu ynaauTh ee.

Cnucok VLAN -+

|:| Mma Tun HeTerMpoBaHHIe NOPThL TernposaHHbIiA NopT VLAN ID BratoyeHo
D lan HeTeruposaHHbIi LAN LANT, LAN2, LAN3, LAN4, wifi1 - - Aa
D wan  HeTermpoBaHHbIA NAT WAN - - Aa

PucyHok 71. Cmparuuya Hacmpolku / Uhmeprem / VLAN.

Hns Ttoro uroObl noGaBuTh HererupoBaHHble LAN-moptel wiu poctynHele Wi-Fi-cetn B
CYIIECTBYOIIYIO Wi HOBYH0O VLAN-ceTh, UX HEOOXOAMMO HMCKIIOUNTh M3 ceTd lan Ha maHHOU
crpanune. Jlns storo BeIOepuTe cTpoky lan. Ha orkpeiBiueiicst crTpaHuie B pasmielie
HeTermpoBaHHble MOPTbl cHUMHTE (IIaXKOK, PACHONOKECHHBIA CI€Ba OT COOTBETCTBYIOIIETO
snemenTa, u Haxkmurte kHonky MPUMEHUTDb.

Yrobsl cozaars HOBYI0 VLAN-ceth, Haxkmute kHOnKy [IOBABUTD ( + ).

HETeFMDOBaHHbIe nopTbI

LAN3
@ BrnioyeHo -
@ rpumersms napamempst 3mot VLAN D wifi2-na
Tun
Bridge -

TermpoBaHHble NopThl

] WAN

@ Mpyana donxna codepmams Xoma Gel 00UH MesUpPosaHHLIT Mopm

PucyHok 72. CmpaHuua 0obasneHusi VLAN-cemu.
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Bbl MoxeTe 3a51aTh clieAyIoLIe napameTpsbl:

MapameTp OnucaHue

Nma Hazpanne VLAN-cetu g yno6HON uaeHTU(DUKAIINH.

BKNIoYeHo CnBuHBTE  TEpeKIIoYareidb  BIOpPaBO,  4YTOOBI  Pa3pemIuTh
ucnoiabp3oBanue coznaBaeMor VLAN-ceru.

Tuno VLAN-ceTn.

* HeternpoBaHHbin NAT. Cerb [aHHOTO THIIA SIBIISIETCS
BHEIIIHUM COCMHCHUEM C TPAHCISIMEH aapecoB; OOBIYHO
UCTIONBb3YeTCs UIs Tepefayd HETerMpOBaHHOTO Tpaduka.
IMpu BeIOOpe 3TOro 3Hayenus none VLAN ID u pasnmen
TermpoBaHHble MOPTbl He oTOOpaxkaroTcsa. B cucreMe
MOXKET CYIIIECTBOBAThH TOJBKO OJIHA CETh JAHHOTO THIIA.

* TernpoBaHHbin NAT. Cerbp [OaHHOIO THIIA SBISETCS
BHEIIHUM COCIMHEHHEM C TPAHCISIHUEH aapecoB; OOBIYHO
Tun UCTIOJIB3YeTCs  JIJIsl  TOAKIIOYCHUST K ceTd VIHTepHeT.
Bnocnenctuu cetb, HAEHTU(UKATOP KOTOPOM OMpeeseH B
noie VLAN ID, ucnonb3yercs B kauecTBe uHTEepdeiica mpu
coznannn WAN-coenunenust (Ha crpanuiie Hactpomku /
UuTepHet / WAN). IIpu BbIOOpE 3TOr0 3HAYEHUS pasies
HeTernpoBaHHble NOPTbI He oTOOpaKaeTCs.

* Bridge. Cerp pganHOTO THHA SBISETCS IPO3PAYHBIM
COEIMHEHNEM BHYTPEHHEro0 IOpTa C OJHUM M3 BHEIIHHX
HOAIKJIFOYCHUH; OOBIYHO HCIIONB3YeTCS ISl TOIKIIOYECHUS
IPTV-npucrasok.

VLAN ID Wnentudpukarop VLAN-cetn.

B nmamHom pa3znmene ortoOpaxatorcs moptel u  Wi-Fi-cetn
MapuIpyTU3aTopa, 10CTynHble 1uid fooasnenus B VLAN-ceTs.

HeTernpoBaHHble Hns nobaBieHuss Kakoro-muOO JJIEMEHTa YCTaHOBUTE (DIaKOK,
nopThbl PacroNIOKEeHHBIH cieBa OT HETO.

Jis  ymanmeHWsT  Kakoro-mmboO  dJIeMEHTa CHUMHUTE  (DIakoKk,
PAacCIOIOKEHHBIN ClIeBa OT HETO.

BreiOepuTe mocTymHOEe 3Ha4YeHWE, YTOOBI HA3HAYUTH €r0  JUIS
TernpoBaHHble NopTbl | co3maBaemMoii VLAN-ceru. Jlns 3Toro ycraHoBUTE (IIaxkoOK,
PaCTOIOKEHHBIH ClieBa OT COOTBETCTBYIOIIETO TTOPTA.

Haxxmure knonky MPUMEHUTD.
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YroObl pemakTHpoBarh cymiecTByromyo VLAN-cerb, BbIOEpUTE COOTBETCTBYIOLIYIO CTPOKY
B Tabmuite. Ha oTkpeIBIIelics: cTpanuiie n3MeHnTe mapamerpsl 1 Haxmute kHonky MTPUMEHUTD.

YroObl ynanuth cymectByonytio VLAN-ceTs, ycTaHoBHTE (IIaXKOK ClieBa OT COOTBETCTBYIOIIEH

cTpoku Tabmuikl U Haxmute kaonky YOAJIUTb (le ).
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PyKOBOD,CTBO nonb3oBarend

DNS

Ha crtpanuiie Hactpounku / UHTepHeT / DNS Bbi Moxere 100aBUTh B CUCTEMY CEpBEpPBI MMEH
(DNS-cepsepsl).

DNS

DNS-cepBepbl (cepBepbl HMEeH) UCMONL3YIOTCA ANA onpegeneHws IP-agpeca no MMeHW cepBepa Bo BHYTPEHHMX CETAX MM CeTH
MHTepHeT. Bbl MoXeTe 3afaTh agpeca DNS-cepBepoB BpY4HYI0 WM HACTPOMTL aBTOMATM4eckoe NofyyYeHne oT NpoBaigepa npu

YCTaHOBKE COEAMHEHWNA.

IPv4 IPv6
J BpyuHyro } BpyuHyro
. A3 no ymonuaHuo . Lnt3 no ymon4aHuio
WHTepdeiic WkTepgeiic
statip_54
XOCTbl +

He ,10635;'16H0 HW 0JHOr0 X0CTa

PucyHok 73. Cmparuua Hacmpotku / UhmepHem / DNS.

DNS-cepBepsl ncnonb3yrorcs s onpeneneHus I[P-anpeca mo uMeHHM cepBepa BO BHYTPEHHUX
ceTsaX WM ceTh VIHTepHeT (Kak MpaBWIIO, YKa3bIBAIOTCS MPOBAWIEPOM MM HA3HAYAKOTCS

aMMHHUCTPATOPOM CETH).

Bl Moxere BpyuHyIO 3aJaTh ajpeca TaKUX CEpBEPOB Ha JIaHHOM CTPAHULE WIM HACTPOUTH
aBTOMaTHueCcKoe nonydeHue agpecoB DNS-cepBepoB 0T npoBaiiiepa Npu yCTaHOBKE COEAUHEHHSL.

' H[)I/I HCIIOJIBL30BAHUN BCTPOCHHOI'O DHCP—CC[!BG[)& HAa3HAYCHUC CETECBBIX MAPAMETPOB (B

B 1oMm gnciie DNS-cepBepoB) KIMEHTAM OCYIIECTBISETCS aBTOMATHYECKH.
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3aaiiTe HEOOXOAMMBIC HACTPOWKHU /sl ipotokoia [Pv4 B pasnene IPv4, s nporokona [Pvo — B
pasnene IPv6.

UToOBI HACTPOUTH aBTOMATHYECKOE TONTydeHue agpecoB DNS-cepBepoB, CIBUHBTE TIEPEKITIOUATENb
BpyuHyto BreBo. 3arem caBuHbTe nepekiodarens LLINKO3 no ymonyaHuio BieBo u BeIOEpHTE
WAN-coennHeHne, KoTopoe OyIdeT HCHOIb30BaTbCs JUIsl aBTOMATUYECKOTO IOMyYeHHs aIpecoB
DNS-cepsepos, B crucke MHTepdenc. Ecnu Bel xoTuTe, 4T00BI MapuIpyTH3aTOp HCIOIb30BAT
WAN-coennHeHue 1o yMoi4YaHui0 Juid noiaydeHuss anapecoB  DNS-cepBepoB, caBUHBTE
nepekitodarens LLIN03 no ymonyaHuio sipago. 3arem Haxxmure knonky MPUMEHUTD.

UYrobsl 3amare DNS-cepBep BpyuHY0, CABHHBTE Iepekiouatesb Bpy4Hyr BropaBo. B pasnene
CepBepbl MMeH cootBeTcTByOIEH Bepcun IP-mportokona Hakmute kHonky JAOBABWUTb
CEPBEP u B oro0pasusumietics ctpoke Beeaute [P-anpec DNS-cepsepa.

Yro6s! ynanmute DNS-cepBep co cTpaHHMIbl, HOKMHUTE Ha 3Ha40K YAANWUTb (*) B CTpOKe ajpeca, a
3atreM Haxxmute kHonky MIPUMEHUTD.

Ecnmu neobOxomumo, Bel Mokere co3nmarh COOCTBEHHBIC anapecHbie pecypcHbie 3amucu DNS. Jlns

sroro Haxmute kHonky [JJOBABUTD ( + ) B paznene XOCTbl.

JobaBneHwe xocTa X

Hazganne*

COXPAHWUTL

PucyHok 74. OkHo OobasneHuss DNS-3anucu.

B none IP-appec 3anaiite aapec y3na u3 BHyTpEHHEH WM BHEIIHEH ceTH. Bbl Moxere BBIOpATh
YCTPOMCTBO, NOAKIIOUEHHOE K JIOKAJIBHOM CETH MapILIpyTHU3aTopa B JaHHBIM MOMEHT. Jljig TOro B
pacKphIBarolleMcs CIHMCKE BBIOEpHTE cOoOTBeTCTBYIOmMi I[P-anpec (mpu 3ToM moie 3amoJHUTCS
aBToMaru4ecku). B mone Ha3BaHue 3anaiite noMeHHOE MMSs, KOTOPOMY OYIET COOTBETCTBOBAaTh
3ananublil [P-agpec. Haxxmure knonky COXPAHUTD.

UroObl 3a1aTh JpPYrue IMmapamMeTpbl I KakoW-TuOo 3ammcu, B pasnene XOCTbl BEIOCpPHTE
COOTBETCTBYIOIIYIO CTPOKY B Ta0nwuiie. B OTKpBIBIIEMCS] OKHE U3MEHUTE HEOOXOUMBIC ITapaMeTpPhI

u Haxxmurte kHonky COXPAHUTD.
YT10o0B!l ymanmuTh 3amuch, B pasaene XOCTbl YCTaHOBUTE (UIaKOK ClIeBa OT COOTBETCTBYOLICH
cTpoKH Tabnuibl 1 Haxmute knonky YOAJIUTD ([1]).

[Tocie 3aBeprieHus padoTsl ¢ 3anucsamu HaxmuTe kHonky MPUMEHUTD.
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Hacmpouku / Pe3epeupoeaHue WAN

Ha crtpanunie Hactpouku |/ PesdepBupoBaHne WAN Bbi MoxeTe akTHBHPOBATh (DYHKIIHIO
pesepBupoBanus WAN-coenuHeHus!, KoTopasi obecrieduT Bam HenpepbIBHOE MOIKIIOUEHUE K CETH
Wuteprer. B ciydyae oOpbiBa OCHOBHOTO COEOUHEHHS] MapLIpPyTH3aTOp aKTHBUPYET pe3epBHOE
COeIMHEHHE, a T0Ccie BOCCTAHOBJICHHS pabOTOCIIOCOOHOCTH OCHOBHOTO KaHajla CHOBA MCIOJIb3YyEeT
€ro U OTKJIFOYAET PE3EPBHBIIL.

PesepBunpoBaHne WAN

Ha 4aHHOoA CTpaHWUE Bel MOXEeTe aKTUEMPOBATE GYHKUNI pe3epEMPOBaHNA WAN-coBAMHEHWA, koTopan ofecneunT Bam
HeMpepLIEHOS NMOAKIHYEHWE K CETH VIHTepHEeT, B cnyuae ofpeIBa 0CHOBHOTO COSAWHEHWA Balle YCTROWCTES akTHENPYET
pezepEHOE COBLUHEHMWE, 3 MOCNe BOCCTAHOBNEHUA paboTocnocofHOCTI OCHOBHOTD KaHana CHOEA MCTIONL3YET ero u
OTK/IKUAET PEIEPEHLIN.

. BrntounTte
OCHOBHOE COEANHEHWE WiHTEpBaN Mex Ay NpOBEPKaMK (B CEKyHAaxX)*
static_Internet - 10
PesepBHOE COBAUHEHNE® Takn-ayT Npoeepku (B cekyHaax)®
pppoe_T7T9 - 3
TecToBsIA xoCT (IP)¥* KONWUeCTBO NPOBEPOK AKTMEHOMD COELUHEHWA®
8.8.8.8 3

KoNWUecTeo NPOBEPOK HEGKTMEHOMD COEAMHEHUA®

5

PucyHok 75. Cmpa+uuya Hacmpoliku / PesepeupoeaHue WAN.

UroObl HacTpouTh (YHKIUIO pE3epBUPOBaHUS, cO37aiiTe OCHOBHOe U pe3epBHoe WAN-
coemuHeHus. llocme co3maHus COCAMHEHWH mepeiiagure Ha crpanuiy Hactpownku |/
PesepBupoBaHune WAN, caBusbTe mepekiouarer BKMHOYATL BOpaBo W 3a1aiiTe
H€O6XO,[II/IMI>I€ 3HaA4YCHUA B IIOJIAX, 0T06paSI/IBH_II/IXC$I Ha CTpaHUIIC.

MapameTp Onucanue

B packpeiBatoremcst ciucke Beioepute WAN-coequHeHe, KOTOpoe
OcHOBHOe coeguHeHune
OyZIeT UCTIONB30BaThCS KAK OCHOBHOE.

B packpeiBatomemcs ciucke Beioepute WAN-coenquHeHne, KOTopoe
PGSGPBHOG coeaunHeHue
OyZIeT UCTIONB30BATHCS KAK PE3EPBHOE.

< [P-agpec w3 BHEmIHEW CETH, JOCTYNHOCTh KOTOPOro Oyzmer
TecTOBbIN XOCT )
MIPOBEPSTH MapILIPYTU3ATOP € nomolbio Mmexanusma ICMP ping.
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MapameTp Onucanue

[leprion BpemeHH (B CEKyHJAaX) MEXIy IOIMBITKAMH MPOBEPHUTH

UHTepBan mexay

COCTOIHHUE OCHOBHOI'O COCAUHCHUA. Ilo YMOJIYaHUKO  3a1aHO
npoBepKamMm

3gaueHue 10.

[lepron BpemeHun (B CEKyHIAax), BBIICICHHBIH Ha TMOIMBITKY
NPOBEPUTH COCTOSIHHE OCHOBHOTO COEIWHEHHs. [l0 HCTeueHUH
Tam-ayT NnpoBepKM | JaHHOTO IepHoJa BPEMEHHM BHYTPEHHSS CHCTEMa MapIIpyTH3aTopa
OPUHAMAET PEIICHHE O BKIIOYCHUH | (WIH) BBIKIIOYCHUA
pe3epBHOro coeanHenus. [1o ymomuanuro 3a1aHo 3HaYeHue 3.

KonmmuectBo  3ampocos, OTIIPABJIICHHBIX I IPOBEPKHU
KonuuyecTBO NPOBEPOK | pabOTOCIIOCOOHOCTH OCHOBHOTO COCTMHEHUS, KOTJIa OHO HAXOIUTCS
aKTUBHOIro COeAMHEHUS1 | B aKTUBHOM COCTOSIHMM (MapIIpyTHU3aTOp HCHOJIb3yeT OCHOBHOE
COE/IMHEHHE B KQU€CTBE COCUHEHUS 110 YMOIYAHHUIO).

Konnuectso 3aIIpOCOB, OTIIPABJICHHBIX inie: IIPOBEPKU
KonnuyectBo npoBepok

HeaKTUBHOIo
coeavHeHuA

paboTOCTIOCOOHOCTH OCHOBHOTO COSMHEHUS, KOTJIa OHO HAaXOIUTCS
B HEAKTHBHOM COCTOSIHUW (MapIIpyTHU3aTOP UCIOIB3yeT Pe3epBHOE
COCJIMHCHHE B KAYECTBE COCAMHECHHUS 110 YMOTYAHHUIO).

[Tocite 3amanus Bcex HeoOXoaMMBIX 3HaueHMH HaxxmuTe kHOonky MPUMEHUTD.
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Hacmpouku / BecnipoeodHasi cemb

Ha ctpanune Hactpounku / becnpoBoaHasa ceTb Bbl MokeTe H3MEHUTh OCHOBHBIE HACTPONKHU
s OecrpoBOgHOro uHTepdeiica MapUIpyTH3aTropa, a TakXKe HACTPOUTh OCHOBHYIO H
JIOTIOJIHUTEBHYO O€CIIPOBOIHBIE CETH.

OCHOBHbIE HaCTPOKW

Bbl MOXETe W3MEHWTbL OCHOBHbLIE HACTPOWKW ANA BE'CI'IFJDBCIAHOFO I..‘IHTquJEﬁCa YCTPOWCTEA, @ TAKXE HACTPOMTL OCHOBHYH W
SONCAHWUTENBHYHD 6ECI’I|JGBD,CI,H!:|I€ Cetu.

@ BxniouuTL GecnposogHoe coeguHeHMe CeTb Wi-Fi
- ; Wima ceTu (551D
DECNpOBOAHON DEXWM
802.11 B/G/N mixed g PR
J"  CKkpbITb SSID

@ Buibpats KaHan aBTOMaTUYECKK

(i) Hassanue Becnposodroii cemu (55ID) e Gydem omobpa

(i) Bydem ucnonszoeamecs Houmeree 302pyRenHyIl koHan nepedau ; o :
3 & & cnucke aDC'T'.“'.-'I’.‘H BiX f)E‘CI’.‘.'.‘-D-SOaH‘_'.'I CEMEL ¥ KAUEHMOS. K CKp
THHBIK 4 ki X
MOMHO NOJKAOYUMECR, 8py4HYe yrkazae S50 mouky docmynag

. BKAHOYMTE JONMONHUTENbHEIE KAHANG BESID
28:3B:82:AD:D9:38

@ Brumarue! Yempolicmee asmomamuyecky saifiupaem odun us

docmynHbx cMaHAapmHbIX U JONOAHUMENbHBIX KOHAADS. Hekomopsie

KALEHMe He noddepxusaiom pabomy Ha donoAHUMENbHBIX KoHanax (12-0 MakcumansHoe KoMMHECTE KNMeHToBY

u 13-}, Ecau Bel He Moxeme nodkmoyumecs & GecnposodHol cemu g 0
duanazone 2.4 Ty 8 MEYEHE HECKONLKUX MUHYM, CO8UHBME
neperaoHament "Braoyume donoaHUMEABHEIE KOROAG" BAEE0.
. Brar4nTh OrpaHUYEeHWE CKOPOCTK
KaHan
c OrpaHueHie ckopocTi (MBuT/c)*

0

auto (kaHan 13)

A BrnH4nTh nepruognyeckoe CckaHpoBaHWe
® Beuats ecnposoaHyio ceTh
(i) ¥cmpoticmeo Gydem nepuoduvecky NPOSEPAME 302PyNEHHOCME

KOHAA0S U NEPEKNOYamBCR HO Camuill cao6odHeIl ® 4o
danyo

HHOA QYHELUA MOIS0AASM SRIDYUME WAL SHlKARYUME SEWaHue

fecnpoaodtol cemu, He omemnoyas paduomodyns yempolicmaa.

oxcern BRIMB UCnoAB30sa err C o i "Wt V-6
Mepuog ckaHMpoBaHWE (B cexyHgax) Muosfcern Bbimb UCNOALIOEOHA COBMECTIHO C pextuonm "Kauenm Wi-h

900
S0 M30nauma KNMeHTOB

(i) Brokuposoms mpagux mexedy yempolcmeamu, NOGKADUERHEIMU K

MOoYKeE docm_',-'."o

PucyHok 76. OcHogHble Hacmpoliku becrpo8odHOU foKanbHOU cemu.

B paznere OCHOBHbIE HACTPOMKM IOCTYITHBI CJIEIYIONIHE TapaMeTPhI:

MapameTp Onucanne

Uro0bl pa3pemuTh wucnonb3oBanue Wi-Fi-coequHenus, cIBUHBTE

BkntounTb TIepeKITIOYaTeN b BIIPABO.
6ecnpoBogHoe e
coenvHeHme Urobbl 3ampeTuTh ucmonb3oBanue Wi-Fi-coequHeHus, CIBUHBTE

MEPCKIOYATCIIb BJICBO.
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MapameTp OnucaHue

Pexxum paboTel OeCHpPOBOAHOTO COEAMHEHHS MaplIpyTH3aTOpaA.
JlanHbIl mapaMeTp ompenensieT CTaHJApPThl YCTPOWCTB, KOTOPBIE
cMoryt paborarb B Bameii OecnpoBomHoit cetu. Bribepute
HE00X0IMMOE 3HAYCHUE U3 PACKPHIBAIOIIETOCS CIHCKA.

BecnpoBOogHOW peXum

BbibpaTb kaHan CaBuHbTE NEpeKIouarenb BIPAaBO, YTOOBl MAapIIPyTH3aToOp CcaM
aBTOMaTU4ecKu BbIOMpAJ KaHaJ ¢ HANMEHBIIUMHU [IOMEXaMH.

ECJ’II/I HepeKJ’IIO‘{aTCJIB CI[BI/IHYT BJICBO, yCTpOfICTBO ABTOMAaTHNYCCKHU
Bknountb

AonoJiIHUTeJbHbIe
KaHalnbl

BBEIOMpAeT OAMH U3 JOCTYNHBIX CTAHJAPTHBIX KaHaoB. Jls
WCTIONB30BaHUS  JIOTIONIHUTENbHBIX KaHaloB (12-ro u  13-ro)
CABUHBTE MEPEKIIIOUATENh BIIPABO.

Howmep kaHaa 6eCripoBOTHOTO COCTUHEHHUS.

UtoOB! BEIOpaTh KaHAT BPYUYHYIO, IIEIKHUTE JIEBON KHOIIKOW MBIIIIH,
B OTKpPBIBIIEMCS OKHE BBIOCpHUTE KaHal M HAKMUTE KHOIKY
COXPAHWUTb. /leiictBre AOCTYIIHO, €CIIH IEPEKIIIOYATEIIb

Kanan BbIGpaTb kaHan aBTOMaTU4eCKM C/IBHHYT BJIEBO.

YroObl MapHIpyTH3aTOp BBHIOpAT KaHall, HAMMCHEE 3arpy)KCHHbBIN B
JIAHHBIA MOMEHT, HaxxMuTe Ha 3Ha4ok O6HOBUTL ( ' ). 3Hauok

otoOpakaercsi, eciaM  Iepekimodarear BblOpaTb  KaHan
aBTOMaTU4E€CKM CIBUHYT BIIPABO.

CnBuHbTE TeEpeKiIoyarenb  BIOPaBO, UYTOOBI  MapUIPyTH3aTOP

Bknouuntb BHITIONHSUI TOMCK CBOOOMHOTO KaHalla dYepe3 OIpeleiCHHbIE
nepunoagunyeckoe MPOMEXYTKHA BpeMEHH. Ecii nepekitouaresns CABUHYT BIIPABO, MOJIE
CKaHunpoBaHue I'Iepwop. CKaHunpoBaHusA CTaAaHOBUTCS JOCTYIIHBIM I
pEaaKTHPOBAHUA.

VKakuTe Iepuoj BpeMeHH (B CEKyHAax), depe3 KOTOphIid OymeT
MNMepuopn ckaHupoBaHuA P P ( Y ), Hep P Y
MPOUCXOAUTH TOBTOPHOC CKAHUPOBAHNUEC KAHAJIOB.

[Tocne u3meneHwus napametpoB Haxxmure knonky MPUMEHUTD.

YT1oObl M3MEHHUTh HACTPOWKH OCHOBHOW OecmpoBomHoit cetw, B pasnesnie CeTb Wi-Fi nsmenute
HeoOxoaumble napamerpsl 1 Haxxkmute kaonky MPUMEHUTD.
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HacTtpoika mapwpyTusatopa

BbI Tak:ke MOKETE CO3/aTh JOMOJIHUTEIBHYIO OECIPOBOIHYIO CeTh. JIJIi 3TOr0 HAKMHUTE KHOIKY
OOBABUTb WI-FI CETb. Ha oTkpbiBIIeiics cTpaHuIle 3a1aiiTe COOTBETCTBYIOIIHE TapaMETPhI.

CeTb Wi-Fi
Mma ceTi (SSID)*
DIR-XXX.2

) CkpwITb S5ID

(i) Hazsanue Gecnpasodrodl cemu (S51D) e Gydem omofparamecs

chucke 8o

WiHsx BecnpogodHsix cem

MONCHD NOGKAKYUTIBCA, SPYYHYH yraozos 5510 mowsu docmyna

MaxKCHmMansHoe KoNMYeCrTeo KNMeHToE®

¥ kauenmos. K ckpaimod cemu

HacTpoiikn 6esonacHocTH
CeTesan ayTeHTHUKALMS

WPAZ-PSK -

aponke PSK#*

saEaaEee ©

(i) Anuma napons doaxera Geime om 8 do 63 ASCH cumsonos

Tun wposaHA*

AES -
0

Nepuog obHOBNEHWA FPYNNOBOTO KN0Ya (B CekyHAax)*
J BENHOUYATE orpaHv4eHWe CKopocTH 3600

@ Bewars becnposogHyio ceTh

G) JanHas 'f.l.'j—'r.'mp..'ﬁ MO3E0AREIT SKAKYUIME WAL SIINYLIMSE SELOHUE

darrod GecnposodHol cemu, HE omKnoyan paduomodyns yomp

Moxem Guimb UCNOABI0BOHD COBMECMIAO C pexuMon "Kauenm Wi-F"
A M30nAauMa KNUeHTOB

(i) Baokuposams mpagur mexdy yempoicmeauuy, noOKIDHEHHBIMU K

mouke docmyng

A BrkNHOYMTE roCTeByH CETe

@ BANUME 20CMesyr0 ceme, ¥mods usoaupoaams Wi-F-kaueRmos om
LAN-cemu

NMPUMEHUTE

PucyHok 77. Co3daHue 6ecripogodHOU flIo0KabHOU cemul.

CeTtb Wi-Fi

Umsa cetu (SSID) HasBanue GecripoBOfHOM ceTH.

Ecnmu mepexiiodaTens CABHUHYT BIIPaBO, IPYTHE IOJIB30BATENN HE
cmoryT Buaeth Bamy Wi-Fi-cetb. He pexomenayeTcst CKpbIBaTh

CkpbITb SSID
CeTb, TaK KakK JaHHas (QYyHKOUS  YCIOXKHAET  Ipolecc
IIEPBOHAYAJIbHOM HACTPOMKH CETH.
VuukaneHblii  uneHtudukatop Wi-Fi-cetu. JlaHHoe 3HaueHue
BSSID oIpefelsieTcsl mapaMeTpaMu MapLIpyTu3atopa, Bel He MoxeTe ero

u3MeHuTh. [lone oToOpaxkaeTcsi B HACTPOMKAX yiKE CYIIECTBYIOIICH
CeTH.
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MapameTp OnucaHue

MakcumanbHoe
KONIM4eCcTBO KJIIUeHTOB

MakcumaibpHOE KOJIM4YECTBO YCTPOﬁCTB, KOTOpPbIC MOT'YT

MOJKITIOYUTHCS K OECIIPOBOIHOM ceTH. Eciu ycTaHOBIEHO 3HAUCHUE
0, yCTpOICTBO HE OrpaHMYMBAET KOJUYECTBO IOJIKIIOYEHHBIX
KJIUEHTOB.

BxknrounTtb
orpaHuyYeHue CKOpocTu

CI[BI/IHI)TG MEPCKIIOYATCIIb BIIpaBo, YTOOBI OIrpaHUYNnTDH

MaKCHMaJbHYIO MPOMYCKHYIO CHOCOOHOCTH OecnpoBoaHO# cetu. B

oroOpasuBmeMcs none OrpaHMYeHUWe CKOPOCTU  3ajaiite
MaKCHUMaJIbHOE 3HaYeHUE CKOpOCTH (B MOUT/C).
CaBuHBTE TEpEKITIOYaTellb BJIEBO, YTOOBI HE OrpaHHYUBATH

MaKCHMaJIbHYIO IPOIyCKHYIO CIIOCOOHOCTb.

Bewartb 6ecnpoBoAHytO
ceTb

Ecin nmepekirouyarens CIBUHYT BIEBO, YCTpPOMCTBA HE MOTYT
MOJKITIOYaThCsl K OecrpoBogHoi cetu. [Ipu 3TOM MapmipyTusatop
MOXET MOAKIIIOYAThCS K JPYyrod TOYKE JOCTylla B KadyeCTBE
Wi-Fi-knuenra.

N3onauusa knneHToB

C)IBI/IHI)TG MEPECKIOYATCIIb BIIpaBo, YTOOBI IIOJIB30BATCIIN

6€CHpOBOI[HOI71 CCTH HC MOITIN BSaHMOHeﬁCTBOBaTL APYT C ApyTOM.

Bknountb rocteByro
ceTb

@OyHKIUSA AOCTYNHA A JONOJIHUTENBbHOM OECHpOBOAHON CeTH.
CIBUHBTE MEPEKITI0YaTeNh BIPABO, €CIIA XOTUTE, YTOOBI yCTPONCTBA,
MOKJTIOYMBIINECS K JIOTOJHUTEIHLHONH OecrpoBOIHONW ceTH, ObuIH
M30JIMPOBAaHbl  OT YCTPOMCTB

U PECypCOB JIOKAJIBHOH CETH

MapIIpyTH3aTopa.

B pasmene HacTtpowkm 6Ge3onacHOCTU Bbl MokeTe H3MEHHTH MMapamMeTpbl 0e30MacHOCTH

OeCITPOBOIHOM CETH.

[To ymomuanuio ajst GecripoBOAHON ceTH 3aaaH Tun cereBod ayreHtudukanun WPA2-PSK. B
kadgectBe napoist PSK ucnonszyercs WPS PIN ¢ Haknelku co mTpux-KooM.

HacTpoiikn 6e3onacHocTI
Cereean AYTEHTUQUKALUA

WPAZ-PSK -~

WEP

WPA

WPA2

WPA-PSK

WPA2-PSK

WPA/WPA2 mixed
WPA-PSK/WPAZ-PSK mixed

PucyHok 78. Tunbl aymeHmugbukayuu, noddepxueaemblie Mapuwpymu3amopom.
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MapuipyTuzaTop NOAAEP>KUBACT CIEAYIOUINE THITHI Ay TEHTU()DUKAIIIH:

Tun ayTeHTUdMKaUum OnucaHue

OTkpeiTasg ayTeHTUQHUKALKA (C BO3MOXKHOCTBIO HCIOJIb30BaHMS
Open WEP-tmdpoBanuss s pexuMOB OECIPOBOIHOM CeTH, He
MoJI/IEP )KUBAIOIIUX yCTpoicTBa cranaapta 802.11n).

AyTeHTHUpUKaUs ¢ OOIMM KIOYOM C ucrnoiab3oBaHueM WEP-
mmdpoBanus. JlaHHBINA THIT ayTeHTU(QUKAIIMKA HEJOCTYTICH, €CIH Ha
WEP crpanniie HacTtpouku |/ bBecnpoBogHas ceTb B CITHCKe
BecnpoBOAHOW PpPEeXUM 3amaH pPeXHUM, MOJACPKUBAOIINI
ycTporicTBa ctanapra 802.11n.

Aytentupukamust 1o TexHonmormn WPA ¢ mcmonp3oBaHHEM

WPA
RADIUS-cepBepa.
WPA-PSK Aytentuukamuss no TexHoimorun WPA ¢ ucnonb3oBaHHEM
PSK-knroya.
Aytentudukamus no TexHonmorun WPA2 ¢ wucnonb3oBaHuEM
WPA2
RADIUS-cepgepa.
WPA2-PSK Ayrentudukanus no TtexHomorun WPA2 ¢ ucnomp3oBaHuEM

PSK-kimroua.

KomOunupoBanHbiii THN ayTeHTHUKanuu. [Ipu BeIOOpE ITaHHOTO
. 3HAQUCHUS K 6CCH OBOHHOﬁ CCTU MOTYT INOAKIKOYATHCA YCT OﬁCTBa
WPA/WPA2 mixed p Y yerp ’

ucnons3ytomue Tun ayreHtudukanmn  WPA, wu  ycrpoiicTsa,
ucnonb3ytomiue tun ayrentudukan WPA2.

KomOunmpoBaHHbIii THN ayTeHTH(uKanuu. [Ipu BbIOOpE JaHHOTO

WPA-PSK/WPA2-PSK | 3HadeHus k O€CIpOBOIHOM CETH MOTYT IOJKJIOYAThCSl YCTPOUCTBA,
mixed ucnons3ytomue tun ayreHtupukanuu WPA-PSK, u ycrpoiictsa,

ucnonb3yromue tun ayrentudukarmun WPA2-PSK.

Jlns wucnonb3oBanus tunoB ayreHtudukaimn WPA, WPA2 u WPA/WPA2 mixed
"  peobxommmo Hanmuyne RADIUS-cepBepa.
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DIR-615 BecnposogHow MaplupyTtudatop N300

HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

[Tpu BeIOOpe 3HaucHus Open win WEP B criucke CeTeBasi ayTeHTUMIUKALMA Ha CTpaHMIIE
OTOOPAXKAIOTCS CIEAYIONINE HACTPOUKU (HETOCTYIHBI ISl PEKUMOB pabOThl OECIPOBOIHOM CETH,
noaepkuBaronux cranaapt 802.11n):

HacTpoiiku 6ezonacHocTu
CeTenan ayTeHTURUKaLWA

Open -

. BknounTe wWndpoeaHne WEP

Homep knioya No ymomdaHue

1 -

® Pexomendysmcs ucrnons3oeams {-bI0 KoY Mo ymMondasum ans

ofecneyeHUR COSMEcTU Cimu ¢ DombLuUM KoNUYeCcimaoM yompodcms.

) Knioy wwcpposanwsa WEP kak HEX

® Anuna kniova WEP donwtia 6uime 5 unu 13 cumeonos

PucyHok 79. 3Ha4eHue Open 8 packpbigatoujemcs criucke Cemeeast aymeHmugukayusi.

MapameTp OnucaHue

Tonvko Ot muna aymenmugpuxayuu Open.

YroOs! aktuBHpoBaTh WEP-mmdpoBanne, cIBUHBTE TEPEKITIOYATEND

Bkniounte BIpaBo. Ilpy 3TOM Ha CTpaHHUIE OTOOPA3ATCS PACKPHIBAIOLIMIACS
wudpposaHne WEP ciiucok Homep knrova no ymon4yaHumo, nepexiouarens Koy
wudpposanua WEP kak HEX wu wuersipe mnons Knrou

wudpoBaHUs.
Howmep kntoya no Homep xmtoua (ot 1-ro 10 4-ro), KOTOpHIA OyIeT MCHOIb30BATHCS
yMoOnyaHuio s WEP-mmmdpoBanusi.
Knwou wudpoBaHus CnBuHBTE MePEKITIoYaTeIh BIIPABO, 4TOOBI 3a/1aTh
WEP kak HEX MIECTHAIIATEPUYHOE YHUCIIO B KAY€CTBE KITt04a JIJIsl U POBAHUS.

Kmtoun ans WEP-mm¢poBanus. IIpu mmppoBaHuM HCIOIb3yeTCs
KJIFOY, HOMEpP KOTOPOTo YKa3zaH B pacKpbiBaromiemcs ciricke Homep
KfnoYa Mo yMonyaHukw. HeoOxomumo 3amoiHuTh BCE OIS
Haxvute Ha 3Hauok [lokasaTb (&), uroObl 0TOOPa3HUTH
BBEJICHHBIN KJIIOU.

Knoy wudpoBaHus
(1-4)
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

[Mpu BeIGOpe 3HaueHus WPA-PSK, WPA2-PSK wm WPA-PSK/WPA2-PSK mixed na
CTpaHUIIEe OTOOPAKAIOTCS CIIEAYIONINE HACTPOMKH:

HacTtpoiikn bezonacHocTu

CeTenan ayTEHTUDHKALMA

WPA2-PSK v

Mapone PSK*

PTTTTTen ©
@ Anuna napons domsta Seime om 8 do 63 ASCI cumeonos

Tun wrcposaHua®

AES v

Mepuon o6HOBNEHWA TPYNNOBOTD KNKMa (B ceryHOax)®

3600

PucyHok 80. SHaueHue WPA2-PSK & packpbigarouwemcsi criucke Cemeeast aymeHmugukayusi.

MapameTp OnucaHue

[Mapons nns WPA-mmdpoBanus. Ilapons MoXeT cOCTOSTH U3
udp, TATHHCKUX OyKB BEPXHETO M HI)KHETO PETUCTPa M APYTHUX
Maponb PSK CHUMBOJIOB, JIOCTYIIHBIX B AMEPUKAHCKOM PACKIIaJIKE KIaBUATypPhl.
Haxxmure ©Ha 3Hauok [lokasaTb (%)), uyToOBI 0TOOpA3UTH
BBE/ICHHBIN 1IapOJIb.

Tvn wundpoBaHua Mexanmm mmdpposanus: TKIP, AES win TKIP+AES.
Ilepuon BpeMeHu (B CeKyHIax), MO MCTEYEHUH KOTOPOTO
Mepuon o6HOBNEHUSA TeHepUpyeTcs HOBBIM KU A MIHM(POBAHUS MO TEXHOIOTHU
rpynnoBoOro Knro4a WPA. Ecim B pgaHHOM 1oje yKa3zaHo 3HadeHue 0, KiIrod

OOHOBIIATHCSA HE Oy/IeT.

2 0-9, A-Z, a-z, ipobem, I"#$%&' () +,-./<=>2@[\]* " {

I~
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

[Tpu BeIGOpe 3Hauenuss WPA, WPA2 win WPA/WPA2 mixed na crpanuiie oToOpakaroTcst
CIEAYIOUIME HACTPOUKU:

HacTtpoiikn 6ezonacHocTu

CeTesan ayTeHTMRUKaLWA

WPA2 -
WPAZ2 npeneapwuTensHasA ayTeHTHDUKaL WA
|P-appec RADIUS-cepespa®

192.168.0.254

Mopt RADIUS-cepeepa*

1812

RADIUS ey wudposaHs*

dlink

Tun wudposaHua®

AES -

Mepwog 06HOBNEHKMA MPYNNOBOID KNto4a (B ceryHoax)”

3600

PucyHok 81. SBHayeHue WPA2 g packpbigarouiemcs criucke Cemeeass aymeHmudgbukayusi.

MapameTp OnucaHue

CaBuHBTE TEpeKIroyYaresib  BIPABo,
NPEABAPUTEIbHYI0  ayTeHTH()HUKAIIUIO
texHoorun WPA2 (otoOpaxaercs tonbko s tunoB WPA2 u

WPA/WPA2 mixed).

9TOOBI ~ AKTUBHUPOBATH
WPA2 npeaBaputenbHas

ayTeHTUduKauma

npu HCITIOJIb30BAHHUN

IP-agpec RADIUS-

cepBepa [P-anpec RADIUS-cepBepa.

Mopt RADIUS-cepBepa | Homep mopra RADIUS-cepsepa.

[Taponb, UCTIONB3YEMBII MapIIPYTU3aTOPOM JJISl B3aUMOJEHCTBUS
¢ RADIUS-cepBepomM (3HaueHHE 3TOTO MapaMeTpa OIMpeesieHO B
HacTpoiikax RADIUS-cepsepa).

RADIUS knto4
wucppoBaHuA

Tun wudpoBaHua

Mexanusm mmpposanus: TKIP, AES wiu TKIP+AES.

Mepuopn o6HOBNEHUA
rpynnoBoro Krnk4a

Ilepyon BpeMeHu (B CceKyHAax), IO MHCTEYEHHUU KOTOPOTO
TEHEPUPYETCsl HOBBIM KIIOY 7S IIM(PPOBAHUS MO TEXHOJIOTUHU
WPA. Ecau B pnaHHOM nose ykazaHo 3HaueHue 0, Koy

OOHOBJIATHCS HE Oy/IeT.

[Mocne 3apanus HeoOXoaUMBIX apameTpoB Haxkmute kHonky MPUMEHUTD.

YTo0BI 3aaTb Apyruc mnapamMeTpbl I OCHOBHOM HJIM JOIOJHUTEILHOMN CCTH, BBI6epI/ITC

COOTBETCTBYIOILYIO CTPOKY B TaONHIle M HaXMHUTE JIEBYI0 KHONKY MbIM. Ha oTkpsiBIIeiics
CTpaHHUIIE U3MEHUTE HeoOXoauMbIe mapameTpsl 1 Haxkmute kHonky MPUMEHUTD.
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PykoBoacTBO nonb3osarens Hactpoitka maplipyTu3atopa

UToObl yIanuTh JOMOJHUTEIBHYIO OCCIPOBOJHYIO CETh, YCTAHOBHUTE (DIAKOK, PACIOIOKECHHBIN

clieBa OT COOTBETCTBYIONIEH CTpoKM B Tabmuue, n Haxmute kHonky YOAJIUTb ([1]). 3arem
Haxkmute kHonky MPUMEHUTb.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

Hacmpouku / Cemb

YroObl HACTPOUTH JIOKAJbHBIM UHTEpdelic MapupyTH3aTopa, NepedauTe Ha CTPAHULLY
Hactpowku / CeTb.

IPv4

[Mepeiinure Ha BriIagky IPv4, uroObr w3menuts [Pv4-aapec wmapuipyrusaropa, HacTPOUTH
BcTpoeHHbIii DHCP-cepBep winn 3anars cesasku [Pv4-anpecos u MAC-aapecos.

INokanbHbIn |IP

IP-anpec”

192.168.0.1

Macka nogceTwn®

255.255.255.0

WMimA yoTpodcTEa

dlinkrouter.local

@ Jadalme domMeHHOS UMA C© oKoHYaHUEM local. Qna docmyna k web-

icy 110 QOMEHHOM) L

requ 8 adpecHod cmpore web-Gpaysepa

& e AOMEHHOE UMA C ModKod U kocol yepmod (HanpuMep

diinkrouter.local /)

PucyHok 82. Hacmpolika nokanbHo20 uHmepdgbelica. Bkrnadka IPv4. Pa3den JlokanbHbIU IP.

MapameTp OnucaHue

NokanbHbIN IP

HHocmynno, eciu 6 Macmepe Hacmpouxku Obll 6bl0paH perHcUM
Touyka docmyna, [loemopumernb uiu KnueHm.

Bri6epuTe HEOOX0MMMOE 3HAUEHUE B PACKPBIBAIOIIEMCS CITUCKE.

 Cratnyeckum — I[Pv4-agpec wmapmipytusaropa, Macka
nozaceTu U [P-agpec mumo3a 3a1at0TCsl BPy4YHYHO.

Pexxnm Ha3Ha4yeHus

nokanbHoro IP-agpeca
* [OuMHaMMYeCKUM —  MapIIpyTH3aToOp aBTOMATHUYCCKU

nony4yaer 3t mnapamerpbl ot DHCP-cepBepa nokambHO#M
CeTM WIM OT MapuipyTuzaropa, K KOTOpOMY OH
MOJIKITIOUHJICS.

IP-anpec [Pv4-anpec  mapmpyTtuzaropa B JokaibHOW moacetu. [lo
AP YMOIIYaHUIO 3a1aH0 3HayeHue 192.168.0.1.

Macka nokanpHOW mnoacetd. [lo yMonuaHuio 3aJaHO 3HAYCHHE

Macka noacety 255.255.255.0.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHue

Jlocmynno, eciu 6 Macmepe Hacmpouku Ovli 8bIOPAH pedcum
Touyka docmyna, lloemopumens uiu KnueHm.

IP-agpec wnio3a [Pv4-anpec nuit03a, KOTOPbIA UCHOIB3YETCS MApIIPyTU3aTOPOM IS
coeuHEHHs ¢ ceTbio MHTepHeT (Hampumep, Ui CHHXPOHH3AIUU
cuctemMHoro BpemeHu ¢ NTP-cepBepoMm). Heobszamenvhbiii

napamvemp.

WNwms yctpoiictBa, mpussizaHHoe K ero IPv4-aapecy B JokanbHOMU
- noacetd. Jlns  Wi-Fi-kiaMeHTOB  yCTpOMCTBO HEZOCTYITHO IO
Nmsa ycTponcTea . R

JOMEHHOMY HMEHH, €CIIM B JIONOJIHUTEIbHBIX HacTporkax Wi-Fi

3arpenieHa nepeaada multicast-rpaduka.

HnHamnyeckue IP

PexxuM arHaMuyeckoro HasHaveHus IP-agpecos

DHCP-cepeep v

HauankHbiid IP*

192.168.0.100

KoHeuHbii IP*

192.168.0.200

Bpema apeHabl (B MUHYyTax)*

1440

@ DNS relay

(D) Haswauenme LAN IP-agpeca ycTpolicTsa & kavectse DNS-cepsepa Ans
OAKIOYERHBIX KITHEHTOB,

PucyHok 83. Hacmpolika nokanbHo20 uHmepgetica. Bknadka IPv4. Pasden QuHamu4deckue IP.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHune

OvuHamunyeckue IP

Pexxum paborer DHCP-cepBepa mapmipyTu3zaropa.

*  OTknro4eHo — DHCP-cepBep mMapiipyTH3aTopa BEIKIIOUECH,
[P-ampeca k1ueHTaM Ha3HAYAKOTCA BPYUYHYIO.

* DHCP-cepBep -  wMmapumpyTu3atop  aBTOMATHYCCKH
Ha3HayaeT IP-ajpeca KiIMeHTaM Ha OCHOBAaHUHU 3a/IaHHBIX
napametpoB. [Ipu BbIOOpE 3TOr0 3HAYEHHS HA BKJIAJKE
orobpaxarorcs monss HavanbHbin IP, KoHeyHbin IP,
Bpemsa apeHAabl, a taxke nepexitodatenss DNS relay.
Takke nmpu BbIOOpE OTOr0 3HAYECHUS HA  BKJIAJIKE
0TOOpaXKaAIOTCS pa3aensl Onuum DHCP u
Cratuyeckue IP.

Pexxum anHamunyeckoro
Ha3HayeHusn IP-agpecoB

* DHCP relay - mms nasuauenust IP-ampecoB KinmeHTaM
ucnonb3yercs BHemHun DHCP-cepsep. Ilpu BeiOOpe 3TOTO
3HAUEHUS Ha BKIaJKe oroOpaxarorcs nois |IP BHelwHero
DHCP-cepBepa u Onuusa 82 Remote ID. Jocmynno,
eciu 8 Macmepe nacmpotiku Obll  8bIOPAH  PENHCUM
Mapwpymu3amop uiu [Tloemopumernb WISP.

. Hauaneaeiii [P-aapec muanaszona aapecos, kotopsle DHCP-cepse
HayanbHbin IP P P ’ p pBep
BBIAET KJIIMEHTAM.

. Koneunsrii IP-anpec mmamazona aapeco, xotopele DHCP-cepse
KoHeuHbIn IP P P ’ P PBep
BBIJIAET KIIMEHTAM.

Ilepuon Bpemenu, Ha kotopsii DHCP-cepep wmapinyprusaropa
npenocrasnsger [P-agpec kimeHTy (1O MCTEUEHHUH ITOTO TEpUOAA
Bpemsa apeHAabl [P-anpec or3bIBaeTCs U MOXKET OBITH OTAAH JPYIOMY YCTPOICTBY,
€CJIM He MOCTYNUJIO MOATBEPKIEHNUE 0 HEOOXOAUMOCTH COXPAHEHUS
storo IP-angpeca).

ChaBuHbTE  MEpeKJoYaTeslb  BIpPaBO,  UYTOOBI  YCTpOICTBa,
HNOAKJIIOYEHHBIE K MapuIpyTu3aTopy, B KauecTBe ajpeca DNS-
cepBepa NoJIyvyald agpec MaplpyTu3aropa.

DNS relay CaBuHBTE  TEpEKIIOYare]lb  BICBO,  YTOOBI  YCTPOMCTBA,
HOJIKITIOUCHHBIE K MaplIpyTU3aropy, B KauecTBe aapeca DNS-
cepBepa TMOJydYald aapec, MepedaHHblii MPOBalIepOM  HIIH
yka3aHHbIi Ha ctpanuiie Hactponku / UHTepHeT / DNS.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHune

IP-anpec Buemnero DHCP-cepBepa, kotopsiii HazHayaeT [P-agpeca
KJIMEHTAM MaplLIpyTHU3aTopa.

IP BHewHero DHCP- Ecnu Bel xoTuTe ykazare Heckoibko [P-agpecoB, HAKMUTE KHOTIKY
cepBepa OOBABWUTD u B oTobpasuBIieiics ctpoke BBeaute IP-aapec.

YroObl yaamuTh agpec, HOKMUTE Ha 3HAYOK YAANUTb (*) B CTPOKe
azpeca.

3uauenme monsa Remote 1D DHCP-ommmu 82 B COOTBETCTBUM CO

cranaaprom RFC3046.
Onuun 82 Remote ID
He 3anonusiite nose, ecim Bam nposaiiep wiv aIiMUHUCTPATOP

BHeurHero DHCP-cepBepa He mpeiocTaBuil Takoe 3HaYCHHE.

[Mocrne 3amanus Bcex HEOOXOAMMBIX 3HaueHu HakmuTe kKHOky MPUMEHUTD.

B pasgene Onuumn DHCP Bbl MoxeTe M3MEHHTH 3HAYEHUs, TMepeIaBacMble 110 YMOIYAHHUIO, IS
HekoTopeix ommmii mporokona DHCP (IP-agpec, macka momcetu, DNS-cepBepbl) uiu yka3aTh
JIOTIOJIHUTENbHBIE MapaMeTpbl, koTopble BcTpoeHHbli DHCP-cepBep nomxkeH nepenarb KiIMEHTam
JUIS HACTPOWKY JIOKAJIbHOM CETH.

Oonuwn DHCP +

He co3jaHo HK ofjHOro Npasuna Ans DHCP-onumi

PucyHok 84. Hacmpolika nokanbHo2o uHmepdgpelica. Bknadka IPv4. Pa3den dnss Hacmpotiku onyuti DHCP.

Jns atoro naxkmute kHonky JIOBABUTD ( + ).

Onuwmn DHCP X

M3eecTHsle DHCP-onumm

BriGepuTe onunw -

3HaueHue onuun®

I TMpUHYAMTENBHO

PucyHok 85. Hacmpolika nokanbHo20 uHmepdgbelica. Bknadka IPv4. OkHo dnsi Hacmpodlku onyuu DHCP.

B OTKPBLIBHIEMCS OKHE BEI MmoxkeTe 3aaaTh CJIICAYIOIIHE IMapaMCTPhI:

MapameTp OnucaHue

U3BecTHble DHCP- B packpeiBaromeMcss CmHCKe BBIOEpUTE  OMIHIO, KOTOPYIO
onuuu HEOOXOMMO HACTPOUTD.
3HavyeHue onuuu 3amaliTe 3HaUEHUE UIA BBIIEICHHON OMIINH.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHune

CnBuHbTe MepekirouaTess Buparo, utoobl DHCP-cepBep nepenasan
BBIOpAHHYIO OMIIMIO HE3aBUCHMO OT 3apoca CO CTOPOHBI KITHEHTA.

MpuHyauTensHO
CnBunbTE TIEpeKTIOUaTenh BiIeBo, 4To0si DHCP-cepBep mepenaBan

BLI6paHHYIO OIIIIHUIO TOJIBKO B CJIydac 3aIlipoca CO CTOPOHBI KIIMCHTA.

[Tocie 3aganus HeoOXoMUMBIX TapameTpoB HaxxmuTe kHonky MPUMEHUTD.

YroObl I3MEHUTH MTAPAMETPhI OIIUH, BEIOEPUTE COOTBETCTBYIOIUIYIO CTPOKY B TaOJIUIE U HAKMUTE
JIEBYI0 KHOIKY MbIIIM. B OTKpbIBIIEMCS OKHE M3MEHUTE HEOOXOAMMbIE MapamMeTpbl M HAXKMHUTE

kaonky MPUMEHUTD.
YroObl yIaauTh 3HAYCHHE KAKOW-TMOO OIIIMH, YCTAHOBUTE (PIIAYKOK CJIeBa OT COOTBETCTBYIOIIEH
cTpoku B Tabnune u Haxxmute kaonky YOAANUTD ([1]). 3arem nasxmure xnonky MPUMEHUTb.

B pasmene Ctatudveckme IP Boei mokere 3amate cBsisku IPv4-aapecoB m MAC-aapecos
(Ha3HauUTH MOCTOAHHBIN [Pv4-anpec B JoKanbHON ceTH A ycTpoiicTBa ¢ onpeaeneHHbIM MAC-
anpecoM). Mapmpytu3atop HazHadaeT [Pv4-agpeca B COOTBETCTBUM C CO3/IaHHBIMHU CBSI3KaMH,
tonpko ecamu DHCP-cepBep BrmoueH (B pasnene [AuHamuyeckue IP B crucke Pexum
AuHamMmun4yeckoro HasHavyeHusn IP-agpecoB srinencno 3nauenne DHCP-cepBep).

CtaTudeckune IP W3BECTHbIE KNMUEHTLI

Ana Toro 4Tobbl NpuBRsaTs IP-agpec k MAC-agpecy, BeibepuTe yCTPOACTED N3 CNWCKE NOAKHYEHHBIX KIWEHTOE WK aobaebTe
HOBOE YCTPONCTBO

PucyHok 86. Hacmpoltika nokanbHo20 uHmepgbetica. Bknadka IPv4. Pasden dnsi cosdaHusi cesi3ok MAC-
IPv4.

Yto0sl co3narh cBsizky MAC-IPv4, naxvute knonky [JOBABUTb (+ ). B oTkprIBIIEMCST OKHE
sanonaute none MAC-agpec. Bol Moxkere BhIOpaTh YCTPOHCTBO, MOAKIIOUCHHOE K JIOKAJIbLHOM
CeTH MapIIpyTH3aTopa B IaHHBIA MOMEHT. [[si 3TOro B pacKphIBAIOIIEMCSl CITUCKE BHIOCPHUTE
cootBercTBytomid MAC-aapec (pu 3TOM TOJI€ 3aIOJIHUTCS aBTOMaTHuecku). 3atreM B mose IP-
agpec Beeaute [Pv4-anpec, koTopbiii OyIeT TPUCBOCH YCTPOMCTBY ¢ ykazaHHBIM MAC-ampecom.
B mnome WmA ycTpoucTBa 3amaiiTe Ha3BaHWE I YCTPOWCTBA B CETH Ui yIOOHOM
uneHtTudukanuu (Heovsizamenvhvii napamemp). Haxvure kaonky MPUMEHUTD.

Urto06sl coznath cBi3ku MAC-IPv4 miis yCTpOWCTB, MOAKIIOUEHHBIX K MapIIPyTHU3aTOPy B JaHHBIHN
moment, Haxmutre kHonky WM3BECTHBIE KIMMEHTbI. B orkpeiBiiemcss okHe BbiOepuTe
HeoOxonumoe ycrpoiictBo W Haxmute KHONKy OK. UtoObl B OKHE 0TOOpa3wiiCsi akTyasbHBIN
CIMCOK MOJAKITIOUCHHBIX yCTpOoicTB, HaxkxmMuTe kHonnky OBHOBWUTD.

YroObl M3MEHUTH CylIecTBYOIy0 cBsizky MAC-IPv4, BbiOepuTe COOTBETCTBYIOIIYIO CTPOKY B
TabJHIle ¥ HAKMUTE JIEBYIO KHONKY MBIIHK. B OTKpBIBIIEMCS OKHE W3MEHHTE HEOOXOAMMBIE
napametpsl U Haxmute knonky MPUMEHUTD.

YroOsl ynamuth cBsizky MAC-IPv4, ycraHoBuTe (uiakok cjieBa OT COOTBETCTBYIOLIEH CTPOKH B

tabmune n Haxmute kaonky YAAJIUTb (ﬁ ). 3atrem Haxxmute kHonky MIPUMEHWUTDb. Brr takke

MOXCTC YAAJIWUTDb CBA3KY B OKHC USMCHCHUA ITapaMETPOB.

CtpaHuua 110 n3 198



DIR-615 BecnposogHow MaplupyTtudatop N300
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IPv6

[Tepeiimute Ha BkIaaky IPv6, droObl wm3Menuts IPv6-ampec Mapiipytusatopa, HACTPOUTh
napaMeTpsl HazHaueHus [Pv6-anpecos win 3anath cBa3ku [Pv6-anpecos u MAC-angpecos.

NokanbHbi IPv6

PexiM HazHAYEHWA NoKansHoro [PV6-agpeca

[OenernpoBaHue npedukca v

IPvG-agpec

fd01::1

AnnHa npedukca

64

PucyHok 87. Hacmpolka rokanbHo20 uHmepgpetica. Bknadka IPv6. Pasden JlokanbHbil IPV6.

MapameTp OnucaHue

NokanbHbIN IPV6

Bri6epute HE0OOX0AMMOE 3HAYCHHE B PACKPBIBAIOIIEMCS CITUCKE.

Pexxum HasHavyeHun * CraTtnyeckum — IPv6-aapec u nmpedukc 3a1aercss BpyuHyIo.
nokanesHoro IPv6- * [enernpoBaHne npeduKkca —  MapIIPyTHU3ATOP
aapeca

3anpammBaer npedukc mas Gopmuposanus [Pv6-ampeca y
BBIIICCTOSIIIIETO MapIIpyTH3aTOPA.

[Pv6-anpec  MapmpyTtuzatopa B JokanbHOW moacetu. Ilo
ymomuanuto 3agaHo 3HadyeHne £dO01l::1. [lome pocTynmHO ISt
IPv6-apgpec

pedakTupoBaHUs, eciu B crnucke PeXuM  HasHavyeHus

nokanbHoro IPv6-agpeca sriieneHo 3HaucHre CTaTUYECKUN.

Jnuna npeduxca noaceru. Ilo ymonmuanuio 3agaHo 3HadeHue 64.
[Tose mocTymHO A pEAaKTHPOBAHHS, €CAM B crnucke PeXum
Ha3Ha4yeHuUAa nokanbHoro IPv6-agpeca BhificlieHO 3HAYEHME
CraTnyeckum.

OnuHa npecdukca
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AnHamuyeckme IPv6

Peiim QMHAMHSE0M Hadsasema 1Pvb-anpecos

Stateful -

HauanuHei IPve*

fd01::2

Komesni 1PvG*
FAO1 - Fif. BT, FFi

Bpihs apesigid (0 MiHyTax)®

5

@ Ons relay

PucyHok 88. Hacmpolika nokanbHo20 uHmepgbetica. Bknadka IPv6. Pasden [JuHamu4veckue IPv6.

MapameTp OnucaHwue

OuHamunyeckue IPv6

Bri6epuTe HEOOX0MMMOE 3HAUYCHUE B PACKPBIBAIOIIEMCS CITUCKE.

* OTknoyeHo -— [Pv6-aapeca KIMEHTAM Ha3HAYAKOTCS
BPYYHYIO.

Pexwum » Stateful (3asucumwviii) — Bcrpoennsiii DHCPv6-cepsep
AnHamuyeckoro MapLIpyTH3aTopa pa3faeT ajpeca U3 AuanasoHa, 3aJaHHOIO
HasHa4eHus IPv6- nonsmu HavanbHbi IPv6 u KoHeuHbI IPv6. Taxke

aapecoB npyd BbIOOpPE 3TOr0 3HAYCHHMS Ha BKJIAJKE OTOOpakaercs

pasnen Ctatnyeckue IP.

» Stateless (nezasucumoiil) — xauentsl Gopmupyor IPv6-
ajipeca caMOCTOSITEIbHO Ha OCHOBaHHMHU TipeduKca.

Havanensiii [Pv6-agpec myna aapecos, xoropeie DHCPv6-cepsep
BbIJACT KIIMCHTAaM.

HavyanbHbIn IPV6

Koneunsiit IPv6-anpec myna anpecos, xotopeie DHCPv6-cepsep
BBIJIACT KIMEHTaM.

KoHeuHbIU IPV6

[lepuon Bpemenu, Ha Koropbii I[Pv6-agpec mnpemocrtaBisieTcs
kineHty. [lone moctynmHO A peaakTUPOBAaHMsS, €CIM B pasjelie
NokanbHbIN IPV6 B criricke PeXXMM Ha3HavyeHUs NOKanbHOro
IPv6-appeca soigencro 3naueHre CTaTU4ECKUN.

Bpems apeHabl
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MapameTp OnucaHune

CnBuHbTe  IEpeKodaTeNb  BIPaBO,  UYTOOBI  YCTpOICTBa,
NOJKJIIOUYEHHBIE K MapLIpyTH3aropy, B KauecTBe azapeca DNS-

cepBepa NoJayvyalin aapec MaplipyTuzaropa.

DNS relay CnBuHbTE  mepekiodyareiab — BIEBO,  4TOOBI  YCTpOMCTBa,
MOAKJIIOYEHHBIE K MAapIIPpyTU3aToOpy, B KadecTBe anpeca DNS-
cepBepa TMONydYadu ajapec, TNepeJaHHBId MpOoBalaepoOM WU
yka3zaHHbIN Ha cTpanuiie HacTponkn / UHTepHeTt / DNS.

[Tocne 3amanmst Bcex HeoOXomuMbIx 3HaueHni Haskmute kHonky MPUMEHUTD.

B pasgene Crtatuyeckme IP Boi moxere 3amath cBs3ku IPv6-ampecoB m MAC-aapecos
(Ha3HauuTH MOCTOSHHBIN [Pv6-anpec B nokanpHON ceTH Ui ycTpoHCTBa ¢ omnpenesneHHbIM MAC-
agpecoM). Mapmpytuzatop HazHayaeT [Pv6-agpeca B COOTBETCTBUM C CO3/IaHHBIMHU CBS3KAMH,
TOJIBKO ecii B pasznesie [iuHamuyeckune IPv6 B crinicke PeXXumM guHaMmuyeckoro HasHa4yeHus
IPv6-appecoB suizeneno 3nauenue Stateful.

Cratuyeckue IP W3BECTHBIE KIMEHTBI

{nA Toro YTobbl NprBasate IP-agpec k MAC-agpecy, BbIBepuTe YCTPORCTBO U3 CNNCKE NOAKMKOYEHHBIX KIWMEHTOB Uik jobaBbTe
HOBOE YCTPORCTBO

PucyHok 89. Hacmpolika nokanbHo20 uHmepgpetica. Bknadka IPv6. Pa3den dnsi cos0aHusi C8s130K
MAC-IPV6.

YroOsl co3narhk cBsizky MAC-IPv6, naxmute knonky [JOBABUTb (+ ). B oTkprIBIIEMCST OKHE
sanonaute none MAC-agpec. Bol Mokere BbIOpaTh YCTPOHCTBO, MOAKIIOUCHHOE K JIOKAIbLHOM
CeTH MapIIpyThU3aTopa B JaHHbI MOMEHT. J[Jsl 3TOro B pacKphIBAIOIIEMCs CIHCKE BBIOCPUTE
coorBercTBytommii MAC-aipec (pu 3TOM I0Jie 3allOJHUTCS aBTOMAarudecku). 3arem B none IP-
apgpec Beequte [Pv6-anpec, KoTophIii OyeT MPHUCBOEH YCTPOUCTBY ¢ ykazaHHBIM MAC-ampecom.
B mnome WUmA ycTpoucTBa 3amaiite Ha3BaHWE Uil YCTPOWCTBA B CeTH Ui yHOOHOM
uaeHtuukanuu (reoosizamenvuoiii napamemp). Haxkmure kaonky MPUMEHUTD.

Uto06n! co3nath cBsi3kd MAC-IPv6 mis yCcTpOWCTB, MOAKIIOUEHHBIX K MapIIPyTH3aTOPy B JAHHBIN
moment, Haxmutre kHonky W3BECTHBLIE KIMUMEHTbI. B orkpeiBiiemcss okHe BbiOepuTe
HeoOxonumoe ycrpoiictBo W Haxmute KHONKy OK. UtoObl B OKHE 0TOOpa3WiiCs aKTyasbHBIN
CIMCOK MOJAKITIOUCHHBIX yCTpOoicTB, HaxkmMuTe kHonnky OBHOBWUTD.

YroObl M3MEHUTH cyliecTBylomyto cBi3Ky MAC-IPv6, BbIOepHTE COOTBETCTBYIOIIYIO CTPOKY B
TabJHIle ¥ HAKMUTE JIEBYIO KHONKY MBIIHK. B OTKpBIBIIEMCS OKHE W3MEHHTE HEOOXOAMMBIE
napametpsl U Haxmute knonky MPUMEHUTD.

YroObl ymamuth cBsizky MAC-IPv6, ycraHoBUTE (praskoK ciieBa OT COOTBETCTBYIOLIEH CTPOKH B

tabnune n naxvure kaonky YAANUTb ([1)). 3arem masmure xaonky MPUMEHUTD. Ber Taroke
MOXKETE YAJIUTh CBSA3KY B OKHE H3MEHECHUS TapaMeTPOB.
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PyKOBOD,CTBO nonb3oBarens

HacTtpoika mapwpyTusatopa

®yHkyuu / Mexxcemeegol 3KpaH

IP-puvnbTp

Ha crpanunie @PyHKuumn /| MexxceteBomn akpaH / IP-punbTp Bel MokeTe co3narh npaBuia Uist

O6pa6OTKI/I CCTCBLIX ITAKETOB, a TAKIKC USMCHUTL WJIN YAAJIUTh PAHEC CO3JaHHBIC ITpaBUJIa.

dUNeTpbI

He coanaHo HW ogHoro npaeuna ans IP-unsTpos

NOBABUTh

PucyHok 90. Cmparuuya ®yHkyuu / Mexcemeeou akpaH / IP-¢hunbmp.

YT1o0OBI CO31aThb HOBOC IIpaBUJIO O6pa6OTKI/I CCTCBBIX IIakKCTOB, HaXXMUTC

OOBABUTB ().
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[ NaBHbIlE HACTPOWMKK

@ BinouuTs NpaBUno

Mms*

(@ Konuuecmao cumeonos donxwo Ouims He Donee 32

Oedctove

Pazpewmnts -
MpoTokon

TCP/UDP -
Bepcus IP

IPv4 -

IP-agpec HasHa4eHus

@ Bul Mowemes yrazams duanazon IP-adpecos, oduncdnoid P-adpec unu 1P-

adpec nodcemu (Hanpumep, 10.10.10.10/24 dnr adpecayuy IPv4 unu

IP-agpec ncTouyHuka

@ Bal MoXeme ykazams duanasoH IP-adpecos, odutoursld IP-adpec unu 1P-
adpec nodcemu (Hanpuwmep, 10.10.10.10/24 dna adpecauuu IPv4 unu
2001:00b8:85a3:08d3:1319:8c2¢:0370:7532/64 dna adpecauuw IPvE)

3anarh Kak

[uana3oH unwv oguHouHLIA IP-agpec -
HauansHeiit IPv4-agpec v
KoHeuHelit IPv4-agpec -
MopTol

@ Bal Moxeme yxazams 08UH NODM, HECKOMLKO MODIMOS YEPES JaMAMY0

{ranpumep, 80,90) unu duanascH Nopmos Yepes deoemoyus (Hanpumep, 80:90)

2001:0db8:-85a3:08d3:1319:8c2e:0370:7532/64 dna adpecauul IPvE)

3apnatb Kak

MopT HasHauyeHus

[wanazoH unu oguHouHeIR [P-agpec -

HauyansHeid IPv4-agpec

KoHeuHsint IPvd-agpec

MPUMEHWTb

) 3agatb NOPT UCTOYHUKA BPYYHYHO

PucyHok 91. CmpaHuya dobasrneHus ripasurna 0151 06pabomku cemesbix nakemos.

Bbl MokeTe 3a/1aTh CieyIonme napamMmeTphl:

MapameTp OnucaHwue

MaBHble HacTpPoWKu

BknounTtb npaBuno

YToO0BI AKTUBUPOBATH NIPAaBUJIO, CABUHLTC ICPCKIOYATCIIb BIIPABO.

YT0oOBI OTKIIFOUYHUTE IIpaBHJIO, CABUHBTEC IIEPCKIIOUATEIb BIICBO.

Haspanme mpaBuna juis ymoOHOW wuaeHTHUKAuu. Moxer OBITH

Nma
HpOI/ISBOJIBHLIM.
HeﬁCTBHe, KOTOpOG BBIIIOJIHACT JAHHOC HpaBI/IJ'IO.
 PaspewmTb -~ pazpemaer mepedady  MAKETOB B
neﬁCTBMe COOTBCTCTBHUU C KpI/ITepI/I}IMI/I, 3aJaHHBIMU HpaBI/IJ'IOM.

* 3anpeTtuTb — 3ampenaer nepenavy MakeToB B COOTBETCTBUU
C KPUTEPUSAMH, 33 JaHHBIMH [TPABUIIOM.
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PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHue

[IpoTtokon [1st mepeauu CeTeBBIX MakeToB. Bribepure Heobxonumoe
MpoTokon
3HAYEHUE U3 PACKPBIBAIOLLEIOCS CIIHCKA.
Bepcus IP-npotokona, amns KOTOpod OyaeT NPHUMEHSAThCS JTaHHOE
Bepcwus IP MIpaBuUIIO. Bri6epute COOTBETCTBYIOLIEE 3Ha4YeHUE u3
PacKpBIBAOILIETOCS CIIUCKA.
IP-apgpec ncrouyHuka
3apaTb Kak Bri6epute HE0OX0nMMOE 3HAUYEHUE U3 PACKPBIBAIOIIETOCS CIIUCKA.
Havaneneiii [Pv4- unu [Pv6-anpec nnanazoHa agpecoB UCTOYHHUKA.
Ecnu HeoOxomuMo 3agaTh OAMHOYHBIN aapec, OCTaBbTE TIOJE
HavanbHbIN IPV4- KoHeuHbin IPv4-agpec / KoHeuyHbin IPv6-agpec nycrbim.
ap.peI; I:aqaanbIM Bbl MoxeTe BbIOpaTh yCTPONUCTBO, MOAKIIOYEHHOE K JIOKAJIbHOM CeTH
vo-aapec MaplIpyTU3aTopa B JaHHBIH MOMEHT. [[j1sl 3TOro B pacKpbIBarOLIEMCS
cnucke BbiOepuTe coorBeTcTByOmuUi I1Pv4- mwnu IPv6-anpec (mpu
9TOM II0JI€ 3aIOJIHUTCS aBTOMaTHUECKH).
KoHeuHbin IPv4-agpec /
. Koneunsriit [Pv4- win [Pv6-anpec nuama3zoHa aapecoB HCTOYHHUKA.
KoHeuHbin IPv6-agpec
IPv4-agpec nogcetu / | IPv4- unu IPv6-anpec moaceru ucrounuka. Ilone orobOpaxkaercs,
IPv6-agpec noacetu ecid B ciucke 3aAaTh Kak BeiaerncHo 3HaueHne [oaceTb.

IP-appec Ha3Ha4yeHuA

3a,anb KakK BBI6epI/ITC HeO6XOI[I/IMOe SHAUYCHUC U3 PACKPBIBAIOIICTOCH CIIMCKA.

Havanbusiii [Pv4- unn IPv6-aapec nuanazona aapecoB Ha3HAYCHHS.

Eciun HeoOxommmo 3amaTh OAMHOYHBIM aApec, OCTaBBETE II0JIE
HavyanbHbIn IPV4- KoHe4Hbin IPv4-apnpec / KoHeuyHbin IPv6-agpec nycroim.
appec /| HayanbHbIN

Bb1 MoxkeTe BBIOpaTh yCTPOHCTBO, MOAKIIOUEHHOE K JOKAIBHOM ceTH
IPv6-apnpec

MapIIpyTu3aTopa B JaHHbIH MOMEHT. /[yt 3TOro B packpbIBaroLieMcs
cinucke BblOepure coorBercTByromuid IPv4 wnu [Pv6-aapec (mpu
9TOM I10JI€ 3aMOJIHUTCS aBTOMATUYECKH).

KoHeuHbIn IPv4-agpec /
. Koneunsiit [Pv4- unu IPv6-anpec nuanazoHa aapecoB Ha3HAUYECHHUS.
KoHeuHbin IPv6-agpec

IPv4-apnpec noacetn /| | IPv4- wnu IPv6-aapec moncern nasHauenus. [lome oroOpaxaercs,
IPv6-agpec noacetn | eciu B ciricke 3aAaTb Kak BoiiencHo 3HaueHne MoaceTb.
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MapameTp OnucaHue

MopTbl

[Topr IP-agpeca Ha3zHaueHus. Bbl MoxeTre ykazarb OIUH TMOPT,
MopT Ha3HauyeHunA HECKOJIbKO TOPTOB 4Yepe3 3allsATyi0 WM JMana3oH IMOpPTOB dYepes
JIBOETOUHE.

CaBuHbTEe NEpeKIrouaTesb BIPaBoO, YTOObI yka3arh nopt IP-aapeca
UCTOYHMKA BpyuHyro. [Ipu 3ToM otoOpaxkaercs mone [lopT
UCTOYHUKA.

3apaTtb nopt
MCTOYHUKA BPYYHYHO

ITopr IP-agmpeca wucrouHuka. Bbl MOXeTe yka3aTb OIUH IIOPT,
MopT nctouHuka HECKOJIBKO IIOPTOB 4epe3 3aliaTyl0 WIHM JUala3oH IOPTOB 4epes
JBOCTOUHE.

Haxxmure knonky MPUMEHUTD.

YrtoOsbl 3a71aTh Apyrue napaMeTpsl i KaKoro-a1u0o rnpasuiia, BBIOEpUTE COOTBETCTBYIOLIYIO CTPOKY
B Tabnuue. Ha oTKpbIBIIEHCS CTpaHUIE U3MEHUTE HEOOXOJMMBbIE MapaMeTpbl U HAXKMUTE KHOIKY

NMPUMEHUTb.
YroObl yAamuTh MPaBUIO, YCTAaHOBHUTE (JIAXKOK CJIEBA OT COOTBETCTBYIOIIEH CTPOKH TaOIUIBI U

F—N
naxmure kaonky YOAJIUTD ([ ). Ber takke MoxkeTe yanuTh OpaBUIO HA CTPAHHUIIE H3MEHEHHUS
apaMeTpoB.
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DMZ

DMZ-30Ha mpencTaBisieT coO0i Y3l UM CETMEHT CETH, PACIOJIOKEHHBIN «MEXIy» BHYTpPEHHEH
(oxanbHOM) ¥ BHemHed (TnoOanbHOM) ceramu. Peanmmzamuss DMZ-30HBI B MapuipyTH3aTope
MOJpa3yMeBaeT BO3MOXKHOCTD MEpeIavn 3ampoca, MPUIIEANIEr0 U3 BHEIIHEH CeTH Ha KaKol-Trubo
MOPT MapIIPyTH3aTOPa, HA YKa3aHHBIHN y3€ll BHYTPEHHEN CETH.

Ha ctpanune ®@yHKummn /| MexxceteBomn akpaH /| DMZ Ber moxete 3amars [P-anpec DMZ-y3m1a B
JIOKAJILHOU CETH.

DMZ

DMZ-30Ha npeAcTaBnsAeT coboid y3en WK CerMeHT CETU, PacmoNOXeHHbIA «MeXay» BHYTPEHHeN (N0KanbHoii) 1 BHeWHel (rnobansHoii)
ceTsmMu. Peanusauus DMZ-30HbI B MApLIPYTWU3aTope NogpasyMeBaeT BO3MOXHOCTb NepeAaqn 3anpoca, NpULIeLWero U3 BHELLHeA CeTh Ha
KaKoii-n16o NopT MapLIpyTH3aTopa, Ha YKasaHHbIA y3en BHyTpeHHel ceTu.

Bbl MoxeTe 3anaTh IP-agpec DMZ-y3na B nokanbHOM cetu.

) BknounTb

Brkntouuts NAT Loopback

PucyHok 92. CmpaHuua ®yHkyuu / Mexcemeeol akpaH / DMZ.
st onpenenenus DMZ-30HbI CIBUHBTE TIepeKiIrouareib BKMIOYUTB BIpaBo.

Beenute IP-ampec ysna Bamieir nokanpHON cetm B mone IP-appec. Bol Moxkere BbIOparh
YCTPOUCTBO, MOJAKIIOYEHHOE K JIOKAJIBHOW CETH MAapUIPyTU3aToOpa B JTaHHBIA MOMEHT. [[is 3TOrO B
pPacKpBIBAIOIIEMCS] CIIHCKE BBIOEpHUTE COOTBETCTBYyIOIMA [P-ampec (mpu 3TOM moiie 3amoaHUTCS
ABTOMAaTUYECKH).

Casunbre nepexmodaresis Bknounte NAT Loopback srpaBo, uToOb! 1101630BaTeNH JIOKATBLHON
CeTH MapHipyTh3aropa Moriu oOpamarbess Kk DMZ-y3my, wucrnonb3ys BHemHui [P-ampec
MapmpyTu3atopa uin ero DDNS-ums (eciiu nHactpoer DDNS-cepsuc). [lonp3oBarenu u3 BHENTHEH
ceTu o0pamarTes K MapiIpyTu3aropy mo atomy xe aapecy (wm DDNS-umenn).

Haxxmure knonky MPUMEHUTD.
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[Tpu aktuBupoBaHHO DMZ-30He Bech TpaduK, MOCTYMAOMMN HAa HEKOTOPBIA MOPT MHTEpdeiica
WAN mapuipytusaropa, OyeT nepeHanpaBisThCsl Ha aHAJOTHYHBIM MOPT ykazaHHoro IP-angpeca.
Taxxe crneayeT y4yuTblBaTh, YTO OONBIIMN MPUOPUTET MMEIOT BUPTYaJbHBIE CEPBEPHI, T.€. €CIH
CO371aH BUPTYaJIbHBIN cepBep ¢ BHemHero nopra 80 Ha KakoW-IuMOO MOPT CETEBOTO YCTPOWCTBA B
JIOKaJIbHOM CeTH MapuUIpyTHU3aTopa, TO MOIb30BaTeIH, HaXOAIUecs B TNI00ANbHOM CeTH, IPU BBOJIE
anpeca http://wan_IP MapwpyTmsaTopa B apeCHOH CTpoke Opay3epa NomnaayT HE Ha IIOpT
80 IP-agpeca, ykazanuoro Ha ctpanuiie ®PyHKUMKU /| MexceteBoun akpaH / DMZ, a na mopr u IP-
azpec, 3aaHHbIe ISl COOTBETCTBYIOLIETO BUPTYaJIbHOTO CEpBEpA.

Hns ynanenuss DMZ-30HbI CIABHHBTE MepeKiovaTeb BKMHOUYMTL BICBO U HAKMHUTE KHOIKY
NMPUMEHUTD.
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MAC-cunbTp

Ha crpanuiie ®@yHKumm / MexceteBon 3kpaH / MAC-cpunbTp Bbl MokeTe HACTPOUTH
¢unprparmo no MAC-anpecam Uit KOMIBIOTEPOB B JIOKAJIBHOW CETH MapUIPyTHU3aTOPA.

MAC-¢uneTp

Bbl MOXETE HacTpouTb IZPMJ'IpraLI'L'H'D no MAC-B,ﬂ'pECaM ANA KOMNbHOTEPOB B NOKansHoi ceTn MapLipyTU3aTopa.

Pexam no YMONUaHU

Pa3spewuts -

CNNCoK NCKNHOYEHMIA +

He co3aaHo HW ofHoro npasvna AnAa MAC-uNLTpOB

PucyHok 93. Cmparuua ®yHkuyuu / Mexcemeeoli 3kpaH / MAC-¢hunbmp.

YroObl HACTPOUTH (UABTpPALIMIO A BCEX YCTPOWCTB CETU MaplIpyTH3aTropa, BblOepuTe
HEOOX0IUMOE JICHCTBHE B criricke PeXUM no ymonyaHuio:

* PaspewmnTb — paspemaer IOCTyll K CETH MaplipyTuzaropa U K cetd MHTepHer mis
YCTPOICTB JIOKAJIbHOM CeTH (AaHHOE 3HauUEHUE 33JaH0 10 YMOIYAHUIO);

* 3anpeTuTb — 3ampenaeT JOCTYII K CeTH MaplIIpyTH3aTopa sl yCTPOUCTB JIOKAIBHOH CeTH.

' Bbl_MOXETE WCIIONB30BAThE PEXUAM _3aNpPeTUTb, TOIBKO eClIM HAa JAaHHOW CTPaHMIIE
B CcyIrecTBYET XOTA OBl OMHO aKTHMBHOE IIPABMIIO, Pa3pEIIaroliee J0CTYI K CETH VCTPOUCTBA.

Uto0sl co3narhk mpaBmwio (ykazare MAC-ampec yCTpOHCTBa, I KOTOPOTO OymeT MPUMEHSTHCS

pexum orpanuyeHuit), Haxmute knonky [JJOBABUTD ( -+ ).

[Job6aenenune npaemna X

@ BkouuTs Npasuio

Paspewuts -

COXPAHWUTb

PucyHok 94. OkHo dobaeneHus npasuna Onss MAC-¢gunbmpa.
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B otkpriBIIeMcst okHe Bbl MoeTe 3a7aTh CIEAYIOIME TapaMeTPhl:

MapameTp OnucaHune

YroObI AKTUBUPOBATH IIPpaBUJIO, CABUHBTC IIEPCKIOYATEIIb BIIPAaBO.
BknounTtb npaBuno
qT06BI OTKJIIOUUTH IpaBUJIO, CABUHBTC MEPCKIOYATCIIb BJICBO.

I[eﬁCTBHC, KOTOPOC BBITTOJIHACT JAHHOC IIPAaBUJIO.

* 3anpeTtuTb — 3ampemiaer A0CTyn K cetu MHTepHET st
ycTpoiicTBa ¢ 3agaHHbIM MAC-agpecoM, Jaxke eclid PexuM

o I10 YMOJYAaHUIO pa3peuiacTt JOCTVYII 41 BCEX YCT OﬁCTB.
DencrBue Y pasp 4 yerp

* Pa3pewmTb — paszpemaer 10CTyI K CETH MapLIpyTH3aToOpa
n k cetu MHrepHer s ycrpolictBa ¢ 3agaHHbIM MAC-
anpecoM, JaXe €CIIM PEKHUM 110 yMOJYaHHUIO 3alpellaeT
JOCTYII JUIsl BCEX YCTPOUCTB.

MAC-anpec ycTpoiicTBa U3 JIOKaJbHON CETU Mapuipytuzaropa. Bel
MOKETE BBIOpaTh YCTPOWCTBO, MOJKIIOYEHHOE K JIOKAIbHON CETH
MAC-agpec MapIIpyTU3aTopa B JaHHBII MOMEHT. J{Jis 3TOr0 B pacKphIBAIOIIEMCs
CIUCKE BbIOEPHUTE COOTBETCTBYIOIIEE YCTPOMCTBO (IIPH 3TOM IOJE
3aIOJIHUTCS. aBTOMATUYECKH ).

< Haspanue  yctpoiictBa  1uid yI0OHOM UICHTU(DUKAITNN
MUmsa ycTpoucTBa .
(neobsizamenvubiil napamemp). MoxeT OBITh TPOU3BOIHHBIM.

[Mocne 3amanus HeoOxoauMbIX apamerpoB HaxkmuTe kHorky COXPAHUTD.

YT1o0OBI 3a4aThb JPYTruc nmapaMeTpbl IJId KaKoro-1moo IpaBujia, BLI6epI/ITe COOTBCTCTBYIOIIYIO CTPOKY
B Ta6JII/IIIe. B OTKPLIBHICMCS OKHC HW3MCHHUTC HGO6XOI[I/IMBI€ mapaMEeTpbl MU HAXMHUTC KHOIIKY

COXPAHUTD.

UYroObl ymanuTh MpPaBHUIIO, YCTAHOBHUTE (DIAKOK CJIEBa OT COOTBETCTBYIOIICH CTPOKH TAONHIBI U

F—N

naxvure kaonky YOANUTb ( [ ). Ber Takke MoxkeTe ynaauTh mpaBuio B OKHE H3MEHEHHS
napaMeTpoB.
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HacTtpoika mapwpyTusatopa

dunbTp web-canTtos

Ha crpanunie ®PyHKuum /| MexceteBon akpaH /| ®unbtp web-cantoB Bel mokere 3a1ath
OrpaHMYCHHUS Ha IOCEIICHHE HEKOTOPBIX Web-CaiiToB, a TakKe OIpeNe/IuTh YCTPOWCTBA, IS
KOTOPBIX OyAyT MPUMEHSTHLCS 3a[aHHBIC OTPAHUYCHHSL.

Bbl MOXeETe 3aaTb OrpaHUYeHns Ha NoCceLleHne HEKOTOPbIX web-canTos. MpaBnna MOXHO NPUMEHNTL K yCI'pDFICTBaM, KOTOpble AobasneHsbl
B CNWCOK, UK KO BCEM, KpOME YCTDDHCTB 13 cnncka.

Brntouunts
DUNbTpaUmUs aapecoB DUNBTPALMA KNUEHTOR
BrnokupoBaTk ykasaHHble agpeca v Bce, kpome yCTPOWUCTB M3 CnMcKa w
Anpeca -+ KnueHTbl +
URL-agpec CoBnagexve ¢ wabnoHom Nma MAC-appec

PucyHok 95. Cmparuua ®yHkyuu / Mexcemeeol akpaH / ®unbmp web-calimos.

Yro6s! BrmounTh URL-GunbTp, caBuHbTE NIepekioyaresis BKIKOYUTB BripaBo, a 3ateM BbIOepuUTe
pexuM B crincke PUNbTpaLmsa agpecos:

BrnokupoBaTb yKasaHHble agpeca — npu BbIOOpE STOr0 3HAYCHUS MapIIPyTHU3ATOP
OJIOKHMpYeT AOCTYT KO BceM web-caiiTam, 3alaHHbIM B pa3zeic Agpeca;

BnokupoBaTb BCe agpeca, KpoMe YKa3aHHbIX — Ipu BbIOOpE JTOr0 3HAYEHUS
MapIIpyTU3aTOp pa3peliaeT TOCTYI TOIBKO K web-caiitam, 3aJaHHBIM B pa3zierne Agpeca, u
OJOKHpYeT JOCTYT KO BCEM OCTaJbHBIM CalTaMm.
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Yrobsl nobaButh URL-anpeca, k KOTOPBIM OyleT MPUMEHSTHCS 3aJaHHBIA PEKUM (UIBTPAINU, B

pasnene Apgpeca naxmure kHonky JOBABUTb (+ ). B otkpeiBmiemcst okHe Bbr Moxere

3aaTh CJIICAYIOIIHEC ITapaMCTpPhI:

MapameTp OnucaHwue

URL-agpec URL-anpec, wacts URL-anpeca uiu Kit04eBOE CI0BO.

BLI6CpI/ITC HCO6XO,I[I/IMOC 3HAaYCHHUEC B PACKPBIBAOIIEMCS CITMCKE.

® MonHoe — SaHpaH_II/IBaCMHﬁ aapecC T0JKEH TOYHO COBIIAAaTh
CO 3HA4YCHHEM, 3aJaHHBIM B I10JIC BBIIIIC.

® Havano — 3anpamnBaeMLn71 aapeC NOJLKCH HAYUHATBCA CO
3HA4YCHHA, 3aJaHHOT'O B ITIOJIC BBIIIC.

CoBnageHue ¢

LwabrioHoOM
b KOHeU, — SaHpaH_II/IBaeMHﬁ az[pec JOJIDKEH OKAaHYUNBATHCSA

3HaAYCHUECM, 3aJaHHBIM B IT1OJIC BBIIIC.

° YacTtunyHoe — 3aHpaI_HI/IBaeMLII\/'I aipeC NOJDKCH COHACPKATh
3HA4YCHUC, 3aJaHHOC B I10JIC BBIIIC, B JII000I CBOEH YacTH.

Haxxmure knonky COXPAHUTD.
Y100l ymanuTh Kakod-muOo aapec u3 cnucka URL-aapecoB, ycraHOBHTE (IaXKoK ClieBa OT

F—N
COOTBETCTBYIOIIEH CTpoku Tabmuusl u Haxmute knonky YOAJIUTb ([U]). Bur Taxke moxere
YAAIUTh 3JPeC B OKHE U3MEHEHHS ITApaMETPOB.

UroObI OmMpeNeNuTh YCTPOWCTBA, JJSi KOTOPBIX OyayT JCHCTBOBaTh 3aJlaHHBIC OTPAHHYCHUS,
BbIOEpHUTE HEOOX0IUMOE 3HAYCHHE B clTucke PUMBTPaLUA KITMEHTOB:

* YcTpouMcTBa U3 CMUCKA — MpH BBHIOOPE ITOr0 3HAYCHHUS MApIIPyTH3aTOp MPHUMEHSIET
OTpaHMYCHUS TOJBKO K YCTPOMCTBAaM, 3a/laHHBIM B paszzene KnueHTbl;

* Bce, Kpome yCTPOUCTB M3 CNMUCKA — IpU BHIOOPE STOTO 3HAYCHUSI MAPIIPYTHU3aTOP HE
NPUMEHSIET OTPAHUYCHUS K YCTPONCTBaM, 3a/laHHbIM B paszeiic KMeHTbI, Ho npumeHser
OTpaHMYEHUS K OCTAJIbHBIM YCTPONHCTBAM.

YT1oObl 100aBUTH KIIMEHTA B CITUCOK, B paznene KnueHTbl naxvute kHonky [JJOBABUTb (+ ).
B otkpeiBiiemcst okae B noie MAC-agpec Beenute MAC-aapec ycTpoiicTBa U3 JOKaIbHON CETH.
Bb1 MoxxeTe BBIOpaTh yCTPONCTBO, MOAKIIOUEHHOE K JIOKAIBHOM CETH MapIIpyTH3aTopa B JAaHHBIN
MOMEHT. /IJi1 3TOro B pacKphIBAIOIIEMCsl CIIMCKE BBIOEPUTE COOTBETCTBYIOIIEE YCTPOMCTBO (IpU
HTOM I10JI€ 3aIIOTHUTCS aBTOMaTHyeckn). 3areM B nosie Ms 3anaiiTe Ha3BaHMe JUIsl yCTPOICTBA 1S
ynoOHo#M uneHtudukaiuu 1 Haxmute kHonky COXPAHUTD.

Uto0Bl yoaiuTh KIMEHTA W3 CIHCKA, YCTAaHOBUTE (UIAKOK CJIEBa OT COOTBETCTBYIOIICH CTPOKHU

F—N
Tabmumel 1 Haxvute kHormky YOAJNUTb ([U]). Bor Taxke MokeTe ygannTh KIMEHTa B OKHE

HN3MCHCHHA IMapaMCTPOB.

[Mocne 3aBepiienus HacTpoitkin URL-dunsrpa Haxxmure kHonky MPUMEHUTD.
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3awmTta ot DoS

Ha crpanuinie ®@yHkummn /| MexcereBon akpaH / 3awmTta ot DoS Brl Moxkere HaCTpPOHTH
3amuTy oT DoS-arak paziauyHoro tumna.

DoS-araka (Denial of Service, omxaz 6 obcnysxcusanuu) — 3TO TUI CETEBOW aTaku, MPU KOTOPOI
3IIOYMBIIINIEHHUKA MOTYT CYIIECTBEHHO CHHM3UTh MPOU3BOJUTEIHLHOCTh MapIIpyTHU3aTopa |
MOJKJIFOYCHHBIX K HEMY YCTPOWMCTB, a TaKKe BbI3BaTb cOOM B WX padoTe, OTIpaBisisi OONBIIOE
KOJTMYECTBO OJHOTUITHBIX 3aIPOCOB.

3awmta ot DoS

Bbl MoxeTe HacTpoOUTb 3aWuTy OT DoS-atak pas3nu4YHoro Tuna.

. Brntountb

@ Brntouetie DOS-(DHLTPE MOXET MPUBECTU K HEIHAYUTENLHOMY CHUKEHIMIO OBLLEH NPON3BOANTENbHOCTH YCTPOlCTBa

JNsi KaXKaoro UCTOYHMKA Opyrve HacTpomnku
) TCP/SYN ) TCP/UDP ckaHvpOBaHve NopToB
TCP/FIN J© 1P Land
ubpP ] IP Spoof
ICMP ] IP TearDrop
J© TCP scan

] TCP/SYN ¢ aaHHbIMK
) UDP Bomb

) BnokupoBka aTakytouwero IP

NPUMEHWUTb

PucyHok 96. Cmparuua ®yHkyuu / Mexcemeeou 3kpaH / 3auyuma om DoS.

Yr1oOBI BKIIFOYUTH 3allUTy OT DOS-aTaK, CABUHBTC IMCPCKIIIOYIATCIIb Bknrouutb BIIpaBO. HpI/I 3TOM
Ha CTpaHHUIlE 0TOOpaXkaroTcs paszeisl [JANA KaXXaoro UCToYHUKa u [ipyrme HacTpoOMKu.
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B paznene [na Kaxxgoro MCTOYHMKA Bel MoXkeTe BKIIOYHTH 3alIUTy OT OCHOBHBIX BHJIOB DoS-
arax.

MapameTp OnucaHune

TCP/SYN Bxmroyaer 3ammry OT OONBIIOTO KOMWYECTBA 3alpOCOB  Ha
nonkitoueHue (TCP-maketoB ¢ ¢marom SYN).
TCP/FIN Britoyaer 3amuTy OT OONBIIOTO KOJNMYECTBAa 3allpOCOB  HA
3aBepuenne coequHenus (TCP-makeToB ¢ gmarom FIN).
UDP Brurouaet 3amuty ot 6ombinoro konmuyectsa UDP-makeTos.
ICMP Bxuttouaert 3amuty ot 6ombinoro konuyectsa ICMP-nakeToB.

CIOBUHBTE COOTBETCTBYIOIIUE TMEPEKIIOYATeId BIpaBo. B moie MOPOr, COOTBETCTBYIOIIEM
MePEKITF0YaTeNIo, 3a/IaliTe MAKCUMAJIBHOE KOJIMYECTBO MAKETOB, MOCTYNAKIINX ¢ oaHoro [P-anpeca
B CEKyHJy. 3HAYCHHE JAHHOTO TMOJS JODKHO OBITh Oonbine Hyms (Hampumep, 200). 3arem B
pasznene [ipyrne HaCTPOMKM cBuHbTE Nepekimodareib BrokmpoBka aTakyrowero IP smpaso
U B orobOpasuBiiemcs moje Bpemsi GNOKMPOBKM 3amaiite mepuox OmokupoBku IP-ampeca
UCTOYHHMKA B CeKyHnax (Hampumep, 120). [Ipu mpeBbIIEHUH MOPOTOBOTO 3HAYCHHS HCTOYHHK

MaKeToB OyJeT 3a0JIOKMPOBAH Ha 3a/laHHBII MTEPHOJl BPEMEHH.

B pasnene [ipyrne HacTpOMKU Brl MoxkeTe aKTUBUPOBATH JIOMOJHUTEIBHBIC CIIOCOOBI 3aIIUTHI.

MapameTp Onucanue

brnokupyer ucrounnk TCP- wim UDP-nmakeToB, mOpoBEpsIOMIMX
COCTOSIHME TIOPTOB, €CJIM Mapuipytuzarop mnoiydaer Oosnbmie 200
3allpoCcoOB B CEKyHAY C ofHoro u Toro ke IP-ampeca. Mcrounuk
Oymer 3a0loOKMpoBaH Ha BpeMs, 3aJaHHoe B mnone Bpems
TCP/UDP ONOKUPOBKU  (Torie  OTOOpaXkaeTcs, €CIIM  MEePeKII0YaTesb
cKaHupoBaHue noptoB | BroknpoBka aTakytouwero IP casunyt Brpaso).

Ecnu nepekitoyarens CABUHYT BIIPaBO, HA CTPaHUIIE OTOOpakaeTcs
nepekiroyarer BblCOKasi 4yBCTBUTENbHOCTb. AKTHUBUpYITE
HACTPOWKY, 4YTOOBI MapIIPYTU3ATOp OJIOKMUPOBAII HCTOYHHK, €CIIA OH
npuckuiaeT 6ombine 10 3ampocoB B CEKyHY.

brokupyer TCP-makersr ¢ ¢marom SYN, B kotopeix IP-agpec u
IP Land HOMEp IopTa OTHpaBuUTENs coBmazaer ¢ IP-axpecoMm m HomepoMm
HOpTa NOTyYaTelIs.

brnokupyer naketsl, B KoTophiX [P-ampec mcTOYHHMKA COBIAIAET C

IP Spoof
P LAN IP-agpecom MapuipyTu3aropa.
brokupyer dbparmentupoBanabie [P-makeTsl, eciiv mpu COOPKE ITHX
IP TearDrop pyeT ¢bp P P P
MIaKeTOB BO3MO’KHA OLIMOKA.
TCP scan brokupyetr TCP-nakeTsl ¢ HEOMYCTUMBIMU (prIaramu.
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MapameTp Onucanue

TCP/SYN ¢ gaHHbIMM brnokupyer  TCP-maketrst ¢ ¢marom SYN, ecim  oHH
(dbparMeHTHPOBAHBI WK COJEPKAT JaHHBIC.

brnokupyer UDP-nmaketsl, eciau OHHM conxepKaT HEKOPPEKTHbIE

UDP Bomb
CITy>KeOHBIC TaHHBIE.
C,Z[BI/IHLTC NEpCKIOYaTeIib BIIPABO, yTOOBI 6J'IOI(I/IpOBaTL HCTOYHHUKU
MaKCeTOB, 3alluTa IPOTHUB KOTOPBIX AKTHBHUPOBAHA B PA3ACIIC
BrnokunpoBka

[dpyrne HaCTPOWMKWN, Ha opeaeIeHHbIN [IEpUO BPEMEHHU. 3a1aiTe
atakywuuero IP Py P ’ P P P
HEOOXOMMOE 3HAueHHWE B CEKyHJaX B OTOOpa3HMBIIEMCS TIOJE

Bpems 6nokMpoBKu.

[Mocne 3apanmst HeoOXoAUMBIX apameTpoB HaxxmuTe kHonky MTPUMEHUTD.

CtpaHuua 126 n3 198



DIR-615 BecnposogHow MaplupyTtudatop N300
PykoBogcTBo nonb3oBarerns Hactpoitka maplipyTu3atopa

®yHkyuu / Wi-Fi

YnpaBneHue KJImneHTaMu
Ha crpanune ®yHkuum /| Wi-Fi / YnpaBneHue knmeHTaMmu Bbl MoXeTe MPOCMOTPETh CIMCOK

0ecTpOBOAHBIX KIIMEHTOB, MOJKIIOYEHHBIX K MapLIPyTU3aTOPY.

YnpaeneHue KnneHTami

Brl moxeTe NPoOCMOTPETE CMMCOK E-eCI'IpDBOﬂ,HbIX KMWEHTOE, NOAKNHUEHHEIX K MapLUpYyTWU3aTopY.

Cnwrcok Wi-Fi-knneHTOB OBHOBWUTb
D MmA ycTpolcTea MAC-agpec ViMA ceTu (SSI1D) YpoBeHs curHana Bpema nogknousHuA
D MI6-MiPhone 50:8F:4C:E3:9E:50 DIR-XXX = 69% 5 MWUH.

PucyHok 97. CmpaHuua 051 yrpasneHusi nooKIYeHHbIMU 6ecripo8odHbIMU yecmpolcmeamu.

Eciu HeoOXoIMMO OTKIIOYUTH Kakoe-TH00 YCTPOMCTBO OT OeclnpoBOAHON CETH, yCTaHOBUTE
bmaxxok B cTpoke, coaepxkameid MAC-aapec 93TOTO YCTPOMCTBA, M HAXMHUTE KHOIKY

OTKIIOYUTD.

YtoObl Ha CTpaHHWIle OTOOpaswiach camas akTyanbHas uHpopMaims 00 yCTpOHCTBaX,
MOKITFOYCHHBIX K OecrpoBoaHOi cet, HaskmuTe kHonky OBHOBUTbD.

YT0o0BI TPOCMOTPETH MOAPOOHYI0 HHPOPMAITUIO O MOAKIIOYEHHOM YCTPOMCTBE, IIEITKHUTE JICBOU
KHOIIKOM MBI Ha CTPOKe, copepxaiueid MAC-aapec 3Toro ycrponcrsa.
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WPS

Ha crpannune ®PyHkumm /| Wi-Fi /| WPS Bbi mMoxere akTuBUpOBath (DYHKIMIO HACTPOMKH
OecTIpOBOIHOI CEeTH, a TaKKe BBEIOPATh CIOCO0 MOIKITIOUEHHUS K OECIIPOBOIHON CETH.

Oynkuus WPS no3BosisseT aBTOMarndyeckd HACTPOMTh 3alMIICHHYH0 OECHpOBOAHYIO CETb.
YerpoiicTBa, MOAKIIIOUaeMble K OeCIIpOBOTHON CETH MaplIpyTH3aTopa ¢ nomolisio pynkimuu WPS,
JIOJDKHBI TIOAJIEPKUBATh TaHHYIO (DYHKIIHUIO.

' Oyukumst WPS nmo3Bonser 100aBidTh YCTPONUCTBA TOJBKO K OCHOBHOW OECIIPOBOIHON ceTr
u MapuipyTu3aropa.

JI)1s MCTIONB30BaHMS 3TOM (QYHKIMKM HEOOXOIMMO 3apaHee 3a/1aTh Ui OCCIPOBOIHOM CETH
THI ceTeBoii ayTeHTH(ukaimu Open ¢ BeikaoueHHbiM mirdposanrem, WPA2-PSK niu
WPA-PSK/WPA2-PSK mixed ¢ meronom mudbpoanus AES. Eciu 3ananel apyrue
HACTPOWKH 0€30MacHOCTH, AneMeHThl cTpanuiibl WPS HenocTymHbL

WPS

®yHKLMA WPS N03BONAET aBTOMaTHHECKH NOAKMIOUNTLEA K 6ecnpoBoAHO CeT MapLupyTH3atopa. MoAKNoYaeMble YCTPORCTBa
AOMKHB! NOAAEPXNBATE AGHHYH GYHKLMIO.

BbIKNIOYUTE WPS

YnpasneHne WPS WHbopmaums

Cratyc WPS: CroHGurypmpoBaHo
YCTAHOBWTEL COEWHEHWE
Wma cetn (SSID): DIR-XHX

CeTeBas ayTeHTUHMKALINA:

@ Bwirovats pyHKUMIO WPS C NOMOLLBH
H WnppoeaHne: AES
annapaTHOIA KHOMKM

Maponb PSK: 12345670

OBHOBUTb CEPOCHUTb KOH®UIYPALIUIO

@ CHBHHLTE T

gy WPS ¢

HOYaTEAD BAEEO, Y

10 COOTBETCTEYIER

PucyHok 98. Cmparuya 0nsi Hacmpouku gyHkuyuu WPS.

Ber moxere axtuBHpoBaTh (QyHKIHIO WPS ¢ momomipio web-uHTEpdeiica W ¢ TOMOIIBIO
annapartHoii kHonku WPS/RESET Ha xopmyce ycTpoiicTsa.

YroObl akTHBHpOBaTh (hyHKIHIO WPS ¢ MOMOIIBI0 KHOIIKM Ha KOpIYCe, CABHUHBTE MEPEKIouaTesb
Bknioyatb ¢yHkumio WPS c nomouwibio annapaTHOM KHOMKWU BrpaBo. 3areM IpH
BKJIIOYEHHOM ycTpoiictBe HaxkmuTe KHOnNKy WPS/RESET wu ornycrute. CBeTroauonHblit
uHaukarop becnpoBoaHas cerb / WPS nomkeH Hadath MelieHHO murarb. Kpome Toro, mnpu
HA)KaTUU HAa KHOIKY BKJIIOYAeTCs OecrnpoBOAHOW WHTEp(ElC YCTpOWCTBA, €CIM paHee OH ObLI
BBIKJTFOUEH.

Ecmu Brl xoTHTE 3allPCTUTh AKTHBAIIUIO (I)YHKI_[I/II/I WPS ¢ TIOMOIIBIO KHOIIKHW Ha KOPITyCEC, CABUHBTC
nepexiroyares Bkrtovate ¢pyHkumo WPS ¢ nomowbio annapaTHOU KHOMKWU BJICBO U
ybenurech, uro pynkuus WPS He akTuBHpoBaHa B web-uHTepdeiice ycTpoiicTsa.
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HacTtpoika mapwpyTusatopa

UroObl akTuBUpoBaTh ¢yHKIMIO WPS ¢ mnomompio web-uHTepdeiica, HaXMHTE KHOIKY

BKINMIOYUTb WPS.

Ecnu ¢pynkius WPS aktuBupoBaHna, Ha cTpaHuile qoctymeH pasaen MHopmauums.

MapameTp OnucaHue

Cratyc WPS

Cocrosiaue ¢pynkuun WPS:

* CKOHdurypmpoBaHO  (3agaHbl  Bce  HEOOXOAUMBIE
HACTPOWKM, OSTH HACTPOHKM OyayT HCIOJIB30BAaHBI TIPU
yCTaHOBKE OECIPOBOIHOTO COSAMHEHUS),

* He ckoHdurypupoBaHo (nocie aktuBanuu ¢pyHkuua WPS
Ha3BaHWE CeTH M KiIou mmdpoBaHus OyayT 3aJaHbl
ABTOMAaTUYECKH, TUI CETEBOW ayTeHTH(UKAIIMK U3MEHUTCS Ha
WPA2-PSK).

Umsa cetu (SSID)

Haspanue cetu mapuipytusaropa.

CeTteBasn Trm CeTeBoOit ayTeHTU(HUKaIUH, 3aJaHHBII JIs ceTu
ayTteHTUdukaums MapIIpyTH3aTopa.
WudpoBaHue Texkymmii Tun mmdpoBaHus, 3aJaHHBINA IS CETH MapIIPyTH3aTOPA.
Tekymuii  mapoilbs  mmdpoBaHusA,  3aJaHHBIN IS CeTH
Maponb PSK I P Pp A A
MapuipyTH3aTopa.
HaxxmMuTe KHONKY JyIi OOHOBICHHS IAHHBIX, IPEICTABICHHEIX Ha
OBHOBWUTb ! y A A bea
JTAHHOW CTpaHUIIE.
CBPOCHUTDb
Haxxmute kHOIKY 11 cOpoca mapameTpoB dbyHknu WPS.
KOH®OUIYPALIMIO y Au1s COpoca MapameTpoB (ki
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PyKOBO,EI,CTBO nonb3oBarend

HacTtpoika mapwpyTusatopa

Ucnonb3oeaHue pyHkyuu WPS u3 web-uHmepgbpelica

JIns monKITIOYeHUsT K OCHOBHOHM OecrpoBOAHOM ceTH ¢ momompbio ¢yHkuuun WPS BeImomHuTe

NEPCUYNCICHHBIC HUXKC JIEeHCTBHS.

1.
2.

Haxxmute knonky BKITKOUYUTb WPS.
B paznene YnpaBneHue WPS naxvure knonky YCTAHOBUTb COEOUHEHUE.

Beibepure meton PBC B mporpaMmHOM obOecnedeHnr OeCpOBOIHOTO YCTPOWCTBA,
MOKJIFOYaeMOT0 K O€CITPOBOTHOM CETH.

Haxxmute COOTBETCTBYIOILIYIO KHOIIKY Ha KOpIIyC€ WJIM B IPOrPaMMHOM 00€CIeYeHHU
0ecrpoBOAHOIO YCTPONUCTBA, MOAKII0YAeMOro K O€CIIPOBOJHON CETH.

Cpasy naxxmute knonky COEQUHWUTD B web-untepdeiice mapmpyrusaropa.

Ucnonb3oeaHue ¢pyHkyuu WPS 6e3 docmyna k web-unmepdelicy

Bbe1 Mmoxxete ucnonbs3zoBarh (GyHkimo WPS, He oOpamasice k web-uHTepdeiicy mMapiipyTuszaropa.
J1J1st 3TOr0 HEOOXOIUMO HACTPOUTH MAPIIPYTH3aTOP COOTBETCTBYIOIIUM O00Pa30M.

1.

3ajgaiiTe  COOTBETCTBYIOIIME HACTPOWKM O€30MacHOCTH s OECIpOBOIHOW  CETH
MapIIpyTHU3aTopa.

Voenutech, 49ro mepekiaouarens Bknwo4vatb dQyHkumro WPS ¢ nomouwbro
annapaTHOW KHOMKW CIBUHYT BIIPABO.

Haxxmure knonky BKITFOUYUTb WPS.

3aBepmute pabory ¢ web-untepgeiicom MapuipyTtuzaTopa (HaKMHUTE Ha CTPOKY MEHIO
Bbintn).

Bnocnenctsuu Bel MoxkeTe 100aBIsATh YCTPOWCTBA B OECIIPOBOAHYIO CETh MPOCTHIM Ha)KaTUEM Ha
kHoniky WPS/RESET wmapuipytuszatopa.

1.

Bribepute meron PBC B mporpammHOM obecriedeHHH OECIPOBOIHOTO YCTPOMCTBA,
MOJIKITIOYaeMOT0 K OECITPOBOIHOM CETH.

HaxmMuTe COOTBETCTBYIOLIYIO KHOIIKY Ha KOpIIyceé WJIM B IIPOrpaMMHOM OO€CIeYeHHU
0ecIpoBOAHOTO YCTPOUCTBA, MOAKIIOYAEMOTr0 K O€CIIPOBOTHOM CETH.

Haxwmure knonky WPS/RESET mapuipytuzaropa u otmyctute. CBETOAMOIHBIN UHIUKATOP
BecnpoBoanasi cerb / WPS HauHeT MeJIEHHO MUTaTh.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

WMM
Ha crpanuie @yHkumm | Wi-Fi / WMM Bei moxete aktuBupoBath Gpynkuuro Wi-Fi Multimedia
(WMM).

Oyukiuss WMM peanusyer Mexanusm QoS ans GecnipoBOAHBIX coequHeHHid. OHa TO3BOJSET
VAYYIINTh KauecTBO IMepenaud naHHeIXx 1o Wi-Fi-cetn 3a cuer Ha3HayeHHs MPHOPUTETOB
pa3IMyYHBIM TUTIAM Tpaduka.

Yr1oObl HacTpouth ¢(yHkumo WMM, BbeiOepuTe HeoOXomumoe JeicTBHE B crucke Pexum
paboTbi:

* ABTOMaTM4eCcKM — napamerpbl PyHkimu WMM HacTpauBaroTcs aBTOMaTHYEeCKH (JaHHOE
3HAUEHME 33J]aHO 110 YMOIYAHUIO).

*  Bpyu4Hyro — napamerpsl ¢pyHkimu WMM HacTpauBatorcsi BpyuHyto. [Ipu BbiOOpe 3TOrO
3HAa4YEHHMs Ha CTPaHHMIE 0OTOOpaXkaroTcs pasnensl Touka goctyna u CtaHums.

*  OTKNrYeHo — pyuknus WMM oTKItoueHa.

Wi-Fi Multimedia

Mexaruam YNYYLWEHNA Ka4ecTsa pﬁ[—)OTn [—)EEFDOBO,'JHDL:‘ cetn. He PEKOMEHOYETCH CAMOCTORTENBHO M3MEHATH 38aHHbIE NapameTpbl

Pexum paboTel

Bpyunyto -
To4ka goctyna CraHuuna
AC  AIFSN  CWMin  CWMax TXOP ACM  ACK AC AIFSN CWMin CWhax TXOP  ACM
BK 7 31 1023 0 off off BK 7 15 1023 0 off
BE 3 15 63 0 off off BE 3 15 1023 0 off
vl 1 7 15 94  off off Vi 2 7 15 94 off
VO 1 3 7 47 off off \Ye] 2 3 7 47 off

PucyHok 99. Cmparuua 0nsi Hacmpouku ¢yHkuyuu WMM.

' B cucreme 3agaHbl Bce HEOOXOOMMBIE IIapaMeTpbl JUIS gk WMM. H3mMmeneHue
®  apaMeTpOB BPYYHVIO MOXKET OKA3aTh HETATHBHOE BIAXWSHHE HA Banry 0eCOpoOBOIHVIO CETE.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

Oynkuus WMM no3Bosisier HazHayaTh MPUOPUTETHI JUIsl YeThIpeX Kareropui mocrymna (Access
Category, AC):

*  BK (Background, ¢honoswiii pescum) — Tpaduk ¢ HU3KUM MIPHOPUTETOM (3aJaHUS HA T1€YaTh,
3arpyska (aitsios, mp.);

* BE (Best Effort, nyuwee xauecmso u3z 803moxcHo20) — TpAQHK OT YCTapeBIIUX YCTPOICTB
WIN YCTPOMCTB U MPUIIOKEHHI, KOTOpbIE HE MOAePKUBAIOT PyHKIHIO QOS;

* VI (Video, nepeoaua suoeo);
* VO (Voice, nepeoaua 2onoca).

[MapameTpbl kaTteropuii 1ocTyma OnpeAeiIeHbl Kak Ui caMoro MapuipyTusaropa (B paszaene To4ka
AOCTYNa), Tak 1 s OECIPOBOAHBIX YCTPOMCTB, MOAKIIOUEHHBIX K HeMy (B pasaene CTaHUms).

YroObl M3MEHUTHh MapaMeTpbl KaKOM-TM00 KaTeropuu JAOCTYIa, BbIOEPUTE COOTBETCTBYIOIIYIO
CTPOKY M HaXXMHTE JIEBYI0 KHONKY MbIIIM. B OTKpbIBIIEMCS OKHE H3MEHHUTE HEOOXOJUMbIE
apameTpsl.

Pegammpoaa:-me TOYKN X

Joctyna: Background

AIFSN®

7 -
CWMin
3 -
CWhax
1023 -
TXOP*
0
Jo ACM
) ACK

3AKPbITb

PucyHok 100. OkHo 0nis1 usmMeHeHus napamempos pyHkyuu WMM.

MapameTp OnucaHue

Arbitrary  Inter-Frame  Space  Number —  koa¢hguyuenm
NEPEMEHHO20 MENCKAOPOBO2O UHMEPBAILA.

AIFSN

OTOT mapaMmeTp BJIMSET Ha BPEMEHHYIO 3aJCpXKKy JUIsl JTaHHOM
KaTreropuu Aoctymna. Yem MeHblIe 3HAYEHUE AAHHOIO MapaMmerpa,
TEM BBIIIE IPUOPUTET KATETOPHUH TOCTYTIA.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHue

Contention Window Minimum — MuHumaneHulii pasmep OKHA
KOHKYPEHMHO20 00Cmyna.

Contention Window Maximum — maxcumanvhwili pasmep OKHA
KOHKYPEHMHO20 00CMYNd.

CWMin / CWMax

DTH mapaMeTphl BIUAIOT Ha BPEMEHHYIO 3aJCPXKKy UIS JaHHOM
kareropun jaoctymna. 3Hadenue nons CWMax He 10mKHO OBITH
menbiire 3HadeHus momst CWMin., Uem Menbliie pa3HHIIA MEXIY
sgauenueM nons CWMax u 3nauenuem mons CWMin, tem Brime
MPUOPHUTET KATETOPUHU JOCTYyIIA.

Transmission Opportunity — 603MOMCHOCMb nepeoayu OAHHbIX.

TXOP UeMm Ooibllle 3HAYCHUE JaHHOTO IMapaMceTpa, TCM BBILIC ITPUOPUTCT
KaTeropuu A0CTyIa.

Admission Control Mandatory — o6s3amenvhbiii KoHmpoib 0OnycKa.

ACM Ecan NEpCKIoYaTe]ib CABUHYT BIIPABO, YCTpOﬁCTBO HEC MOXKCET
HCIIOJIB30BaTh JaHHYIO KaTCTOPHUIO JOCTYIIA.

Acknowledgment — noomeepoicoenue npuema.

Peakiuss Ha 3ampochl OTKJIMKa BO BpeMsl Tepeaadud JaHHBIX.
OTtoOpaskaeTcst TOJBKO B pa3ziesic ToYKa JocTyna.

ACK Ecnu nepexirouarens CABUHYT BIEBO, MApUIPYTH3aTOP OTBEYAET Ha
3ampOoChl.

Ecnum mepexmrouarens CABUHYT BIPAaBO, MapUIPyTH3aToOp He
OTBEYAET Ha 3aIPOCHL.

Haxxmure kHonky COXPAHUTD.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

KnueHTt

Ha crpanune ®@yHKuumn [ Wi-Fi / KnueHT Bbl MoxeTe HACTPOUTH YCTPOMCTBO B KauecTBE
KJIMEHTA ]ISl TIONKJIFOYCHUS K OCCIPOBOIHOM TOYKE JJOCTYIIA WM K CETH OECIIPOBOJHOIO HHTEPHET-
npoBaiinepa (WISP).

Wi-Fi-knueHT

Bbl MOXETe HACTPOWTL YCTPOACTEO B KaYeCTBe KNMEHTa ANA NOAKYeHA K BecnpoBogHOR Touke A0CTYNa MW K CETU
becnpoeogHOro MHTEpHEeT-NpoBangepa (WISP).

. BKNHOYNTL

. Belatb becnpoBogHyo ceTb 2.4 Ty,

Ecau nepekamdament SEWaHUR cemu cdsurym enceo ycmpoiicman

AmyamscA K Wi-F-c pa. Mpu amowm

WMOPLUPYMU3AMOP MOXEM NOOKARYAMBCA K Op) ke docmyna &

kovecmae Wi-Fl-kaueHma.

MogkniodeHne K ceTu

Boifpath ceTb U3 cnucka -

EECI’IpOBO,ﬂ,HbIE cetn OBHOBWTE CNUCOK
MimA ceTi (S51D) Hacrpoikw BesonacHocTi Kanan
=8 [SDK2] DIR-882-BDBF-EDBE [WPAZ-PSK] [AES] 13

PucyHok 101. Cmparuya 05151 HacmpoUKu Mapuwpymu3amopa 8 Ka4ecmee KrueHma.

YroObl HACTPOUTH YCTPOICTBO B Ka4eCTBE KIIMEHTA, CABUHBTE MEpeKiodaTesi BKNHOYMTL Bripago.
[Tpu 5TOM Ha CTpaHULE OTOOPAXKAIOTCS CIEAYIOIINE IEMEHTHI:

MapameTp OnucaHue

Ecmu mepexirouarenpb COBUHYT BJIEBO, YCTPOMCTBA HE MOTYT
Bewartb 6ecnpoBoaHyo| nogkiouarbess k- Wi-Fi-cetn  mapmpytusaropa. [lpu  3tom

cetb 24Ty MapuIpyTU3aTOp MOXKET MOJKIUYaThCs K JPYrol TOYKe JOCTyIHa B
kauectBe Wi-Fi-kiuenra.

MoakntoyeHue K cetn | CriocoO MOJIKITIOUEHUS K APYTroi TOYKE JTOCTYIIA.

B pasnene BecnpoBogHble CETU 0TOOpa)kaeTCs CIUCOK JOCTYIHBIX OECIPOBOIHBIX CETEH.
YroObl Ha cTpaHUIEe OTOOpa3WiIach caMas akTyalibHas MHGOpPMALUs O JTOCTYIHBIX OECIPOBOAHBIX
cetsx, Haxmure knonky OBHOBUTb CMUCOK.
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UToOBl MOJKITIOYUTHCSA K KaKOH-THOO CEeTH M3 CHUCKA, BBIIEIUTE HEOOXOAUMyro ceTh. CIBHUHBTE
nepexiroyares [lapameTpbl CeTU BmpaBo, uyTOOB B OKHE OTOOpasmiach Oosiee MOApOOHas
UHPOPMAIUS O CETH, K KOTOPOW MOJKITFYACTCs MapuIpyTu3aTop. Eciu s MOAKITIOUEHUS K ATOH
CEeTHu HYXCH mapoJib, BBCIOIUTC €ro B COOTBCTCTBYIOLICC I10JIC. Haxxmute KHOIIKY

NOAKNIOYNTBLCA.

YT100OBI MOAKIIOYMTHECS K CKPBITOM ceTH, B packpbiBaroiemcs crmcke [NogKnoyeHue K cetu
BeIOepHTe 3HaueHue [MOAKNIOYMTBLCA K CKPbITOM CeTU. Beeaute HaszBanue cetu B mone Mmsa
cetn (SSID). Eciiu Heobxomaumo, 3amonuute none BSSID. 3arem BbiOepuTe HEOOXOMUMBIN THI
ayrentrdukanuu B crrcke CeTeBas ayTeHTUMKaums.

Jlns tumoB ceteBoii ayrentudukanun Open u WEP na crpanuie otoOpakarorcst Clieayrolime
HaCTPOUKHU:

MapameTp OnucaHue

Tonvro ona muna aymenmudghuxayuu Open.

YroOsl aKTUBUPOBATh WEP-mm¢pposanue, CIABUHBTE

Bkniounte NepeKItodarTenb BOpaBo. [Ipu 3ToOM Ha cTpaHuWIe OTOOpakaeTcs
wudpposanne WEP | yickprisarommiics cimcoxk Homep knouya no ymonuvawwmio,
nepekiarouareas Knrow wndposanma WEP kak HEX u detsipe
oyt Knroy wundposaHums.

Howmep kntoya no Homep xmtoua (ot 1-ro g0 4-ro), KOTOpbIi OyAeT HCHOIb30BaThCS
yMos4yaHu1io st WEP-mmudpoBanus.
Knroy wuncpposaHus CaBunbTe HepeKIIoyareib BIIPABO, YTOOBI 3a1aThb
WEP kak HEX [IECTHAIIATEPUIHOE YHCIIO B KAYECTBE KIIF0Ya 7S IU(POBAHUS.

Kiroun nnss WEP-mdpoBanus. [lpu mmdpoBaHur HUCIONb3yeTCs
KJIFOY, HOMEp KOTOPOTO yKa3aH B packpsiBaromemcs crucke Homep
KnoYa Mo ymMonuyaHuio. HeoOXomuMo 3alojHUTL BCE OIS,
Haxxmure Ha 3Hauok [lokasaTb (&), uToOBI 0TOOpa3’WThH

Knoy wudcppoBaHus
(1-4)
BBEJICHHBIN KJIIOY.

s tunoB cereBoit ayrentudukanun WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHHIE OTOOPAYKAFOTCS CIICTYIOIINE TOJIS:

MapameTp OnucaHue

ITapons mma  WPA-ummdpoBanus. Haxmure Ha  3HAYOK
Maponb PSK P p .
MNMokasaTb (&), 4ToOBI 0OTOOPA3HUTH BBECHHBIN MAPOITh.

Tvn wndpoBaHun Mexanmm mmdposanus: TKIP, AES ni TKIP+AES.

[Tocne 3amanus mapamerpoB Haxkmute kHonky MPUMEHUTD.

[Ipu moxaxmroueHMn K OECIPOBOAHONW TOYKE OCTyma KaHan OecnpoBomgHou cetu DIR-615
ABTOMATUYECKH MEPEKITIOUUTCS Ha KaHAJT 3TOM TOYKHU JOCTYTIA.
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Kpome Toro, Ha ctpanuiie otoopasutcs pasnen UHpopmauma o nogknovyeHuu, B kotopoM Bel
CMOYKETE MIOCMOTPETh CTATYC MOAKIIOUEHHUS K CETH M OCHOBHBIC €€ MapaMeTphI.

Ecnu Bol nogkitouaereck k cetu 6ecnpoBogHOro nuTepHer-nposaiiaepa (WISP), nocne nactpoiiku
YCTPOMCTBA B Ka4eCTBE KIMEHTAa HeoOXomumo co3nath WAN-COETUHEHHE ¢ COOTBETCTBYIOIIUMU
napametpamu s uatepdeiica WiFiClient.
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OrpaHuyeHune CKOpoCTH

Ha crpanune ®PyHkuumm / Wi-Fi / OrpaHunyeHue ckopocTtu Bbl MoxeTe OrpaHUYHUTH
MaKCUMAJIBHYIO TPOMYCKHYIO CHOCOOHOCTh HMCXOJSIIETO M BXOASINEro Tpaduka s KaxKIOTo
OecrpoBOHOTO KIMEHTa MapiipyTusatopa mo ero MAC-anpecy.

OrpaHunyeHue cKopocTu

Bbl MOXeTe OrpaHuMTL MaKCUMaNsHYH NPONYCkHYo cnocoBHOCTE MCXOAALLEro W BXOAALIErO Tpaduka AN KaXA0ro
BecnpoBoAHOro KIKeHTa MapLUpyTU3aTopa no ero MAC-agpecy.

MpaBuna +

He co3aaHo HW ogHoro npaewna

PucyHok 102. Cmparuya ®yHkyuu / Wi-Fi / OepaHu4yeHue ckopocmu.

Eciu Bbl xoTHTE OrpaHHuYUTh MaKCHMAJbHYIO MPOIYCKHYIO CIIOCOOHOCTHh Tpaduka Ajsi KaKoro-

1100 OECIPOBOAHOTO KIMEHTA MapIIpyTH3aTOpa, CO3/aliTe COOTBETCTBYIOIIEE MpaBmiIo. J{ist aToro

naxxmute kHonky JIOBABUTD ( + ).

Jo6aBneHue npasuia X

. BknwoveHo

Mepenaya AaHHbIX

J©  bBes orpaHW4eHnii

MakcumaneHan

lMprem gaHHbIX

) Bes orpaHu4eHwit

COXPAHWUTE

PucyHok 103. OkHO Onsi HacCmpoUKU O2paHUYeHUsT CKOpoCcmu.
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B otkpeiBlieMcst okHe Bbl MokeTe 3a7aTh CIEAYIONIUE TapaMETPhL:

MapameTp Onucanue

Ecmu INEPEKIOYaTeiib CABUHYT BIIpaBO, IIpaBHUJIO aAKTHBHO.
BknroyeHo CJIBI/IHLTe NEPEKIOYATCIIb BJICBO, €CJIIM XOTHUTC OTKIIOUYUTH JAHHOC
IIpaBUJIO.

Beenute B mone MAC-ampec ycTpoiicTBa, Aiisi KOTOPOTO OyneT
JeficTBOBaTh JaHHOE MpaBuUiIo. Bel Moxere BbIOpaTh YCTpPOWCTBO,
MOAKJIOYEHHOE K JIOKAJIBHOM CETH MapuIpyTHU3aTopa B JaHHbBIN
MAC-agpec PPy P
MOMEHT. /[l 3TOro B pacKphIBaloOIIEMCs CIUCKE BblOepUTe
COOTBETCTBYIOLIIEE YCTPOMCTBO (IpU ATOM TOJE 3alOJIHUTCS

aBTOMAaTUYECKH).

MNMepepayva faHHbIX

3anaiiTe MakCMMaJbHOE 3HAYCHHE CKOPOCTH HCXOISIIECro Tpaduka
(B MOuT/C) WiIM CIOBUHBTE MepekiiovaTear Bbe3 orpaHuyeHun
BIIPABO, YTOOBI HE OTPAHUYNBATH CKOPOCTh HCXOJISINETO TpaduKa.

MakcumanbHas
CKOpPOCTb

Mpuem AaHHbIX

3anaiite MakCHUMajbHOE 3HAUYCHHE CKOPOCTH BXOJSIIETo Tpaduka

MakcumanbHas o
(B MOuT/c) wiu CIHBUHBETE Mepekirdaren> be3 orpaHunyeHumn

CKOpPOCTb
BIIPaBO, YTOOBI HE OIrPAaHUYMBATH CKOPOCTH BXOASILEro Tpaduka.

[Mocne 3amanus HeoOXxoauMbIX apameTpoB HaxkmuTe kHoky COXPAHUTD.

UYroObl 3a1aTh Apyrye MapaMeTpsl s Kakoro-1ubo mpaBuia, BRIOEpUTE HEOOXOAMMOE MPABHIO U
HOKMHTE JIEBYIO KHONKY MBIIIH. B OTKPBIBIIEMCS OKHE W3MEHUTE HEOOXOTUMBIC MapamMeTphl U

naxxmute kHonky COXPAHUTD.
YroObl ymamuTh KaKoe-IuOO MPaBUIIO, YCTAHOBHTE (DIAXKOK CIICBa OT COOTBETCTBYIOIICH CTPOKH

Tabmuiel 1 Haxxmute kHonky YAAJIUTb (le ).
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AononHuTenbHoO

Ha crpanune pazgena ®PyHkumm [ Wi-Fi /| [ononHuTenbHO Bbl MoOxeTe ONpeneiuTh
JIOTIOJTHUTENIbHBIE TTApaMeTPhl, BIUIONINE Ha paboTy Bamieit 6ecripoBoiHO# ceTH.

HUsMmeHeHus napaMeTpOB Ha JTAaHHOW CTpAaHUIIC MOI'YT OKa3aTb HCTATHBHOC BJIWAHHWC Ha

B  Bamy 0ecripOBOIHVIO CETh.

AononHuTenbHble HacTpoiku Wi-Fi

Bbl MOXeTe onpegeniTe 4ONONHWTENEHEIE NapaMeTpLl, BNMAKLWKME Ha paboTy Bawei 6ecnpoBogHOR CeTH.

WwpuHa xaHana

20/40 MI'y -

@ Honons308aHUE WUPUHB 00HO20 WAL HECKOABKLX KOHOA0S

Gecnpoaodrod cemu odHopEMERHD
(i) Tewuyos wupuma karana: 40 My
i ABTOoCornacoeaHue 20/40 (Coexistence)
(D Asmomamudeckoe UsMEHEHUE WUPUHSL! KOHAN 8 302pyXcerHall cpede

MowHocTE usnyYeHKA (B NpoueHTax)

75 -
Jo 3anpetuTb MyNbTHKacT

Ianpewaem UCN0.b3080HUE M st-mpaguka (1GMP, 55DPum. n.) &

emi. B HEKOMOpbIX CAYYORX NO3S0AAEM NOSICLUME

3800UMENBHOCMb

) AQanTVBHBIA pexum

(i) Yuersluoem enuarue ¢ Gomy dpyzux becnposodHeix yempoldcmes &

imb NPo uisoduUMensHOCME

coficmeernoll Becnpogodtoll cemu

B/G-3awmra

Auto -
Short G
BxkniounTh -

MeTo/ aETOMaTHUECKoro Beifopa kaHana

BSS (no ypoBHio curHana) -

Mepnog BewaHnA beacon-pedmos (B MunnncexyHaax)*

100

Mopor RTS (& GadTax)

2347

Mopor dparmerTawm (8 banTax)*

2346

Mepuog DTIM (B beacon-dpeAmax)*

1

pems Be34eNcTENA 40 OTKAYEHWA (B CEKYHAAX)*

0

PucyHok 104. CmpaHuuya 0onosnHumernbHbix Hacmpoek 0rsi 6ecripogodHoU cemu.

Ha cTpanure npencraBieHbl CICIYIOIINE JIEMEHTHI:

MapameTp OnucaHue

LLvpuHa kaHana

[[Inpuna xanana A ycrpoiicts cranaapra 802.11n.

* 20 MI'u — ycrpoiictBa cranmapra 802.11n paboraror Ha
KaHayax mupuHoi 20 MI .

* 20/40 MI'y — xmuents! crangapra 802.11n paborator Ha
kaHanax mupuHou 20 MI'n nnm 40 MI'n.
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PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHue

ChBuHbTE TeEpeKIouaTeab BIPaBO, YTOObI  MapUIpyTHU3ATOP
aBTOMaTU4YeCKU BeIOMpaln mupuHy kaHana (20 MI'n wnu 40 MI'n) B

3aBUCHUMOCTH OT HAJIUYM ,Z[pyFI/IX TOYCK ,D;OCTyHa B 30HC I[GIZCTBPISI
ABTOcCornacoBaHue

. CBOCH ceTHu Takasgd HacTpoMKa MOXKET C IIECTBEHHO CHU3UTH
20/40 (Coexistence) ( P 4

CKOpOCTh  Tepeldayd  JaHHBIX B CeTH). llepekirodareiib
orobpaxkaercsi, ecnmu B crnucke LMpuHa KaHana BoizeneHo
sHauenue 20/40 MIy,

MoLwHOCTb U3ny4yeHusa | MomHocTh nepeardrka (B IpoIeHTax).

CnBuHbTE  MepekioYareNlb  BIPaBO,  YTOOBI  3alpeTHTh
MHOT03/IpECHYIO0 pacchbulky (multicast) st OecrpoBOIHON ceTH
Mapuipytuszatopa. CHOBUHBTE IMepeKiIroyarelb BJIEBO, 4YTOOBI
3anpeTuTb MynbLTUKacCT .

paspemmth mpueM multicast-tpapuka ¢ WAN-coeauHeHus,
BbIJIcNIicHHOrO Ha crpanuie ®YHKumu |/ [dononHutenbHo /

IGMP.

CaBHUHBTE TEpEKIIOYATeIb BIIPABO, YTOOBI OECHpPOBOIHAS CETh
MaplIpyTH3aTopa HE Cco3JaBajla IIOMEX pajapaM H JAPYTUM
ApanTUBHbIA PeXUM | MOOWIBHBIM WIM  (QUKCHPOBAaHHBIM  pajuocucTeMaM. Takas
HACTpOWKAa MOXET 3aMeUIuTh paboTy OecnpoBOAHON ceTH
MapuIpyTHU3aTopa.

@yHKIMsA 3amuTel  ycTpoiictB crapmapra 802.11b u 802.11g
UCTIONb3yeTCd Ul YMEHBUICHUS KOJIMYECTBA KOH(IMKTOB MEXITY
ycTpoiictBamu Barieit 6ecripoBoHO#M ceTH.

Bo3MoykHEIE 3HAYECHUA

* Auto — QyHKIUMS 3amUTBl BKIIOYAETCS M BBIKIIOUACTCS
aBTOMAaTUYECKH B 3aBUCUMOCTH OT COCTOSIHHSI CETH
(pexomenayercs, ecnu B Bameld cetm ecTh yCTpoHCTBa
crangapta 802.11b u ycrpoiicta crangapra 802.11g),

B/G-3awuTa

* Always On — ¢yHkius 3ammrhl BCerga akTHBHA (Takas
HacTpoiKa MOXKET CYIIIECTBEHHO CHU3UTDH
MIPOU3BOAUTEIHLHOCTh OECIIPOBOTHOM CETH),

* Always Off — pyHkims 3ammTs! Bceria HeaKTUBHA.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHue

3ammTHBIA WHTEpBaN (B HaHOCeKyHAax). JlaHHBIA mapameTp
OTpe/eNsieT MHTEpPBAI MEXAYy CHMBOJAMH, MEPEIaBAEMBbIMU IPH
B3aMMOJCHCTBUU MapIIpyTu3aTopa c 0ecTpOoBOIHBIMU
YCTPOMCTBAMM.

* Bknwouutb - MapHpyTH3aTOp HUCHONB3YeT KOPOTKUH

3alIUTHBIA ~ WHTEpBaj, MPOJOKUTEIBHOCTh  KOTOPOTO

Short Gl cocraBmger 400 Hc. Tompko i  peXUMOB  PabOTHI
OecripoBOJHOM ceTH, mojaep:kuBaronmx cranzapt 802.11n
nwmn 802.11ac (cM. 3Haue€HHME PACKPBIBAIOLIETOCS CIHCKA
BecnpoBogHOoW pexuM Ha crpanune Hactpoukn /
BecnpoBogHas ceThb).

*  BbIKNHOYNTb — MapHIPyTU3aTOp UCHOJIB3YET CTAHIAPTHBIM
3aMUTHBIA ~ WHTEPBAJ, MPOJODKUTEIBHOCTE  KOTOPOTO
coctasiuseT 800 Hc.

MeTtona aBTOMaTH4eCKOro BEIOOpA KaHama.

* BSS (no ypoBHI curHana) (Basic Service Set, ochosnas
30Ha 00CHYHCUBAHUA) — TIPU BBIOOPE STOTO 3HAYEHUSA
MapIIpyTU3aTOp aHAIM3UPYET YPOBHU CHUTHANA COCEIHUX
OCCIPOBOAHBIX CETCH W BBHIOMpACT KaHAT ¢ MHHUMAJIbHBIM

MeTon CYMMAapHBIM YPOBHEM ITOMEX OT 3TUX CETEH.
aBTOMaTU4YeCKOro - FA & CCA (no konuyecTBy nepeaaBaemMoun
BbIGOpa KaHana nHcopmauun) (False Alarm, noxcnas mpesoea,; Clear

Channel Assessment, oyeHka cOCMOsHUSA KAHAAA) — TIPH
BBIOOpPE OTOT0 3HAUYEHHUs MapIIPYTU3aTOp AaHAJIU3UPYET
00beM JaHHBIX, MEPEJaBAEMbIX B COCEAHHUX OECIPOBOIHBIX
CeTsIX, M BBHIOMpAET KaHaJl C MHHHMAJIbHBIM CYMMAapHBIM
YHCIIOM TAaKETOB, TepeaBacMbIX B MOMEHT CKaHHPOBAHHS
3TUX CETEM.
MNMepuvop BewaHuna WNuTtepBan (B MWIINCEKYHJIaX) MEXKIy OTIPABKOW ITAKETOB JUIS
beacon-chpenmoB CUHXPOHM3AINH OSCTIPOBOTHON CETH.
Mopor RTS MuHuManbHbI pa3mep makera (B OaifTax), uisi KOTOPOro OymeT
nepenasarbest RTS-kanp.
MaxkcumanbHblii  pasMep HedparMeHTupyemMoro  (HEAEeITUMOTro)
Mopor cpparmeHTaumm | makera (B Oaiirax). [lakeTs! Gonpmiero pasmepa (GpparMeHTHPYIOTCS
(pa3OuBarOTCS Ha YacTH).
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHue

KonuuectBo beacon-ppeiimoB mexay ornpaskoid DTIM-coo6mmenuit
Mepuog DTIM (yBemomJyeHHid O TMOCHenyrollel MmmpokoBemarenbHoi (broadcast)
WM rpynmnoBoi (multicast) mepenaue).

WnTtepBan (B ceKyHIax) Mexay IpPOBEpKaMU aKTUBHOCTHU

Bpemsa 6e3gencrTeusa go .
OECTPOBOJHBIX YCTPOMCTB, BXOMAIIUX B JIOKATbHYIO ceTh. Ecim

OTKNK4eHuns

3a1aHO 3HAYCHUC 0, IMPOBCPKA HC BBIMIOJIHACTCA.

[Tociie u3menenus mapameTpos Haxxmure kHonky MPUMEHUTD.
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MAC-cunbTp

Ha crpanuiie ®yHkumm /| Wi-Fi /| MAC-cbunbtp Bol mokete onpeaenuts cnincok MAC-aapecos
YCTPOWCTB, KOTOpble OyIyT MMeTh AOCTYN K OecrpoBoiHOM cetH, nubo 3amate MAC-agpeca
YCTPOICTB, KOTOPBIE HE CMOTYT MOAKIIOUATHCS K HEH.

' Pekomennvercsa Hacrpansare Wi-Fi MAC-dwisTp yepes npoBoaHoe noakiaroueHue Kk DIR-
= 615,

MAC-dunbTp

Bbl MOXETE ONPEAENNTE CNUMCOK MAC-3ApecoB YCTPORCTE, KOTopsle ByayT uMeTs gocTyn K GecnpoBogHoin ceTi, nnbo 3apats
MAC-apeca YCTPONCTE, KOTOPLIE HE CMOTYT NOAKIHUATECA K HER.

1 PexoMmeHayeTcA HacTpaneaTe Wi-Fi MAC-gUALTP Yepes NpoBogHOE NOAKNHYEHWE K YCTDORCTBY

MAC-punbTp

DIR-XXX
(i) OTknoueHo

OUNLTPbI +

He cozgaHo HW ogHoro npaeuna gna MAC-pUsTpoB

PucyHok 105. Cmparuya 0nsi Hacmpouku MAC-¢gunsmpa 0ns 6ecripogodHol cemu.
[To ymomyanuto Wi-Fi MAC-GuibTp OTKIIOYEH.

Hns wactpoitku MAC-punbTpa cHayana HeoOxoauMmo 3aaath npaBuia (ykasare MAC-aapeca
YCTPOMCTB, ISl KOTOPBIX OyIyT MPUMEHSTHCS PEXHMBI OTPAaHUUYEHU, 3a/laBaeMble Ha JaHHOU

crpanue). s atoro Haxkmure kaonky JJOBABUTD ( + ).

JobaBneHwe npasuna X

SSID
DIR-XXX -

@ Ana darkol cemu MAC-BLIBM PR OMKMGYEHS!

Wmsa ycTpoiicTea
. BKAKOUYNTE
COXPAHWUTE
PucyHok 106. OkHo O 0obaeneHus npasuna MAC-gunbmpa.
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HacTtpoiika mapLipyTumsaTt
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Bbl MoxeTe 3a1aTh cleayIoUe napameTpsbl:

MapameTp OnucaHue

becnpoBogHast ceth, IsI KOTOpOW OyleT IeHCTBOBAaTH JTaHHOE
SSID npaBuio. Beibepute HeoOXoaMMOe 3HAYCHHE B PACKPHIBAIOIIEMCS
CITHCKE.

Beeaute B mone MAC-aapec ycTpoicTBa, Il KOTOPOTO OyAeT
JICHCTBOBAaTh 3a/JaHHBIA pEXUM OrpaHnyeHud. Bbsl Moxere
BLIOpaTh yCTPOHCTBO, MOAKIIOUYEHHOE K JIOKAJBHOH CETH
MAC-agpec P ye1p ’ .
MapuipyTu3atopa B JaHHBIH  MOMeEHT. Jlig »TOoro B
pacKpbIBalOIIEMCsl  CIIMCKE  BBIOEPUTE  COOTBETCTBYIOIIIEE

YCTPOUCTBO (IIPH 3TOM TIOJI€ 3AMOJIHUTCSI ABTOMATHYECKH ).

HasBanme  ycTpoiictBa  ans  ynoOHOM — MIACHTU(UKAIUH

Uma ycTponcrtBa .
(neobsi3amenvubiti napamemp). MoxeT ObITh IPOU3BOIBHBIM.

Ecan NEpEeKIoYarejyib CABHUHYT BIIpaBO, IIPAaBHIJIO AKTHUBHO.
Bknouutb CI[BI/IHBTG NEPCKIYATECIb BJICBO, €CJIIM XOTUTE OTKIHOYUTH

AAHHOC IIpaBHJIO.

[Tocne 3amanust HeoOxoauMbIX mapameTpoB HakmuTe kHonky COXPAHUTD.

YT1oObl HM3MEHHTHh MapaMeTpPhl CYIICCTBYIONIEr0 MpaBwia, B pasiene POUNLTPbI BeiOepuTe
HEOOXOMMOE MPAaBUIIO W HAXKMHTE JICBYI0 KHOMKY MBIIIH. B OTKPBIBIIEMCS OKHE H3MEHHTE
Hactpoiiku U HaxxmuTe kHoky COXPAHUTD.

YT1oObl ynanmuTh Kakoe-TiOO MpaBHJIO C JaHHOW CTpaHHIBL, B pasznene PULTPbI yCTaHOBUTE
(GraxxoK, pacroNOXKEHHBIH ClieBa OT COOTBETCTBYIOLIETO IMpaBHia, W HAXKMHUTE KHOIIKY

YOANUTD ( (1] ).
Ilocie 3aJlaHHs IIpaBUJI HGO6XOI[I/IMO HaAaCTPOUTH PCIKUMBI OFpﬁHH‘ICHPIfI.

UtoOBbl OTKPHITH OECHPOBOAHYI0 OCHOBHYIO WJIM JOMOJIHHUTENBHYIO CEeTh Ui ycTpoiictB, MAC-
ajJipeca KOTOPHIX yKa3aHbl HAa JaHHOW CTpaHWIE, W 3aKpHITh €€ IS BCeX JAPYIHX YCTPOMCTB,
BBIJICJIUTE CTPOKY CETH M HAXKMHUTE JICBYIO KHOIKY MBIIIA. B OTKpBIBIIEMCS OKHE CIBHUHBTE
nepexiroyarens Bknounte MAC-cunbTp Brpaso. IIpu 3ToM 0T0Opa3sHTCS PaCKPHIBAOIIAKCS
ciicok Pexxum orpaHnyeHnn MAC-cunbTpa. Beibeprrte 3nadenre PaspellaTb u HaxMuTe
kHonky COXPAHUTD.

UroObl 3aKpbITh OECIPOBOTHYIO CETh JUIS YCTPOWCTB, ajpeca KOTOPbIX yKa3aHbl Ha JaHHON
CTpaHuIle, B pacKpbiBawomeMmcs crucke Pexum orpaHnyeHun MAC-cdumnbTpa Bbinenute
3HaueHre 3anpewarTb u naxxmute kHonky COXPAHUTD.
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®yHkyuu / [JonostHUMesIbHO

UPnP IGD

Ha crpanune ®PyHKkumm /[ [HdononuHutenbHo / UPNnP IGD Bwi moxere pa3spemursb
ucnoib3zoBanue nportokona UPnP IGD. MapmpyTuzarop ucnons3yer nporokosn UPnP IGD nmns
ABTOMAaTHUYECKOW HACTPOHMKM CBOMX MAapaMETPOB JUIA CETEBBIX NPUWIOKEHHH, padoTa KOTOPBIX
TpeOyeT BXoJslIee MOAKII0OYEHHE K MapIIpyTU3aTOPY.

UPNP IGD

Bl MOXETE pa3pelTe Monoib3osaHue npotokona UPNP 1GD. MaplwpyTr3atop ncnons3syeT npotokon UPNP 1GD gna
2ABTOMATUYECKON HACTPONRKK CBOMX NapaMeTpoB ANA CeTeBkblX NpUnoxeHni, paboTa koTopelx TpebyeT BXogawee
NoAKADYeHNEe K MapLpyTU3aTopy.

BbIKNO4YUTE

IPv4 1GD

MpoTokon P-aapec BHyTpeHHWA NopT BHewHWA nopt OnncaHwne

PucyHok 107. Cmparuua ®yHkyuu / JononHumensHo / UPnP IGD.

Ecnmu Bbel xoTuTe BpydYHYIO 3aJaBaTh BCE IMapaMeTPhl, HCOOXOAUMBIC Ui pPabOTHI CETEBBIX
npwioxenuit, Haxmute kHonky BbIKITIOUYUTDb. 3arem mnepeiinute Ha ctpanuiny PyHKuumn /
HDononHutensHo / BupTyanbHble cepBepbl 1 3a1aiiTe HEOOXOIUMbBIC HACTPONKH.

Ecnu Bbl xotuTe paszpemnts ucnoib3zoBanue nporokona UPnP IGD B mapmipytusarope, Ha)XKMHUTE
kHonky BKITFOUUTD.

[Ipy wucnonp30BaHMM TNPOTOKOJIA HA CTpPaHMIE OTOOpa)XaroTCs NapaMeTpbl MaplIpyTH3aTopa,

HAaCTPOCHHLIC aBTOMAaTHUYCCKU:

MapameTp Onucanue

MNMpoTtokon [IpoTokon oOMeHa ceTeBbIMU MaKeTaMH.

IP-agpec [P-anpec kIMeHTa, HAXOSIIETOCS B IOKAJIBHOM CETH.

ITopt IP-agpeca kinueHTa, Ha KOTOPBIA OyJeT IepeaspecoBBIBATHCS

BHyTpeHHUN nopT
TpaduK ¢ BHEIIHETO MOPTa MapUIPyTU3aTOPA.

Buemnuii mopt wmapuipyTtuszaropa, Tpaduk € KOTOpOro Oyner

BHewHun nopt
nepeaapecoBsliBaTbes Ha [P-agpec kinuenTa.

OnucaHue Wudopmanus, nepenapaeMasi KITMEHTCKUM CETEBBIM IPUIIOKEHHEM.
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YaaneHHbIX goctyn

Ha crpanunie ®@PyHKuum |/ JononHutenbHo / YaaneHHbIW [OCTYN Bbl Mokere CO31aTh
HpaBmiIa JJIs YAAJEHHOTO JA0CTyIa K MapiipyTu3aropy. [1o yMOI4aHuio JOCTYI K MapIipyTH3aTOpy
U3 BHeNIHEH cetr 3akpbIT. Eciin Bam He00X0qMMO OTKPBITH JOCTYI K MapIIPyTH3aTOPy U3 BHEIIHEH
CEeTH — CO3/IaliTe COOTBETCTBYIOIINE MPABHJIA.

YaaneHHsbIA AoCTyn

Bbl MOXETe CO3AaThb NPaBiNa ANA YAaNeHHOro AoCTyra K MapLUpyTU3aTopy. Mo yMon4aHuio A0CTym K MapLUpyTU3aTopy U3
BHELLHE# CeTW 3aKpbIT. ECn Bam HeobXo4MMO OTKPbITb 4OCTYN K MapLUPYTWU3aTOPY U3 BHELUHEH ceTu - co3jaiiTe
COOTBETCTBYOLUMWE NpaBuna.

MNpaBuna +

He co3aaHo HW o4HOro npaguna AnA yaaneHHoro gocryna

PucyHok 108. Cmparuya ®yHkyuu / JononHumenbHo / YOaneHHbIlU docmyn.

YT1o0bI co3maTh HOBOE MpaBuiIo, Haxkmute kKHonky JJOBABUTD ( + ).

Jo6aBuTb npaBuno

Wms*

WHTepdeiic

ABTOMATHUUYECKWIA -
Bepcua IP

IPv4 -

)= OTKpbITE goCTyn C NK6Oro
BHELLUHEro XocTa

P-agpec*

Macka nogcetu*

BHewHwWid nopt*

80

MpoTokon

HTTP -

PucyHok 109. OkHo AobasneHus npasuna ydaneHHo2o0 docmyna.
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B otkpeiBlieMcst okHe Bbl MokeTe 3a7aTh CIEAYIONIUE TapaMETPhL:

MapameTp OnucaHune

Ha3Banue mpaBwna mins ynoOHOW uaeHTHUKamuH. MoXeT ObITh

Nms
MIPOU3BOJIHHBIM.
B packpsiBatomemcsi criucke BbiOepute uHTEepdeiic  (WAN-
COEZIMHEHUE), Yepe3 KOTOPBIi OyaeT padoTaTh yNaleHHBIH TOCTYH K
UHTepdenc mapuipyTtuzatopy. OcraBere 3HadeHHe ABTOMaTUYECKWUMU, 4TOOBI
yOaJeHHBIM JOCTyn pabotas depe3 Bce co3gaHHbie WAN-
COCMHEHMUS.
Bepcus IP-mporokona, mis koTopoil OydeT MPUMEHSTHCS TaHHOE
Bepcus IP MIPaBUJIO. Bribepure COOTBETCTBYIOIIEE 3HauEHUe u3
PaCKPBIBAIOIIETOCS CITUCKA.
OTKpbITb AOCTYN C CaBuHBTE TEpEKITIOYaTeNh BIPABO, YTOOBI Pa3pelIMTh JOCTYH K
no6oro BHeLWHero MapuipyTuszaropy ais moboro ysna. Ilpu stom nons IP-agpec u
XocTa Macka noaceTu He oToOpakaroTcs.
V3en wWiaM TOACETh, Ui KOTOPOW JaHHOE TPAaBHJIO pa3perracT
IP-agpec , p p pasp

noctyn. Bel Moxkete 3anare [Pv4-anpec unu IPv6-aapec.

Tonvko Onss npomoxona IPv4.
Macka noacetu
Macka noaceru.

Tonvko Ot npomoxona IPv4.

BHewHun nopt BHemHuii mopt Mapuipytu3atopa. Bel MoxeTe ykazaTh TOJBKO OIUH
TOPT.
I[TpoToko JNOCTYMHBIA ISl aJICHHOTO TpaBJICHUSI
MpoTokon P ’ Y y yip
MapIIpyTH3aTOPOM.

[Mocne 3apanms HeoOxoaUMBIX TapameTpoB Haxkmute kHoKy COXPAHUTD.

YtoOBl 3a/aTh Jpyrue mapaMmeTpbl Uil Kakoro-imOo MpaBmia YIaJCHHOTO JIOCTyIa, BbIOEpHTE
HEOOXOMMOE TPAaBWIO W HAXKMUTE JICBYI0 KHOIIKY MBIIIM. B OTKpBIBIIEMCS OKHE H3MEHHTE
HeoOxoaumblie napamerpsl 1 Haxkmute kHonky COXPAHUTD.

YT1o0OBI YAAINUTh Kakoe-1r10o0 MMpaBUJIO YAAJICHHOTO HOOCTyIld, YCTAHOBUTC Q)Ha)KOK CJI€Ba OT

COOTBETCTBYIOIIEH cTpoku TabmuIb! 1 Haxkmute knonky YAATUTb ([1)).
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PyKOBOD,CTBO nonb3oBarend

BupTtyanbHble cepBepbl

Ha ctpannne ®@yHkumu /| flononHutenbHo / BuptyanbHble cepBepbl Bol Moxere co3aarh
BUpPTYaJbHbIE CEpPBEPbI, KOTOpPBIC IO3BOJAT IEPEHANPABIATh BXOASIIMA HHTEPHET-TpapuK Ha

onpenencHHsli [P-agpec B JIOKaJIBHOM CETH.

BupTyanbHble cepBepbl

He cospaHo HM ogHoro BU pTyansHoro cepeepa

[OBABUTb

PucyHok 110. Cmparuua ®yHkuyuu / JononHumenbHo / BupmyasbHbie cepeepabil.

YToObI cOo31aTh HOBBIN BUPTYaNbHBIN cepBep, Haxkmute kHonky JJOBABUTD ( + ).
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Ob6Lwme HacTpoiiku HacTpoliku BHyTpeHHel ceTu

*

Mma" BryTpenHui IP -

(i) Komrvecrso cumeonos qonxno Geirs He Gonee 32

BHYTPEHHWA NopT (HavankHbIi)*

WabnoH
Custom -
BHyTpeHHWi NopT (KOHEYHbINA
WrHTepdeic
<Bce> -
NpoTokon
TCP x;

MAT Loopback

HacTpoiiku ny6nnuHoli cetu
CJ'IE‘,!J,};'}OLIJ,I.’IE NOPTHl MCNONB3YHITCA B Ko»—icbmrypau,m

L ANEHHOFO AOCTYNa K yCTPORCTBY W B APYIAX

YaaneHHobllh 1P Y ALl BT PONCTEY R AU

' npaewnax onA EUPTYankHLIX CepeepoB: "8999

() But maxere ykasate ofunoumeI IP-aapac wau IP-aapec nogcers Bbl He MOXeTe NCMONL30BATE WX AR JaHHOTD
(Hanpimep, 10.10.10.10/24) npasmna

YoaneHHsli IP *
OOBABUTb YOANEHHbIN IP
BHewHwWii nopT (HavyansHbIA)"

BHewWHWii NopT (KOHEYHBIN)

PucyHok 111. CmpaHuya dobaeneHusi supmyasibHO20 cepeepa.

Br1 MokeTe 3a1aTh cienyronme napamMmeTphl:

MapameTp Onucanue

OOLme HacTPOMKKU
Umsi HazBanme BHpTyasbHOTO cepBepa sl YAOOHOW HWACHTH(HKAIINY.
Mo:xeT OBbITh TPOU3BOIBHBIM.
B packpeiBaromemMcsi CIUCKE BBIOEpUTE ONWH W3 TMPUBEIACHHBIX
Wa6noH 1a0JIOHOB  BHPTYaJIbHBIX CEPBEPOB HJIM  BBIOEpHUTE 3HAYCHHUE
Custom (nonv3zoeamenvckuii), 9TOOBI CAMOCTOSTEILHO OMPEACITUTH
napaMeTpbl BUPTYaJIbHOTO cepBepa.
. Coenunenue, K  KOTOPOM Oyaer TpHBs3aH  CO3/IaBAEMBIii
UHTepdpenc 4 poMy oy P
BUPTYaJIbHBIN cepBep.
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MapameTp OnucanHue

[IpoTokon,  KOTOpbId  OygeT  KMCIONB30BaTh  CO3/1aBAEMBIii
MpoTtokon BUpPTyaJbHbI cepBep. Bbibepure HeoOxonumoe 3HaUYE€HUE U3

PACKPBIBAOMICTOCA CITUCKA.

CaBuHBTE MEepeKIIoYaTeNb BIPaBo, YTOObI OIb30BATEIH JIOKATHHON
CeTH MaplIpyTU3aTopa MOIIM 00pauarbes K JIOKAIbHOMY CEpBEpY,
NAT L back ucnons3ysa BHemHuM I[P-ampec mapmpyrtuzaropa wim ero DDNS-

oophac ums (ecnu HactpoeH DDNS-cepBuc). Ilonp3zoBarenu u3 BHeIIHEH
CeTH 00palarTCcsl K MapIIpyTH3aTopy [0 3TOMY K€ ajapecy (Miu

DDNS-umenn).

Hactponku ny6nuyHoun cetu

[P-anpec y3na uin mojAceTy KIUeHTa, KOTOPbIH OyAeT MOIKII0YaThCs
K BUPTyaJIbHOMY CEpPBEDY.

Yro0bI 100aBUTH ellie OfuH aapec, Haxvure kuonky JJOBABUTb

n IP -
YAaneHHem YOANEHHDBIWU IP u BBeaute afpec B 0TOOpa3MBIICHCS CTPOKE.

YToOb! ynanuTh agpec, HAKMHUTE Ha 3HAYOK YAANUTb (*) B CTpOKE
azpeca.

[Topt MapuIpyTU3aropa, Tpaduk c KOTOpPOT'O oynet
nepeaapecoBbiBaThcs  Ha [P-agpec, ompenensieMblidi B ToJie
BHyTpeHHun IP B paznene HacTpomMku BHYTpeHHeW ceTwm.
3ajaiiTe HaYaJIbHOE U KOHEUHOE 3HAYEHUs AMara3oHa nopros. Eciu
HCO6XO,£[I/IMO YKa3aTb TOJIBKO OIWH IOPT, 3az[a171Te €ro B IIOJIC
BHewHMW nopT (HavyanbHbIM) U HE 3amoiHSINUTE TOJe
BHewHUX NOpPT (KOHEYHbLIN).

BHewHun nopt
(HavanbHbIN) /

BHewHun nopt
(KOHEeYHbIN)

HacTpownku BHyTpeHHeun ceTu

IP-anpec cepBepa, HaxoIsMIETOCS B JIOKAJbHOW ceTH. Bbl Moxere
BBIOpaTh  YCTPOMCTBO, TMOJKIIOYEHHOE K JIOKAIBHOHW  CEeTH
BHyTpeHHun IP MapuIpyTU3aTopa B JaHHBIM MOMEHT. [[j1s 3TOro B pacKpbIBaroIIeMcst
cnicke BbIOepuTe cooTBeTcTBYromwmii IP-ampec (mpu stom mone
3aII0JIHUTCSI aBTOMATHUECKH).

ITopr IP-agpeca, 3amaBaemoro B moine BHyTpeHHun IP, Ha

BHYTpPeHHWii NopT KOTOpBI ~ OyzneT  mepeajpecoBbIBaThCS  TpapuKk C  IOpTa

(HayanbHLIN) / MapuIpyTH3aTopa, 3ajaBacMoro B mnojic BHeLWHUMN nopT. 3agaiite

HaQ4YaJIbHOC W KOHCYHOC 3HAYCHUSA OHAlla30HA IIOPTOB. Ecmu
BHyTpeHHU nopT

. HGO6XO£[I/IMO YKa3aTb TOJBKO OIWH IIOPT, 3aj:[a171Te €ro B IIOJIC
(KOHEeYHbIN)

BHyTpeHHU nOPT (HayanbHbIA) U HE 3aNoNHSANTE TMoJe
BHyTpeHHU NOpT (KOHEYHbIN).

Haxwmure knonky MPUMEHUTD.
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PykoBoacTBO nonb3osarens Hactpoitka maplipyTu3atopa

YroObl 3a7aTh APYrHe MapaMeTpbl JUIsl CYIIECTBYIOIIETO CEpBEPa, BBHIOEPUTE COOTBETCTBYIOLIYIO

CTpoKy B TabOnuite. Ha OTKpBIBIIEHCS CTPaHUIC U3MEHHTE HEOOXOAUMBIC MapaMeTPbl U HAKMHUTE
kaonky MPUMEHUTD.

YroObl ynanuTh cepBep, YCTAaHOBUTE (PIa’KOK CJIE€Ba OT COOTBETCTBYIOIIEH CTPOKHM TaONHIBI U

naxvure kuonky YAANIUTb ([1]). Bur Taxke MoxeTe ynanuth cepBep Ha CTpPaHMIIE M3MEHEHHUS
IIapaMETPOB.
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KnuneHTt TR-069

Ha crpanune ®PyHkuum |/ JononHutenbHo |/ KnueHT TR-069 Bbl Mokere HacTpoWTh
MapIIpyTU3aTop Ui B3aUMOJCHCTBUS C yHAJCHHBIM CEpBEpOM aBTOKOH(purypaumu (Auto
Configuration Server, ACS).

Knuent TR-069 ucnone3yercs ai1s yJalleHHOTO HaOIoIeH!s 32 paboTON yCTPONCTBA U YIIPABICHHUS

HUM.

KnumeHT TR-069

Bhl MOXETe HACTPOMTE MapLLDYTU3aTOP AN1A B3aMMOAeMCTBIA C yaneHHbIM cepBepoM aBTokoHGuUrypauum (Auto Configuration

Server, ACS).
KnueHT TR-069 MCMoNL3yeTcA AR yaaneHHoro HabnwgeHuA 3a paboTol YCTPOMCTEa W YNPAENEHNUA WM.

® BiitounTb KnMeHT TR-069 HacTpoliku onoselleHns
WHTepdeic . BrntoueHo
ABTOMaTHYECKMiA - o
WMiHTepBan (8 cexyHgax)
120
HacTpolikn cepBepa aBTOKOHPUIrypaumm Hactpoiikn Connection Request
UR npe o OnLA0RaTEN:
S ¥ b30B
ms no MNapone ©

Maponb o 8999

PucyHok 112. Cmparuya HacmpoUku knueHma TR-069.

Bbl MoxeTe 3a51aTh cleAyIoLe napameTpsbl:

MapameTp OnucaHue

KnueHnTt TR-069

BknounTb KNUEHT CnBuHbTE mepeKiIoyaTeslb BIPaBO, YTOOBI BKIIOYUTH KIMEHTA
TR-069 TR-069.

CtpaHuua 152 n3 198



DIR-615 BecnposogHow MaplupyTtudatop N300

HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucaHue

HHutepdetic, KOTOphI OyaeT HCIONB30BaTh MapIIPyTH3ATOP IS
B3aHMOHCﬁCTBHH C CCpBECpOM aBTOKOH(I)I/II‘ypaI_II/II/I. OcraBrTe
UHTepcenc 3HaueHHe ABTOMATUYECKUMN, 4TOOBI YCTPOHCTBO CaMO BBIOMPAJIO
uHTepdeiic Ha OCHOBaHMM TAONMIBI MapUIPyTU3ALUHN, WM

BEIOGPUTE JIpyroe 3HAUCHUE, eI 3TOTo Tpedyet Bamn mposaiimep.

Hactpownkn onoBeLlueHus

CnBuHBTE TMEpeKIoYaTeNlb  BOPABO, YTOOBI  MapIIPyTHU3ATOP
BkntoyeHo OTHPAaBISLT  OTYETHl (MHPOPMALIUIO 00 YCTPOHCTBE U CETEBYIO
CTaTHCTHKY) CEpBEPY aBTOKOH(UTYpAIUH.

UHTepBan 3anaiite nepuoj BpeMeHH (B CEKyH1aX) MEXIY OTIPAaBKOW OTUYETOB.

Hactpownku cepBepa aBTOKOHUrypaumm

URL-ampec  cepBepa  aBTOKOH(GUTYpAIlMH,  IPEIOCTABICHHBIN

URL-agpec .
MPOBANAEPOM.

Nwms H0JIb30BATENS IS HNOAKIIIOYEHUS K cepeepy
Umsa nonb3oBsartens
aBTOKOH(HUTypaIHH.

Nabonk [Taponb 11 moaKIIIoYeHHsI K cepBepy aBTOKOHUrypauuu. Haxmure
P Ha 3Hadok okasaTtb (&), yToObI 0TOOPA3UTH BBEICHHBIH MapOIb.

HacTpounku Connection Request

Wmst monb3oBarensi, MCHONB3yeMOE CEPBEPOM aBTOKOH(HUTYparu
Mma nonb3oBatens ST Tepeadd  MapIIpyTHU3aTtopy — 3ampoca Ha  COCIMHECHHUE
(Connection Request).

MNabons [Taponb, ucmonb3yeMblid cepBepoM aBTOKOHGUrypanuu. Haxmure
P Ha 3Hauok okasaTtb (&), yToObI 0TOOPA3UTH BBEICHHBIH MapOJb.

[lopt, wucnome3yemblii  cepBepoM  aBTOKOHurypauuu. Ilo

Mn
OpT 3afnpoca YMOJIYAHHMIO 3a/1aH mopT 8999.

MyTb 3anpoca [TyTh, HCTIONB3yEeMBI CEpBEPOM aBTOKOH(UTYPALIUH.

[Mocne 3apanmst HeoOXoAUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

CraTnuecknii MapLipyT

Ha crpanunne ®@yHkumun /| [lononHutenbHo / CTtaTuyeckMn maplipyT Bel Moxere 3aaarh
cTatuveckue (IOCTOSHHBIC) MAaPIIPYTHI.

MapupyTusaums

Bbl MOXETE 330aTh CTaTHYECKME (MOCTOAHHLIE) MAPLIPYTLI.

MapLpyTb! +

He cusgaso MM OaHOr0 MaplupyTa

PucyHok 113. CmpaHuuya ®@yHkyuu / JlononHumensHo / Cmamu4eckult Mmapuwpym.

UYroObl 3a1aTh HOBBIM cTaTWyeckuii mapipyT, Haxkmute kHonky [JJOBABUTb (+) B pasjeie

MapuwpyTbl.
Jo6asneHve MapLipyTa X

MpoTokon®

1Pv4 bg
Wnrepdenc*

ABTOMaTUYECKM ¥
CeTb HasHaveHus"

Macka ceTh HasHaueHua"

LWmo3*

MeTpura

COXPAHWUTL

Pucyrok 114. OkHo dobasrneHus HO8020 Mapuwipyma.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

B otkpeiBlieMcst okHe Bbl MokeTe 3a7aTh CIEAYIONIUE MTapaMETPhL:

MapameTp OnucaHune

MpoTokon Bepcus [P-nporokona.

B packpsiBaromeMcs ciimicke BeIOeputTe UHTEpdeiic (coeanHeHue),
gyepe3 KOTOPBIHA OyJeT BBIMOJIHATHCSA OOMEH JaHHBIMU C yAaJICHHOMN
UHTepdcenc ceThio. B ciyuyae BbIOOpa 3HaueHuss ABTOMaTUYECKU uHTEpdeiic
Oy/lieT BBIYUCIICH MapIIPYyTH3aTOPOM Ha OCHOBAaHHHM JAHHBIX O
CYIIECTBYIOIUX JMHAMUYECKUX MapIIpyTax.

VnanenHast ceTb, JOCTYH K KOTOpPOH oOecreunBaeT JaHHBIN

MapipyT. Bel Mokete 3aaare [Pv4-anpec unu [Pv6-anpec.

CeTb Ha3Ha4yeHus
®opmar [Pv6-anpeca y3na — 2001:db8:1234: :1, [Pv6-agpeca

noxcetd — 2001 :db8:1234: : /64.

Macka ceTtu Tonvko ona npomoxona IPv4.
HasHa4eHus Macka yaneHHON CETH.
LLro3 [P-agpec, uepe3 KOTOPBIN JOCTYIHA CETh HA3HAYCHMUSL.

MeTpuka Mertpuka Mapuipyta. UeM MeHbIIE 3HAYEHHWE TAHHOTO MOJs, TEM
TPUK »
BBIIIIE IPUOPUTET MapipyTa. Heobszamenvuoiii napamemp.

[Tocne 3amanust HeoOxoauMBbIX mapamerpoB HaxkmuTe kHonky COXPAHUTD.

UToOBI 3a1aTh Apyrue mapaMeTphl AJsi CYIIECTBYIONIETO MaplIpyTa, BBIICIUTE COOTBETCTBYIOIIYIO
CTpPOKY TaOnuipl. B OTKpBIBIIIEMCS OKHE U3MEHUTE HEOOXOIMMBIE TTapaMeTPhl U HAXMUTE KHOTIKY

COXPAHUTD.
UroOBl ymajaWTh CYHIECTBYIOIIMH MapUIpyT, YCTaHOBUTE (IIaXOK ClieBa OT COOTBETCTBYIOIICH

cTpoku Tabmuiel 1 Haxxmute kHonky YAAJIATb (ﬁ ).
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PyKOBOD,CTBO nonb3oBarens

Dynamic DNS

Ha crpanunie ®yHkumu | [OononHutenbHo / Dynamic DNS Bsi Moxere omnpenenuTh
napameTpsl DDNS-cepBuca, KoTOpblii MO3BOJISIET CO3[1aTh COOTBETCTBHE JIOMEHHOTO HMMEHH C

nrHamuyeckumu [P-anpecamu.

DDNS

Bbl MOXETE ONpejeninTs NapameTpel DDNS-cepBKca, KOTOpLIR NO3BONAET CO3/ATh COOTBETCTBWE AOMEHHOTO MMEHI C
AvHaMnyeckumu IP-agpecamn.

Cnucok DDNS +

He ,.'J,O\'J'aaneHo HU ogHoro DDNS-cepenca

PucyHok 115. Cmpa+uua ®ykHyuu / JononHumensHo / Dynamic DNS.

Yto0s1 106aBuTh HOBBIIE DDNS-cepBuc, Haxkmurte kaoriky JJOBABUTD ( + ).

exampl

DDNS-cepevc®

DynDNS.com d . A

COXPAHWUTb

PucyHok 116. CmpaHuya dobaeneHusi Hoeo2o DDNS-cepsuca.
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PyKOBOD,CTBO nonb3oBarens

HacTtpoika mapwpyTusatopa

Ha otkpsiBII€iics cTpanuiie Bel MoXeTe 3a1aTh CIECAYIOIIME TapaMeETPhI:

MapameTp OnucaHune

Nma xocTa

[Tonmnoe pomeHHoe wuMsA y371a, 3apeructpupoBanHoe y DDNS-
npoBaiiiepa.

DDNS-cepBuc

B packpeiBaromemcs cnimcke Beioepure DDNS-nipoBaiinepa.

Nma nonb3oBaTens

Wwms nonw3oBarens ans asropusauun y DDNS-nipoBaiinepa.

Maponb

[Tapons nns aBropuszanuu 'y DDNS-npoBaiinepa. Haxmute Ha
3Hauok Moka3saTtb ( & ), uToObl 0TOOPA3HUTh BBEICHHBIN MAPOIIb.

Mepuop o6HOBNEHMUA

WHTepBan (B MMHYTax) MeXAy OTIPABKOM JAaHHBIX O BHemrHeM IP-
ajZpece MapiipyTuzaropa Ha coorBeTcTByrommi DDNS-cepsuc.

[Mocne 3aanus HeoOxoauMbIX apametpoB HaxkmuTe kHolky COXPAHUTD.

YroObl 3anath Apyrue napameTpsl it DDNS-cepBuca, BbIOEpHTE COOTBETCTBYIOIIYIO CTPOKY B
tabnuue. Ha oTKpwIBIICHCS CTpaHUIlE U3MEHHTE HEOOXOIUMBIC MapaMeTphl U HAXMHTE KHOIKY

COXPAHUTD.

YroOb! ynanute HacTpoiiku it DDNS-cepBuca, ycTaHOBUTE (IIakOK ClIeBa OT COOTBETCTBYIOLIEH

cTpoku Tabmuikl U Haxmute knonky YOAJIUTb (le ).
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

NMonoca nponyckaHuaA

Ha crpanuiie ®PyHKkuun /| JononHutenbHo / MNMonoca nponyckaHMA Bel moxeTe 3aaarh
OrPaHUYCHUE CKOPOCTH ISl TpA(PHKa, HCXOISIIETO ¢ KX IOTO IOPTa MapIpyTU3aTOPa.

Monoca nponyckaHns

Bhl MOXeTe 234aTh orpaHUJYeHWe CKoOpoCTi AnA Tpa¢MKa, WCXOAALLero C Kaxgoro nopra MaplipyTi3aTopa.

MopT MakcumansHan ckopacTb (KBuT/c)
LAN4 bes orpaHuYeHnn
LAN3 Bez orpaHuyeHwnn
LANZ Bez orpaHuueHnn
LAN1 Besz orpaHuyeHnia
WAN Bes orpaHuyeHnia

PucyHok 117. Cmpa+uya ®yHkyuu / JononHumensHo / [lonnoca nponyckaHusi.

[To yMom4aHWIO OTpaHUYEHUE CKOPOCTH HE YCTaHOBIEHO. Eciu Bbl XOTHUTE OTpaHUYHTH CKOPOCTD
ucxonsmero Tpaduka JUisi KAaKoro-aIuoo mopra, BeIOepUTE B TAOIUIE CTPOKY, COOTBETCTBYIOIIYIO
ATOMY TIOPTY.

LAN4 X

@) Ozparusums ci

¢ darrozo nopma wMaj

b 018 mpagurn, ucxodrwezo

samopa
® Bxaounts

MaxckmansHan ckopocTe (KEWT/c)*

100000

() 1 Kbum/c = 1000 Gumic.
BeedenHale 3HOWerHLT Gydym okpyzaede do
faumalwezo 3HoeHus, komopoe noddepmusaemes

annapamAo

COXPAHWTE

PucyHok 118. OkHO Onsi HacmpoUKU 02paHUYeHUsT CKopocmu.

B oTKpBIBIIEMCSI OKHE CABHHBTE IEpeKiodarens BKMOYUTL BIpaBo U BBEAUTE MAaKCHMAIbHOE
3HAYCHUE CKOPOCTH HMCXOJSIIEro Tpaduka ajst 3Toro mopra B noie MakcumanbHasi CKOPOCTb.
3arem Haxxmute kHonky COXPAHUTD.

Ecnu Bbl XOTHTE CHATH OrpaHWYEHHE CKOPOCTH ISl JIaHHOTO IMOPTa, CIBUHBTE IMEPEKII0YATEIb
BkntounTb BiieBo u Haxxmure kHonky COXPAHUTD.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

HacTpoiku noptoB

Ha crpanuie PyHKuum | JlononHutensbHo / HacTponkn nopToB Brl MokeTe HACTPOUTD WITH
OTKJIFOYHTH ABTOCOINIACOBAHHE CKOPOCTH M PEXHMMa IyIUIEKCa, a TaKKe BPYYHYIO HACTPOHTH
CKOPOCTh M PEXKHMM JayIiekca it Kaxkaoro Ethernet-mopra mapiipytusaropa.

B pexxume aBrocornacoBanus Bel Takke MOXKeTe BKIIOYUTH MM BBIKIIOUUTH (DYHKIIMIO YIIpaBICHUS
MIOTOKOM JIaHHbIX. JlaHHas (yHKLUS MCIOIb3YeTCs Ul paBHOMEPHOTO paclpeieieHus Harpy3Ku B
CeTSX TMpOBaiiiepoB. YTOUHHUTE y CBOErO IpoBaiizepa, TpeOyercs M BKIIOYCHHE (QYHKIIUH
YIPaBIEHUS IOTOKOM.

HacTpoiikv nopToB

Bhl MOXETE HACTPOWUTE MNK OTKNKIHWTL AETOCOTNACOBaHWe CKOPOCTH W PEeXUMa AyNAeKca, a8 Takxe BpYyYHYD HAaCTpOUTh
CKOpOCTE W pexM Oynnekca AnA Kaxaoro Ethernet—nopTa ychoHc—Ba. B pexMe aBTOCOrNacoBEaHWA Bul Takxe MmoxeTe
BEKAKYMTE MK BEIKNKDUYWTE qJ‘jHKLMPG YNpaeneH1Aa NOTOKOM daHHBIX.

MopT CTaTyc ABTOCOMNACOBaHWE CKOpOCTL KOHTpOE NoToKa

LANS @ OtknroueHo BrnoueHo
LAN3 @® Otcnoueno BrntoueHo
LANZ @® OTcnoueHo BrnHoUEH0D
LAN1 @ noaknoueHo BrnroueHo 100M-Full 802.3x(tx+rx)
WAN @ noaknoueHo BrAHueHD 100M-Full OTKMHOYEHD

PucyHok 119. CmpaHuya ®yHkyuu / JononHumensHo / Hacmpoliku nopmoe.

YroObl HACTPOUTH ABTOMATHYECKOE COMIACOBAaHME WJIM BPYUYHYIO HACTPOHMTH CKOPOCTb U PEXKHUM
nyruiekca s kakoro-n6o Ethernet-mopra, BeiOepute COOTBETCTBYIOIINI MOPT B TAOIUIIE.

' ABTOMATHYECKOE COIIACOBAHME JIOJDKHO OBITh BKJIIOYEHO Ha O0OMX YCTPOWCTBAX,
u OPraHv3yIONIUX COCANHCHUCE.

[Ipy BBIKIIOYCHHOM aBTOMATHYECKOM COIIACOBAHWM HACTPOWKH CKOPOCTH W PEKHMMA
OYIUIEKCA JOJDKHBI _OBITh _OJMHAKOBBIMHU _JUISL _O0OMX VCTPOWCTB, OPLaHMU3VIOMIAX

COCIMHCHHUC.
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

LAN4 X

CropocTe

ABTOMAaTHUYECKN -

PexxMMel aBTOCOrNacoBaHus

@ 10M-Half
@ 10M-Ful
@ 100M-Half

@ 100M-Full

KOHTpOJ’Ib NOTOKa

@ CummMeTpUUHLIR KOHTPONL
noToka

PucyHok 120. OKHO U3SMeHEeHUs1 HacmpoeK rnopma mMapuwpymusamopa.

B OTKPBLIBIIEMCS OKHE 3aﬂaﬁTC HCOﬁXO,I[HMLIe napaMmeTphl:

MapameTp OnucaHwue

PexxuMm nepenaym naHHbIX.

Beibepute 3HaueHue ABTOMATUYECKU, 4YTOOBI  BKIIIOYUTH
aBTOMarnuecKoe cortacoBanue. [Ipu BeIOOpE 3TOrO 3HAYEHHS B OKHE
HACTpOeK oToOpaskaroTcs pasjensl P@XXUMbl aBTocornacoBaHus
u KoHTponb notoka.

Beibepure 3nadenue 10M-Half, 10M-Full, 100M-Half wu
100M-Full, uToOBI Bpy4YHYHO HACTPOUTH CKOPOCTH M PEKUM
AyTIeKca ISl BRIOPAHHOTO MOpTa:

* 10M-Half — nepemaya maHHBIX BeETCSA TOIBKO B OIHOM
HampaBJICHUM B OJMH MOMEHT BpeMeHHU (0o mpuem, Tudo

CkopocTb
nepeaya) ¢ MaKCUMaJIbHO BO3MOXKHOU ckopocThio 10 Mowut/
C;
* 10M-Full - nmepemawa gaHHBIX BeaeTcs B JIBYX

HaIIpaBJICHUAX OAHOBPEMCHHO (HpI/IeM U Iepeaadya JaHHbIX B
OfMH MOMEHT BPEMEHH) C MAaKCHMaJIbHO BO3MOXKHOM
ckopocThio 10 Mout/c;

* 100M-Half — nepenaua maHHBIX BEAETCSA TOJBKO B OJHOM
HaIpaBJICHUH B OJUH MOMEHT BpeMeHH (JIOO MpHueM, JTru00
mepeAaaya) ¢ MaKCHMaJIbHO  BO3MOXHOH  CKOPOCTBIO
100 Mowurt/c;
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HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

MapameTp OnucanHue

. 100M-Full — nmepemaya naHHBIX BemeTcss B JABYX
HANpaBJICHUSIX OAHOBPEMEHHO (MpHEM U Tepesaya AaHHBIX B

OJUH MOMCHT Bp eMeHI/I) C MAaKCHUMaJbHO BO3MOXXHOU
ckopocTthio 100 Mbout/c.

Pexxnmbl aBTOCOrnacoBaHus

YroObl BKIIIOYHATH HGOGXOI[I/IMBIC PCXKUMBI MICpeaadrv JaHHBIX, CABHHBTC COOTBCTCTBYIOIIHC
MEPCKIOYATCIIN BIIPaBO.

KoHTponb noTtoka

CI[BI/IHBTG INECPCKIOYATeiib BIIPABO, yTOOBl BKJIFOYUTH (byHKHI/H'O
Cumm €TPUYHbI 7] YHOpPaBJICHUA IIOTOKOM JJI IIOPTA.

KOHTPOJIb NOTOKa CIOBHHBTE MEPEKITIOYaTeNb BIEBO, YTOOBI OTKIIOUUTH (DYHKIIHIO
yIIPaBJIEHHUS IIOTOKOM JUIsI IIOPTA.

[Mocne 3amanus HeoOxoauMBbIX TapameTpoB HaxkmuTe kHoky COXPAHUTD.

Ecnu Bnocnencteun Bam monamoOuTcs 3amaTh Apyrue mapameTpsl IS MOpTa MapipyTH3aTopa,

BBIOCPHUTE 3TOT MOPT B Tabiuie. B OTKpBHIBIIEMCS OKHE WU3MEHUTE HEOOXOAMMBIE MapaMeTpbl U
Haxxmure knonky COXPAHUTD.
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NMepeagpecauusn

Ha crpanunie ®yHkumu |/ JononHutenbHo |/ lNepeaapecauuss Bbl MoxeTe BKIIOYHTH
(GYHKIMIO  YBEIOMJIEHHSS O TPHYHUHE OTCYTCTBHS ~MHTEPHET-COCAMHEHHUS.  YBEIOMJICHHUS
0TOOpakaroTCs B OKHE Opay3epa MpH MOMBITKE 00PAaTUTHCS K KaKOMY-TH00 cailTy B ceTH VIHTEepHET.

MNepeaapecauunsa

Bbl MOMETE BKIOUNTE OYHELI YBEL0OMIEHUA O MPUUWHE OTCYTCTEMA MHTEPHET-COBAMHEHWA. YBEA0MNEHUA OTOBPAXAIOTCA B
okHe Gpay3epa Npv NoneiTke 0BpaTUTECR K KaKOMY-TB0 calTy B CeTH MHTEpPHET.

BbIKNO4YUTE

MpUUWHbLI NepeajpecaLmm

) ouwmbka pusmuueckoro coesnHeHNs
# vycrpoiicTeo He HacTpoeHo

9. OTCyTCTBYET NoAKI0YeHWe

PucyHok 121. Cmparuua ®yHkyuu / JononHumensHo / [lepeadpecayusi.

Jns wactpoiiku yBenomienuin Haxmute kHonky BKJITKOUMUTb. 3arem B pasnene MpUYmnHBI
nepeagpecauum cIBHHLTE HEOOXOAUMbIC IEPEKITFOYATEIH BIIPABO.

MapameTp OnucaHwue

MpuyuHbI Nnepeagpecaunun

VYBeoMIIeHUs B Cllydae HEemoiaI0K (U3MYECKOTO COCTUHCHUS (HE

OwunbKa PN3NYECKOro | MoaKIIOUCH Ka0elb mpoBaiiepa, HE TTOJTKITIOYCHO
coeguHeHus JOTIOJTHUTENBHOE YCTPOMCTBO, HEOOXOIUMOE [IJIsl TOCTYyTa K CETH
HutepHer).
YcTponCcTBO He VYBemomiieHUsT B Cllydae, KOrma YCTpPOHCTBO paboTaeT ¢
HacTpoeHo 3aBOJICKUMH HACTPOMKAMM.
VBenomnenus B ciaydae Henonagok WAN-coenuHEHus 1o
OTtcyTcTBYeT
yMmonuaHuio (ommOka ayTeHTHU(UKAMKU, HE OTBEYaeT CepBep
nogknityeHue

mpoBaiiiepa, ap.)

[Tocne 3amanust HeoOXoaUMBIX mapameTpoB HaxkmuTe kHonky MPUMEHUTD.

Jnst oTkiroueHus yBenomiieHuid Haxkmute kHonky BbIKITIOUUTD.
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IGMP

Ha crpanune ®@PyHkuumn / flononHutenbHo / IGMP Bl MokeTe pa3penints MapuipyTH3aTopy
UCI0JIb30BaTh NpoTokos IGMP.

ITporokon IGMP ucnons3yercs mis ynpasiaeHus: multicast-rpadukom (mepenadeld JaHHBIX TPYIIIe
azpecaroB). DTOT MPOTOKONI TMO3BONsET Oonee 3((HEKTUBHO HCIONB30BATh PECYpChl CETH IS
HEKOTOPBIX MPUIIOKEHUN, HAPUMED, I MOTOKOBOTO BHUJIEO.

IGMP

Internet Group Management Protocol - npoTokon ynpaenenna rpynnosoi (multicast) nepegauei gaHHEIX B CETRX, OCHOBAHHLIX
Ha npotokone [P,

® sBxaounts

Bepowa IGMP

IGMPv2 -

WHTepdenc*

statip_26 -

YCTaHOBWTh agpec ncxoaawmx IGMP-nakeTos paeHbiM 0.0.0.0

(i) Brawuume 3mom napamemp, ecau ox mpebyemca Bawewmy nposalidepy

PucyHok 122. CmpaHuua ®yHkyuu / JononHumensHo / IGMP.

Ha CTpaHULEC MPEACTABIICHBI CICAYIOMUC SJICMCHTHI:

MapameTp OnucaHue

BKITIOYUTL CIaBuHBTE  TEpEKIIoYare]ib  BIOpPaBO,  4YTOOBI  pa3peuIuTh
ucnoiab3oBaHue nporokosna IGMP.
Bepcusa IGMP B packpsiBatoiiemcs criricke Beioepute Bepcuto mpotokona IGMP.
B packpeiBaromeMcss CIHCKE BBIOEPUTE COCAMHEHHE THIIA
< Huuamuyeckuit [Pv4 wmu Crarudeckuit [Pv4, s xotoporo
UHTepdenc

HeoOXoauMo paspemuTh multicast-Tpaguk (Hampumep, MOTOKOBOE
BHJICO).

YcTaHoBUTbL agpec
P CnBuHbTEe mepekirouaTens BhpaBo, 4ToObl Bce IGMP-maketsl,

ncxoaawmx
ucxogsamme ¢ WAN-coenunenus, umenu IP-agpec ormpasineHus
IGMP-nakeToB paBHbIM
0.0.0.0 0.0.0.0.

[Mocne 3ananmst HeOOXoAUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.
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ALG/Passthrough

Ha crpanuiie ®yHKumu / flononHutenbHo /| ALG/Passthrough Bbei moxere paspemursb
MapIIpyTHU3aTOPy HCIONIb30BaTh mpotokon RTSP, akruBupoBats mexanusm SIP ALG u dyHKIIMn
PPPoE/PPTP/L2TP/IPsec pass through, a Taike Ha3HauuTh OoJiee BBICOKHHM MPUOPUTET IS
Tpaduka onpeneneHHoro THIa.

Haznauenune Gosee BHICOKOTO MPUOPUTETA Al TpaduKka OMpeAeIEHHOTO TUIIA MTO3BOJISET BBIACIUTh
pecypchl MapuipyTusaropa s oHnaiH-urp win [PTV-ycnyr, nepenaun ciry>keOHBIX TAKETOB HMITU
YIIPABIICHUS MapLIPYTU3ATOPOM.

HpOTOKOJ'I SIP HCIOJIB3YCTCA I OpraHu3aluu, MO,[[I/I(pI/IKaI_II/II/I 1 OKOHYAHHUS CCAHCOB CBSI3H. DTOT
IMPOTOKOJI ITO3BOJIACT OCYIICCTBIIATH Te.]'[e(bOHHBIe BBI3OBEI UCPE3 CCTh I/IHTepHeT.

[Tpotokon RTSP ucnonw3yercs ans mepedaddl MOTOKOBOTO MYJbTHMEIUA B PEXKHUME PEabHOTO
BpeMEHH. DTOT MPOTOKOJ MO3BOJIIET HEKOTOPHIM MPUIIOKEHHUSIM MOTy4aTh OTOKOBOE ayuo/BUIE0
u3 cetu MHTEpHET.

Oyukuust PPPoE pass through no3Bonser PPPoE-kiuenTam KOMIBIOTEPOB W3 JOKAJIBHOM CETH
HOAKJIIOYATHCS K ceTH VIHTepHeT uepe3 NOAKII0YEeHUsT MapIIpyTH3aTopa.

Oyukrun PPTP  pass through, L2TP pass through u IPsec pass through pa3pemator
Mmapuipytusatopy mnpomyckate VPN PPTP-; L2TP- u IPsec-Tpaduk, mo3Bonss KJIMEHTaM U3
JIOKAJIbHOM CeTH MapUIpyTHU3aTopa yCTAHABIMBATh COOTBETCTBYIOUINE COECAMHEHUS C YIaJICHHBIMU
CETAMMU.

ALG/Passthrough
Bbl MOXeTe pa3pellnTe MapLUpYTU3aTOPY UCNONb30BaTk NpoTokon RTSP, a Takke akTMBMPOBATE MeXaHnaMm SIP ALG v dyHKUMK
PPPoE/PPTP/L2TP/IPsec passthrough.
BbICOKWIA NpuopwTeT Ans IPTV J° Mpobpoc PPPOE
BLICOKWIA MpuopuTeT Ans ciyxebHoro J» Npo6poc IPsec
Tpagwka
Mpobpoc L2TP
Mpo6poc PPTP

BbICOKWIA NpuopwTeT web-uHTepdeica n
telnet

SIP

@ Pospewaem npoxoxdenue mpagura no npomokany SIP

® =r1sp

(i) Paspewaem npoxoxdenue m

PucyHok 123. CmpaHuya ®yHkyuu / JononHumensHo / ALG/Passthrough.
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Ha cTpanune npeacraBieHbl CIEAyOUIUE JIEMEHTHI:

MapameTp OnucaHue

CaBuHbTE MepeKIoyaTeab BIPaBO, 4YTOObI Ha3HAauUUThH Oolnee
Bbicokun npuoputeT | Bhicokuii mpuoputet mist IPTV-Tpaduka. CaBHHBTE MEepeKIOYaTeb

ansa IPTV BJI€BO, 4YTOOBl TpaduK OHJAWH-UTP MOJB30BAICS  OONBLINM
IIPUOPUTETOM.

ChBuHBTE TMEpeKIIoYaTeNh BIPaBO, YTOOBI HA3HAUUTH Ooee
Bbicokun npuoputeT | Bbicokuit mpuopureT i npoxoxaeHuss LCP- u DHCP-nakeros.
ans cnyxeo6Horo Takas HacTpo¥Ka MMO3BOJISAET MOAAEPKUBATh YCTOMYNBOE MHTEPHET-
Tpadmka COCMHEHHE TIPU BBICOKOM Harpy3ke. MoKeT NpUBECTH K
HE3HAYUTEIbHOU OTEpE MPOU3BOJUTEILHOCTH.

ChBuHBTE TMeEpeKIoYaTesb BIPaBO, 4YTOOBI Ha3HAUUTH Oolee

Bbicoknin npuopuTteT . .
BBICOKHHU MIPUOPUTET AJIA MTAKCTOB, CBA3AHHBIX C pa6OTOI/I IIPOTOKOJIa

web-uHTepdenca n . .
Telnet u web-unTepgeiica MapupyTH3aTopa npHu BEICOKOW HarpysKe.

telnet
MoxeT NpUBECTH K HE3HAYUTENIBHOM MOTEPE NPOU3BOAUTEIBHOCTH.
ChnBuHbTE  TepeKIoYarelb  BIOPaBO,  YTOOBI  Pa3pelIUTh
ucnons3oBanue mporokosa SIP. Takas HacTpoilika MO3BOJISIET
SIP ucnonp3oBarh  MexaHusM  SIP ALG. JlaHHbld  MeXaHU3M
obecrneunBaeT nmpoxoxaeHue VolP-tpaduka depes mapuipyTusarop,
BBINIOJHSIONIMI peoOpa3oBaHue ceTeBbiX anpecos (NAT)’.
CnBuHbTE  NepeKoYarenb  BIOpaBO,  YTOOBl  Pa3peLIUTh
ucnonp3oBanue mporokosa RTSP. Takas HacTpoiika MO3BOJISIET
RTSP YIPaBIATH TOTOKOM JaHHBIX: BBITOJIHATH MEPEMOTKY ITOTOKOBOTO
aya1o/BHUIE0, OCTaHAaBIIUBATh u BO300HOBIIATH ero
BOCITPOU3BEJICHUE.
ChaBuHBTE  TEpeKNIIovaresib  BIPaBO,  4YTOOBI  pa3peuInTh

n PPPoE
pobpoc ° ucnonb3oBanue pynkuuu PPPoE pass through.

C)IBI/IHBTC MEPCKIOYATCIIb BIIpaBo, YTOOBI pa3peuinThb

Mpo6poc IPsec
poop ucnonb3oBanue ¢pyHkiuu IPsec pass through.

ChnBuHbTE  mepeKiodareilb  BIOpPaBO,  YTOOBl  Pa3pelIUTh

MNpo6poc L2TP
Poop ucnonb3oBanue pynkuun L2TP pass through.

ChBuHbTE  MEpeKiovaresib  BIOPaBO,  YTOOBl  pa3pelIuTh
ucnonb3zoBanue Qynkuun PPTP pass through.

Mpo6poc PPTP

[Tocie 3aganus HeOOXOMUMBIX TTapameTpoB HakmuTe kHonky MPUMEHUTDb.

3 Co3snaitre WAN-coenuuenne na crpanuine Hactponku / UHTepHet / WAN, ciasunbre nepexirouarens SIP
Bpaeo Ha crpanuiie PyHKummn /| JononHutenbHo /| ALG/Passthrough, nogkmounte Ethernet-ka6ens k LAN-
mopty Mapripyrtusaropa u k [P-temedony. Ha camom IP-tenedone 3amaitre mapamerpsl SIP u HacTpoiite ero Ha
aBTOMaTnueckoe nomydenue [P-agpeca (B kagectse DHCP-kimenTa).
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PyKOBOD,CTBO nonb3oBarend

YnpaeneHue

CucreMHoe BpeMs

Ha crpanune YnpaBneHue /| CuctemHoe Bpemsi Brl MokeTe BpYYHYIO YCTAHOBHTH CHCTEMHOE
BpEMs MapIIpyTHU3aTOpa WK HACTPOUTh ABTOMATHYECKYIO0 CHHXPOHHU3AIIUIO CHCTEMHOTO BPEMEHH C

CEepBEPOM BpeMeHU U3 cetu HTEpHET.

CucrtemHoe Bpemsa

Brl moxeTe HACTPOWTE daETOMATUUYECKYHD CUHXPOHW3AUWHD CUCTEMHOMND BEpEMEHI C CEPEEPOM EPEMEHW N3 CETK AH_EPHGT.

. BrknouwuTe NTP QOCcHOBHON YacoBoOW NOAC >

GMT+03:00 Bargag,
KyesenT, 3p-Puag
Mockea, CankT-NeTepbypr, Bonrorpag
Mony4nTe ajpeca CepeepoB BPEMEHHW Mo Haipobu
DHCP TerepaH
BaxpeiH, Typuus, Wpak, Miemen, Katap,
KyseiT, Cayaosckan Apasus

HEPEXOA Ha neTHee BpemMa

3anycTuTb B Ka4ecTBE cepeepa And
NOKaNneHOW CeTK

@ onpegennTs nepriog o6HoBREHNS ONPEOENUTE HACOBOM NOAC

ABTOMaTU4YECKIA

CUCTEMHaRA AaTa: 9.02.2021

CucTemHoe Bpems: 14:00

CepBepbl BpeMeH

pool.ntp.org x

DOEABWTE CEPEEP

PucyHok 124. Cmpa+uua YnpaeneHue / CucmemMHoe epemsi.

Jl1s HacTpOMKM YacOB MaplIPyTU3aTOpa BPyUHYIO BBIIIOJIHUTE IEPEUUCICHHBIE HIKE JEHCTBHUS.

1.
2.

Cnsunbte nepexiitouaresis Bkrnountb NTP Bieso.

B paznene HacTponMkm BpeMeHm 3anaiite HeoOxoauMmbie 3HadeHus. UTOOBI 3a71aTh BpEMs,
YCTaHOBJICHHOE Ha BaiieM koMmmbroTepe WM MOPTATUBHOM YCTPOMCTBE, HAXKMUTE KHOIKY

CKOIMUPOBATb JIOKAJIbHOE BPEMA.

Haxxwmure knonky MPUMEHWUTDb. Tlpu stom mons CuctemMHas pata u CuctemHoe
BPEMS 3aroHsITCS aBTOMATHUCCKH.
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Jljiss aBTOMaTH4ecKoi CHHXPOHU3AIMU YacOB MapHIPyTH3aTopa ¢ KaKUM-JIMOO CepBEpOM BPEMEHU
BBITIOJIHUTE NIEPEUUCIICHHBIE HUXKE EHCTBUS.

1. Cnsunsre nepekmoyarens Bknounts NTP Bmpaso.

2. B paznene CepBepbl BpeMeHU 3anaiite apyroii NTP-cepBep mim ocraBsTe 3Ha4YeHUE,
3a7laHHOE 110 yMom4aHuio. Eciii HeoO6Xx0auMo 3a1aTh HECKOJIBKO CEPBEPOB, HAXMHUTE KHOIIKY

OOBABUTb CEPBEP.

3. B packpsiBaromemcst crincke OCHOBHOM 4acOBOM NOAC BhiOepuTe Bair yacoBoii mosic.
YroObl ykazaTh 4acCOBOM IMOSIC, COOTBETCTBYIOIIMN HacTpolikam Baiero xommbroTepa win

IOPTATHBHOTO YCTpoiicTBa, Haxkmute kuonky ONMPEAENIUTb YACOBOM MOAC.

4. Haxwmure xaonky MPUMEHWUTb. Ilpu stom nons CuctemHaa pata u CuctemHoe
BPEMSA 3aroJHITCSA aBTOMATHUCCKH.

Y1005l HAaCTPOUTH aBTOMAaTHYECKUN nepexo 4aCoB MapupyTu3aropa Ha JICTHEC BPEM:A, CIABUHBTC
nepexirouaresb Nepexon Ha neTHee BpeMs BrnpaBo. B packpeiBaromiemcs crricke HYacoBow
nosic NeTHero BPeMeHW BbIOepuTe YacoBOM MOsIC, KOTOPBIA Oy/eT HUCIOJB30BaThCsl B TEUEHHE
JIETHETO BPEMCHU, U 3a1[a171Te H€06XO,I[I/IMBIC 3HA4YCHUA B pa3aciiax Hayano neTtHero BpeMeHM u
KoHeu neTtHero BpemeHu. Haxxmure knonky MTPUMEHUTD.

B HekoTOphIX cilydasx MpoBaiiiep caM MpeaoCTaBIseT ajJpeca CepBepoB BpeMeHu. B aToM ciydae
caBHHBTE mepekimodarens [MonyunTtb appeca cepBepoB BpemMeHn no DHCP smpaso u
Hakmute kHonky MMPUMEHWTb. VYrtounute y Bamero mposaiinepa, TpeOyercss &u aaHHas
Hactpoiika. Eciu nepekiouaress Monyunts agpeca cepsepoB BpemeHu no DHCP ciasunyr
BIIpaBo, paszien CepBepbl BPEMEHM He 0TOOpaKkaeTCs.

YToObl pa3penuTh MOIKIIOYCHHBIM YCTPOWCTBaM HCIIOIB30BaTh B KavyeCTBE CepBepa BpPEMEHH
[P-anpec MapuipyTu3aropa B JIOKQJbHOW TMOJICETH, CIBHHBTE IEpeKiouareli 3anycTUTb B
KayecTBe cepBepa Ans NnokanbHOW ceTu Brnpaso u Haxxmute knonky MIPUMEHWUTDb.

[To ymom4aHHIO B CHCTEME HACTPOSHO aBTOMATHYECKOE ONpeACTCHHE WHTepBaia CHHXPOHU3AINH
CHCTEMHOTO BpemeHH. Ilpu sToM mepekimodarens OnpeaenuTb nepuvoa OOHOBREHUSA
aBTOMAaTUYeCKMU CIBHHYT BOpaBo. UTOOBI HACTPOWTH HMHTEPBAI CUHXPOHHU3AIUU CUCTEMHOTO
BPEMEHH BPY4YHYIO, CIBUHBTE Tnepekiodarens Onpeaenutb nepuos OOHOBREHUA
aBTOMaTUYeCKU BieBo u B oroOpasuBmiemcs mone [lepunoa OOGHOBREHUs 3anaiite
HE0O0XOMMOe 3HaueHue (B MUHYTaX).

H[!I/I BLIKJIIOYCHUW THUTAHUA WIIHA TIEPE3arpy3ke MapaipyTru3aropa ITPOUCXOJIUT C6[QOC
JaTbl ¥ BpEeMEHM ycTpoucTBa. Ecim MapiipyTH3aTop HACTPOEH Ha aBTOMATHYECKYIO

CUHXPOHMU3AINNIO BPEMCHU, TO NPHU YCTAHOBKEC COCANHEHUA C CCTHIO HHTG[}HeT INOKa3aHuA
YacOB YCTPOWCTBA aBTOMATHYECKH BOCCTaHOBATCA. Eciy vacel MapmipyTh3aTopa ObLIu
HACTPOEHBI BPYYHYIO, HEOOXOMMO CHOBA 3aJ1aTh AaTy U BpeMs (CM. BBIIIE).
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XXypHan cobbiTun

Ha crpanune YnpasneHue / XXypHan cobbITMi Bel MokeTe HACTPOHUTH MapaMeTphl JKypHaia
COOBITHIH, a TaK)KE HACTPOUTH Mepeady KypHaia Ha BHEIIHUN y3edl.

HacTtponku
YKypHanuposaHue
Bbl MOKETE HACTPOMTbL NapaMeTpbl KypHana cobbiTyiA.
@ Brnounts
Tun YpOBEHL
TNokanbHeIA M yoaneHHsIA - WHdbopmauroHHele cooblleHns -

® Mypran cofsimul XparumcR & Namsmy MapLwpymusamopa u nepedaemcs

Ha yIen, sadanHnil s none "Cepsep”

Mopt*

514

PucyHok 125. Cmpa+uuya Ynpaenerue / XXypHan cobbimull. Bknadka Hacmpolku.

UroObl pasperuth (GOpMUpOBAHHE KypHaiTa COOBITHH, mepeinute Ha BKiIaaky HacTpouku wu
CABUHBTE TIepeKITodare b BKMIOYNTB BripaBo. 3areM 3anaiiTe HEOOXOTUMBIC TTAPAMETPHI.
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MapameTp Onucanue

XypHanupoBaHue

B packpsiBaromemMcsi CIHCKE BBIOEpUTE HEOOXOAUMBINM  THII
JKYPHAIMPOBAHUA.

* JlokanbHbIW — KXypHaJd COOBITHH XpaHUTCS B MaMSITH
Mmapuipytusatopa. Ilpu BbIOOpe 3TOro 3HAUYEHHUS IOJIS

CepBep u lNopT He oTobpaskaroTcs.
Twun
* YpaneHHbIW — >xypHaa COOBITHH TiepegaeTcss Ha y3ell,

3amanublii B moie CepBep.

* JlokanbHbIN U yAaneHHbIW — XypHaJI COOBITUI XPaHHUTCS
B IMIaMATHU MapIIpyTu3aropa U nepeaacTcsa Ha y3Cll, 3a,£[aHHI>II71
B oiie CepBep.

Tun cooOmieHuil U NpeaynpexxaeHUN, KOTOpble OyAyT 3aHOCUTHCS B

YpoBeHb N
JKYpHaI COOBITHI.

IP- umu URL-anpec y3ma u3 JIOKaJIbHON WM TIOOANBHON CETH, Ha

CepBe
PBEp KOTOpBIH OyJIeT nmepenaBarhes )KypHasl COOBITUH.

[opr y3na, 3amannoro B mojie CepBep, Ha KOTOpbId OyneT
MopT nepenaBarbesi KypHail coObITHil. [1o ymomyanuio 3amaHo 3HauYeHUE
514.

[Mocne 3ananmst HeOOX0AUMBIX 3HaueHuH HaxkmuTe kHoriky MPUMEHUTD.

UroObl 3ampetuTh (GOpMUpOBaHHE KypHajda COOBITHH, CIABHHBTE IEpeKitouaresib BKAOYUTL
BiieBo U Haxkmute kHoniky MPUMEHUTD.
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YToObI MPOCMOTPETH KypHAI COOBITHI, TIepeliauTe Ha BKiIaaky XKypHan.

iy

Xypuan

OBHOBWTL  3KCMOPT B ®AWN

\CLemp
[NOTE] AUTH[875]: Attempt roces 3 with invalid token:
[NOTE] AUTH[875]: Attempt proceed 3 with invalid token:
[NOTE] AUTH[875]: Attempt to proceed 3 with invalid
[NOTE] AUTH[8 : Attempt to 3 with invalid token:
[NOTE] AUTH[875]: Attempt to pr € 3 with invalid token:
[NOTE] AUTH[875]: Attempt to proceed 3 with invalid token:
[HOTE ] 'H[875]: Attempt to proceed 3 with invalid token:

[NOTE ] " 8 : Attempt to proceed 3 with inwvalid token:

[NOTE ] 8 : Attempt to proceed a R with invalid token:

[INFO] CONFIG[926]: Saving config - OK
[NOTE] AUTH[875]: Attempt to proceed a R with invalid token: 8464 b 47d5-9bfd-~

[NOTE] AUTH[875]: Attempt to proceed a R with invalid token: B84642f8 47d5-9bfd-
£96dcb134057 >

PucyHok 126. CmpaHuya YnpaeneHue / XXypHan cobbimul. Bkrnadka XKypHain.
Jiist oToOpaxkeHust caMbIX TOCIIeAHUX coObIThii Haxkmute kHonky OBHOBUTD.

Jns 3amucu kypHana coObITHH B (aiil Ha JOKAJIBHOM JIMCKE KOMITBIOTEpAa HAKMHUTE KHOIKY
SKCIOPT B PAWIJI. daiin Oyaetr HaXOAUTHCS B MAIKe 3arpykaeMbix (aiino Barrero 6paysepa.
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AAMUHUCTpUpOBaHUue

Ha crpanuiie YnpasneHuve /| AAMUHUCTpUpPOBaHME Bbl MOXeTe W3MEHHTH MapOJib YYETHOM
3alUCH aMHMHHUCTpAToOpa s JocTyna K web-uHTepdeiicy mapuipyTuzaTopa ¥ Uis JOCTyNa K
HacTpoiikaM 1o mporokoiry TELNET, BoCCTaHOBUTH 3aBOJICKME HACTPOMKHM MapLIPYTHU3aTopa,
CO3[aTh PE3EPBHYIO KOMHMIO TEKYyIIeH KOH(HUTypald WX BOCCTAHOBUTH paHEE COXPAHEHHYIO
KoH(puryparuio u3 ¢aina, COXpaHUTh H3MEHEHHBIE HACTPOWKH B SHEPrOHE3aBUCHUMOW TaMSTH,
nepe3arpy3uTb  yCTpPOHCTBO, H3MEHUTh S3bIK  web-uHTepgeiica, a Takke HacTpPOUTh
aBTOMATUYECKYIO IIepe3arpy3Ky yCTPONCTBA 10 PACIIUCAHUIO.

3aBoOckne HacTpoRKK
[Nonk3oeatens

PesepBHan konus

admin

BoccTaHoBWTL
©

CoxpaHuTe

AoMwHE BeiTe of 1 go 3T ASCH

Mepesarpyants
o

Bpems 6e37efcTENA (B MUHYTaX)F

5

Azbik

Pycckmnin -

ABToMaTuueckasn nepeaarpyska

Brnounte

PucyHok 127. CmpaHuua YnpaeneHue / AOMUHUcmpupoeaHue.

JJist Toro 4TOOBI U3MEHUTH MApPOJIb YUETHON 3allUCH aIMUHHCTpATopa, B pasnene Nonb3oBatenb
BBEIMTE HOBBIA mapons B nonsi HoBbIM naponb u MNMoarBepxaeHue napons. Vcnosb3yiite
u@pbl, JTAaTUHCKME OYyKBBI BEPXHEr0 W HIDKHETO PETHUCTpPa W JIPYTHE CHMBOJBI, JOCTYITHBIE B
aMEpMKaHCKOM packiazke KinaBuarypsl’. HaxmuTe Ha 3na90k MoKasaTbk (& ), 4roOsl 0TOGpa3HTH
BBejieHHbIe 3HaucHus. 3atem Haxmute KHOKy COXPAHUTD.

3aHOMHI/IT€ NI 3alIUIINUTEC HOBBII>'I Ha[QOJIB aleI/IHI/ICTQaTO[za. B Cnyqae YTC[ZI/I HOBOTI'O
Ha[QOJ'ISI aZ!MI/IHI/ICT[zaTO[za Brl CMOXKECTC HOJ'Iy‘II/ITI) Z!OCTYH K HaCT[QOI;'IKaM M&[)IH[!YTPIS&TO[!&

! TOJILKO TIOCJIE€ BOCCTAHOBJICHHS 3aBOJCKMX HACTPOCK MO YMOIYAHWUIO TPH TOMOIIA
annapatHod kHonku WPS/RESET. Takas npouenypa YHUYTOXKWT BC€ 3ajaHHble Bamu
HACTPOWKK MApPUIPYTU3ATOPA.

4 0-9,A-Z, a-z, npoben, !"#$%&' () *¥+,-./;;<=>2@[\]"* " {|}~
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Jlyist Toro 94TOOBI U3MEHHUTH S3BIK Web-uHTepdelica, B pacKpbiBaroieMcs crrucke A3bIK BEIOSpUTE
HE00X0IMMOE 3HaUCHHE.

Taxxe Ha HaHHOﬁ CTpaHUIEC OOCTYIIHBI CJICAYIOIMIUC KHOIIKU:

nemMeHT OnucaHue

Kuomka mist cOpoca HACTpOEK MapIIpyTH3aropa K 3aBOACKHM
ycTaHoBKaMm. JlpyruM BapuaHTOM cOpoca HACTPOCK SIBISCTCS
ucnonb3zoBanue kHonku WPS/RESET (cm. paznen 3adusan naunens,
ctp. 13).

3aBoacKue HaCTpPOMKKU

Knonka pyis  coxpanenuwst KoHuUryparuu (BceX IapaMeTpoB
MaplIpyTU3aTopa) Ha JIOKAJIbHOM JHUCKE KOMIIbloTepa. PesepBHas
Pe3epBHas konusa PHPY pa) P pu

KOTHSI HACTPOEK Oy/leT HAaXOIUTHCS B MAlKe 3arpyKeHHbIX (ailioB

Bamero 6paysepa.

Knonka st BeIOOpa paHee COXpPAaHEHHOW KoH(pUTryparuu (Bcex
napaMeTpoB MapuIpyTU3aTOpa) Ha JOKATLHOM JHUCKE KOMIIbIOTEpa U
BoccraHoBUTBL P P pIipy pa) . P
ee 3arpy3kd. HaxmuTe KHONKY W CICIyWTe WHCTPYKIHSIM

JAUaJIOroBOro OKHa.

Knonka IJIs1 COXpaHCHHUA HACTPOCK B SHCPFOHCSaBI/ICI/IMOI\/'I IIaMsATH.

MapipyTusarop COXpaHsSeT HW3MEHEHHS HACTPOEK aBTOMATHYECKH.
CoxpaHuTb Eciu u3MeHeHHbIE HACTPOMKH HE COXpPaHEHBI aBTOMATHUYCCKH, B
[PAaBOM BEPXHEM YIIY CTPAHHIBI OTOOPAa3MTCS COOTBETCTBYIOIIEE
yBEJIOMIICHHE.

Kuonka nmg mepesarpy3ku yerpoiictBa. I[lpu 1epeszarpyske Bce
MNMepe3arpy3uTb p p}: yerp p p Py
HECOXpPaHEHHBIE HACTPOUKH OyIyT YTEPSHBI.

B mone Bpemsa 6e3aencTBuA 3anaiite Bpems MPOCTOs (B MHUHYTax), IO MCTEYCHHH KOTOPOTO
MapIpyTH3aTop 3aBEpUIMT ceaHc padoTsl nuHTepdeiica. [lo ymomyanuro 3axano 3HaueHue 5. 3atem
Haxxmure knonky COXPAHUTD.

YroObl HACTPOUTH ABTOMATUYECKYIO IIe€pe3arpy3Ky YCTpOWMCTBa IO pacHHMCaHUIO, B paszjene
ABTOMaTM4yecKkasi nepes3arpy3Kka CIBUHBTE IEpeKiIro4aresb BKMHOUYUTL BrnpaBo u B Moje

Mepuoa 3anaiite MEpUOAMYHOCTH Mepe3arpy3kd YCTPOWCTBa (B CeKyHaax). Haxmure KHOIKY
COXPAHUTD.

UToObl OTKJIIOUYUTH AaBTOMATHYECKYIO Iepe3arpy3ky YCTpONCTBa IO pacHUCaHHIO, B paszjelne
ABTOMaTMyecKasa nepesarpysKa CIABHHBTC IMEpEKtovaTesib BKIOYUTL BICBO U HAXKMUTE
kaonky COXPAHUTD.
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Telnet

Ha crpanunie YnpaBneHue / Telnet Bbi MokeTe BKIIOYHTH WM BBIKIIOYHTH JOCTYN K
HacTporikaM Mapupytuzaropa no nporokony TELNET u3 nokanbHoit cetu. [lo ymonuanuto nocryn
no TELNET otkiroueH.

Telnet

Bbl MOXETE BKIKUYMTE MK BLIKNKMWTEL AOCTYN K HACTPOWKaM MapLupyTUsaTtopa no npotokony TELMET 13 nokanbHon cetw.

BrknouuTe Telnet

]
LX)

PucyHok 128. Cmparuua YnpaeneHue / Telnet.

Yro6s! pazpemmmts qoctyn no TELNET, capunbre nepexmouarens Bknountb Telnet Brpaso. B
nonie MOPT BBenuTe HOMEP MOPTA MapIIPYTH3aTOpPA, Yepe3 KOTOPbIH OyIeT paspenieH J0CTyI (1o
yMomuaHuto 3a1aH nmopt 23). 3arem Haxxmute knonky MPUMEHUTDb.

YroOsl cHoBa 3anpeTuth Aoctyn o TELNET, cnsunbTe nepeximodarens Bknountb Telnet Biero
u Haxxmute kHonky MPUMEHUTD.

CtpaHuua 173 n3 198



DIR-615 BecnposogHow MaplupyTtudatop N300

HacTtpoiika mapLipyTumsaTt
PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

fAHpexkc.DNS

B nannoMm paznene Brl MoxkeTe HacTpouth padoty cepBuca Anmexc. DNS.

Sunexc.DNS — 3T0 cepBHUC KOHTEHTHOW (DHIIBTpaIiuu, KOTOpBIM oOecrieunBaeT padboty DNS-
cepBepa, 3allUIIaeT KOMITBIOTEP OT BPEIOHOCHBIX CAaWTOB W OJOKHpYET IOCTYNl K pecypcam,
HEXXEJaTeITbHBIM JIJISl IPOCMOTpPA JIETHMH.

Hacmpoluku

Ha crtpanunie YnpaBneHue / Anpekc.DNS / Hactponku Bbl MoXxeTe BKIIOYHTH CEPBHUC
SAunexc.DNS 1 HaCTpOUTH PEXUM €r0 PadOTHI.

Anpekc.DNS

g Hﬂe Kc BricTpblil DNS-ceperc oT AHgexca ¢ OonoNHUTENEHBIMKU GYHELMAMK Ge3cnacHocTH.

Y70 Takoe Anperc.DNS

® BouuTs

Pexxum no YMON4aHUw

(@ Bce Hoswie yempodcmea Gyaym NOGKMIGNAMECH & SEIGPAHHOM PERUME

@ Bes sawmTsl

(O BesonacHblii

(O Detckwit

@ B GesonacHom p.

KOMOopLIE MOSYIM 38pasume Ball ROMTEOMEeD SUDYCaMU. JIMom DexuM DeroMeHd08aH AnA GoMbULHCITI&Ea NoNbI0aamened.

¢ By dym 3afnorLpos cA yrpacms Ba BPOAU, HAMPUMED, O COLUAT

Mk,

@ Ana yompodcms 6 demckom pexumMs donanHumenso Gydym saGnoxuposansl catimsl "0na 83pocibix” PexomMeHdysiMca RMGHEMBs Mo pemun dng

YCmpodcmea, KOmopbIMU Mone3VIOMeA demu.

PucyHok 129. Cmparuua YnpaeneHue / sIHOekc.DNS / Hacmpoliku.

YroObl mOMy4YHTH OOJIee TOAPOOHYI0 WH(POPMAIMIO O CEpBHCE, HAXMHTE CChUIKY YTO Takoe
Anpekc.DNS.

YroObI BKIIOUNTE cepBUC SHaekc. DNS, caBuHbTe nepekinodareis BKIHOYNTb BIpago.
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[Tpu BrmoueHHOM cepBuce SAnmekc.DNS Ha cTpaHune poctyneH pasaen Pexum no
ymMmonyaHuo. UYrtoObl HACTpOWTH (QUIBTpALlMIO ISl BCEX YCTPOMCTB JIOKAJIBHON CETH
MapIIpyTH3aTopa, BEIOEpUTE HEOOXOIUMOE 3HAYCHHE B CIIHUCKE:

* bBe3 3awuTbl — npu BEIOOpE 3TOrO 3HAYCHUs cepBHUC obecreunBaeT padbory DNS-cepBepa,
HO HE OIPAHUYMBAET JOCTYII K OMACHBIM CalTaM;

* Be3onacHbIN — nipu BEIOOPE 3TOr0 3HAYEHHS CEPBUC OIOKUPYET AOCTYIT K BPSIOHOCHBIM H
MOIIIEHHUYECKUM Web-caliTaMm;

* [eTCKUM — mpu BHIOOpPE ITOTO 3HAYCHHUS CEPBHC OJIOKUPYET MOCTYI K BPEIOHOCHBIM U
MOIIIEHHUYEeCKUM web-caiiTam, a Takke OJOKHpyeT JOCTYN K pecypcam, HeKelareabHbIM
JUTS IPOCMOTPA JEThbMH.

Br16panHbIii pesxuM (GuiIbTpaIiu Takke OyaeT JeiiCTBOBATh Al BCEX BHOBb MOJKIIOUEHHBIX K CETH
MapIIpyTH3aTopa yCTPOHCTB.

[Tocie 3aganus HeoOXoMUMBIX apameTpoB HaxxmuTe kHonky MPUMEHUTD.

YroObl oTkiII0UUTh cepBuc SAnnaekc.DNS, capunbTe nepekirouaresis BKIKOYNTD BICBO U HAKMHUTE
kHonky MPUMEHUTD.
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Ycmpolucmea u npaesuna

Ha ctpanune YnpasneHue / Aluaekc.DNS / YcTtpouctBa 1 npaBuna Brl MokeTe Ha3HAYKUTH
KaKOMY-JIMOO yCTPONCTBY JIOKaJIbHON CETH OTAEIbHBIN PeKUM (QHIBTPALHH.

M3BECTHLIE KNUEHTLI

IP-aapec MAC-agpec Mna MNpagnno

>

192.168.0.2 90:2B:34:A5ABFB Mo yMonuaHuIo (Be3onackbiit) %

Mpasuna ~+

IP-agpec MAC-agpec msa Pexim

NMPUMEHUTE

PucyHok 130. CmpaHuya YnpaeneHue / SlH0ekc.DNS / Ycmpolicmea u npaeuna.

B pasnesne U3BeCTHbIE KITMEHTbI 0TOOpaXKaroTCs yCTPOUCTRA, MOJKITFOYCHHBIC K JIOKAJIbHON CeTH
MapLIpyTH3aTOpa B HACTOALINI MOMEHT, U COOTBETCTBYIOLUN UM PEXUM (PUIBTPALIUU.

YT00BI CO3/1aTh HOBOE MPaBWIIO (MIBTPAIMH Ul KaKoro-1ndo ycTpoiicTea, B pazaerne [NpaBuna

Haxmure kHonky [JOBABUTb (+ ) i B pazznene N3BeCTHbIe KNMUEHTbI MICTKHUTE JICBOU

KHOIIKOM MBI Ha Ha3BaHUM pexuma (UiIbTpalil B CTPOKE YCTPOMCTBA, AL KOTOPOTO
HEOOXOJMMO CO3/1aTh MPABUIIO.

HoBoe npasuno

IP-agpec*

AOBABWUTL

(O bea zawnTel

(® BeszonacHbiit

O Aerckuii

COXPAHUTb

PucyHok 131. [JobaeneHue npasurna 0ns cepsuca 5iHoekc.DNS.
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HacTtpoika mapwpyTusatopa

B otkpeiBlieMcst okHe Bbl MokeTe 3a7aTh CIEAYIONIUE MTapaMETPhL:

MapameTp OnucaHune

MAC-agpec

MAC-anpec ycTpoiicTBa U3 JIOKaJbHOW CETH MapuipyTuzaropa. Bel
MOXXET€ BBIOpAaTh YCTPOWCTBO, MOJKIIOYECHHOE K JIOKAJIBHOW CeTH
MapIIpyTU3aTopa B JaHHBII MOMEHT. J{Jis 3TOr0 B pacKpbIBaIOIIEeMCs
CIIUCKE BBIOEPUTE COOTBETCTBYIOIIEE YCTPOMCTBO (TPHU 3TOM TIOJIE
3aIOJIHUTCSl aBTOMATUYECKH ).

IP-appec

[P-anpec ycTpolicTBa U3 JTOKaJIbHOW CETH MapLIPyTU3aTOPA.

Ecnu Bbl XoTHTE Ha3HaYMTh HECKOJIBKO NOCTOSIHHBIX [P-ampecos
yCTpOUCTBY ¢ omnpeneneHHbIM MAC-anpecoMm, Ha)XMUTE KHOIKY
OOBABUTb u B otoOpasuBmieiics crpoke BBeaute I[P-ampec.
YCTpONCTBO JIOKaNbHOW CETH MOXKeT UMeTh onuH I[Pv4-ampec u
HeckoibKo [Pv6-anpecos.

YroObl yaaiuTh aJpec, HAKMHUTE Ha 3HA40K YAANUTb (*) B CTPOKe
azapeca.

NUma

3anmaiiTe Ha3BaHWE [UIsI YCTpPOWCTBA B CeTH Jis  yAOOHOU
unaeHTuGUKAY (Heods3amenvbHblil napamemp).

Pexum

Boibepute pexum pabotsl cepBuca fAnnekc.DNS nans manHoro
YCTPOKMCTBA.

« be3 3awmTbl — mnpu BEIOOpE 3TOTO 3HAYCHHS CEPBHC
obecnieunBaetr pabotry DNS-cepBepa, HO HE OrpaHMYMBACT
JOCTYTI K OTIACHBIM CalTaMm.

 be3onacHbI — mpu BBIOOpPE ATOTO 3HAYCHUS CEPBHC
OJIOKHPYET JOCTYI K BPEAOHOCHBIM U MOIIICHHUYECKUM Web-
caiitaM.

* [eTCKWMM — nipu BBIOOPE 3TOTO 3HAYCHUS CEPBHC OJOKHUPYET
JOCTYNI K BPEJOHOCHBIM M MOILIEHHUYECKUM web-caiitaMm, a
Takke OJOKHpYeT JAOCTYM K pecypcaM, HeKelnaTelIbHBIM s

pocMoOTpa ACTbMHU.

[Mocre 3amanus HeoOXxoauMbIX apameTpoB HaxkMmuTe kKHOoKy COXPAHUTD.

YTo0OBI 3a4aThb APYTruc nmapaMeTpbl IJId KaKoro-inodo ImpaBujia, BBI6epI/ITe COOTBCTCTBYIOLIYIO CTPOKY
B Ta6J'II/II_[C, B OTKPBLIBHIEMCA OKHE HM3MCHUTC HGO6XOI[I/IMBIG mapaMEeTpbl U HAXMUTE KHOIIKY

COXPAHUTD.

YroOb! ynaauTh Kakoe-1100 NpaBuiIo GUIBTPALH, YCTAHOBUTE (hJIaXKOK, PACTIONIOKEHHBIN CleBa OT

F—N
COOTBETCTBYIONIero npasuna, u Haxmure knonky YOAANUT ([1). Ber Taxoke moxere ypanuts

IMpaBUJIO B OKHC U3MCHCHHA 11apaMETPOB.

[Tocie 3aBepreHus padboThl ¢ npaBuiamu HaxxmuTe kHonky MPUMEHUTDb.
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O6HoBneHnune NO

Ha crpanune YnpaBneHue /| OOHoBneHue [MO Bol Moxkere OOHOBHTH BHYTPEHHEE
IPOrpaMMHOE 00ECICUCHHE MapUIPyTH3aTopa, a TAKKe HACTPOUTH ABTOMATHYECCKYIO MPOBEPKY
Hasnnuusg oOHoBneHui s 110 yerpoiicTsa.

' Oo6uoBnenne BHyTpeHHero 110 MappyTu3aropa pEKOMEHIVETCS BBIMMOIHATE TOJBLKO IIPU
u H[!OBOQHOM ITOAKJITFOYCHU N MapmpmiaTopa K KOMHBIOTC[Zy.

NokaneHoe oBHOBNEHKWe YpaneHHoe obHoBNEeHUe
@ Texyujas sepcun 10 1.0.2 Agpec cepaepa ofHOBNEHUIA

fwupdate.dlink.ru
BbIBPATb ®AWN... @aiin He BLIGpaH

@ Astomatuueckn npoeepATL 0BHORNGHUS

@ He yaanocs BeINOAHNTE NPOBEPKY HAAWYKA HOBOR Bepme 10

NPOBEPUTb OEHOBINEHUA

PucyHok 132. Cmparuua YnpaeneHue / O6HoeneHue [10.
Tekymas Bepcust BuyTpennero I10 ycrpoiictBa oToOpaskaercs B moje Tekywaa Bepcusa MO.

ITo YMOJYaHUIO B CHCTEME HACTpOCHA aBTOMATH4YCCKasA IIPOBEPKA HAIUYMA OOHOBJICHUN
BHyTpeHHero [10 mapmpyrtuzatopa. Ecim B Macrtepe HacTpoiiku Obul BBIOpaH pexkuMm TOYKa
poctyna, NosToputenb win KNueHT, u Ha crpanuiie HacTpouku / CeTb B criricke Pexum
Ha3HayeHusi nokanbHoro IP-appeca Boigeneno 3Hadenne CTaTUYECKUW, s
aBTOMATHYECKOU IIPOBEPKHU H606XO,I[I/IMO TAKXE 3aI10JIHUTH I10JIC IP-anpec wnro3a.

Ecnu oOHOBEHHME NOCTYIHO, B MPAaBOM BEPXHEM YIVIy CTpPaHHIIBI OTOOPA3UTCs COOTBETCTBYIOIIEE
YBEIOMIJICHUE.

YT1oOBl OTKIIOYHTH ABTOMATHYECKYHO IIPOBEPKY OOHOBICHHI, B pasieie YAaneHHoe
OOHOBMEHUe c/BUHETE MepekiToyaTer ABTOMaTUYECKU NPOBEPATL OOHOBNEHUSA BICBO U
naxvute kaornky MIPUMEHUTb HACTPOUKM.

YT0OBI BKIIIOUYUTH aBTOMATHYECKYIO IPOBEPKY OOHOBIICHNH, B pa3nenc YaaneHHoe oOHOBMeHue
CIBUHBTE MeEpeKiroyarei> ABTOMaTUYECKU MPOBEpPATb OOHOBIIEHUSl BIPaBO M HAKMHTE
kaorky MIPUMEHUTb HACTPOWUKMW.

Ber Moxkete 00HOBUTH BHyTpeHHee [IO wmapmpyTu3aropa JOKAIBHO (C KECTKOTO JHCKa
KOMITBIOTEPA) WK YAAJIICHHO (C cepBepa OOHOBIICHU).
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JlokanbHoOe o6Ho8s1IeHUe

' Buumanwme! Bo BpEMA 0OHOBICHUS IIporpaMMHOTO obOecrieycHrs HE OTKIIFOYaNTE
u [UTAHKE MAPIIPYTH3aTOpa. DTO MOXKET IOBJICYb 3a COOOM BBIXOI YCTPOUCTBA U3 CTPOSL.

Jnist nokaneHOTO 00HOBIEeHUs 110 MapuIpyTH3aTOpa BHIMOIHUTE NEPEUNCICHHBIEC HIDKE IEHCTBHUS.

Ckauaiite (haiin ¢ HOBOI Bepcuelt mporpaMmMHoro obecrieueHus Ha caiite www.dlink.ru.

2. Ha crpanuiie YnpaBneHue /| O6HoBneHue MO B pasaene JlokanbHoe o6HOBNeHue
Haxxmute kHOnKy BbBIBPATb ®AWII, 4rolsl ompenenuts MectomoioxkeHue aitna ¢
HOBOM1 Bepcueii [10.

3. Haxwmure kuonky OBHOBUTbD MMO.

Joxnaurech nepe3arpy3ku MapupyTu3aTopa (IoJaTopbl-IBe MUHYTHI).

BBenuTe nMs mosib3oBaTelns aaMuHECTparopa (admin) u TEKymui mapois s JOCTyma K
web-unTepdeiicy.
Ecnu mocne ob6HoBnenus BHyTpeHHero [10 mapmpyTtuzatop He paboTaeT KOPPEKTHO, HEOOXOAUMO
BOCCTAaHOBHTH 3aBOJICKME HACTpOWKHM ycTpoiictBa. [l sToro Ha crpanuiie YnpaBneHue /
AAMUHUCTPUPOBaAHUE HAKXMHTE KHOMKY 3aBOACKUE HACTPOMKMW. J[oKIUTECH Tepe3arpy3Ku
MapIIpyTU3aTopa.
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YOaneHHoe o06HO8/1I€HUe

' Buumanwme! Bo BpEMA 0OHOBICHUS IIporpaMMHOTO obOecrieycHrs HE OTKIIFOYaNTE
u [UTAHKE MAPIIPYTH3aTOpa. DTO MOXKET IOBJICYb 3a COOOM BBIXOI YCTPOUCTBA U3 CTPOSL.

s ynanennoro o6HoBienus 110 MapuipyTru3aTopa BBIIOIHUTE NEPEUNCICHHBIC HIDKE JIEHCTBHUS.

1. Ha crpanuiie YnpaBneHue /| O6HoBneHue MO B pasnene YaaneHHoe oO6HOBRNeHue
Haxxmure kHonky MPOBEPUTb OBHOBJIEHUA, uTo0b! y3HaTh, CylecTBYeT JIU HOBas
Bepeus [10.

2. Haxwmure kHonky OBHOBWUTb MO (kHomka oToOpakaeTcsi Mpu HAJIMYKMU HOBOH BEpCUHU
MIPOTPaAaMMHOTO OO0CCITCUCHHS ).

3. Joxmutech nepe3arpy3kyd MapuipyTH3aropa (IoJITOphI-IBE MHHYTHI).
4. Beenmute WMs TOJNB30BaTeNs aMHHUACTpaTopa (admin) u TEKyIIWi mMapoib i JOCTyHa K
web-unTepdeiicy.
Ecnmu mocne ob6noBnenus BHyTpeHHero [10 mapmpyTtuzatop He paboTaeT KOPPEKTHO, HEOOXOAUMO
BOCCTAaHOBHTH 3aBOJICKME HACTpOWKHM ycTpoiictBa. [l storo Ha crpanuiie YnpaBrneHue /

AAMUHUCTPUPOBaAHUE HAXMHTE KHONKY 3aBOACKUE HACTPOMKMW. J[0KIUTECh Tepe3arpy3Ku
MapuipyTH3aTopa.
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PykoBoacTBO nonb3osarens acTpouka maplipyTusaTopa

CrtaTMcTMKa

Ha crtpaHuiiax JaHHOTO pasfena MpeAcCTaBlIeHbl JaHHBbIC, OTOOpaKaloIIWe TEKYyIlee COCTOSHUE
MapIIpyTH3aTopa.

Cemeesass cmamucmuka

Ha crpannne YnpaBneHue / Ctatuctuka / CeteBas ctaTUCTUKA Brl MoXkeTe IIPOCMOTPETh
CTaTHCTHYECKUE JAHHBIE TI0 BCEM COEAMHEHHUAM, CymiecTByromuM B cucteme (WAN-coeanHeHus,
JIOKaJIbHasl CeTh, OECIIPOBOIHAS JIOKAJbHASL CETh). [l Ka)I0ro COeMHEHHS OTOOpaXKaeTcss UMs U
COCTOsIHUE (€CJTM COEIMHEHNE YCTAHOBJICHO, UMSI COSMHECHHUS BBIZICTICHO 3€JICHBIM I[BETOM, €CJIH HE
YCTAaHOBJIEHO — KpacHbIM), IP-apec U Macka mojceTH, a Takke 00beM MepeIaHHbIX U TOTyYSHHBIX
JaHHBIX (C yBEIUYECHHEM 00beMa JaHHBIX CIUHHUIBI U3MEPEHHsT aBTOMATHUCCKH MCHSIOTCS — OailT,
Koaiit, M6aiiT, I'6aiiT).

CeTeBas cTaTUCTUKA

Bbl moxeTe MpocMOTpeThb CTaTUCTUHECKWE AaHHbIE NO BCEM b"lHTepq;ﬁﬁCaM (coeguHeHuAM), CYLUECTBYHOLLIAM B CUCTEME.

Mwma IP - Winto3 Rx/Tx Ownbrn Rx/Tx AnnTensHoCTL

192.168.0.1/24 - 192.168.0.1 " "
LAN d01::1/64 — - 7.04 Mbaiit / 35.11 Mbaiit 0/0

WAN - -

WIFI - 97.62 MbaiT / 334.14 Kbaiit 0/0
PucyHok 133. CmpaHuya YnpaeneHue / Cmamucmuka / Cemeeasi cmamucmuka.

YroObl MPOCMOTPETh MOAPOOHBIE JaHHBIE MO KOHKPETHOMY COEAMHEHHIO, HAXKMHUTE Ha CTPOKY,
COOTBETCTBYIOLLYIO OTOMY COE€AMHEHHIO.
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Cmamucmuka nopmoese

Ha crpanune YnpaBneHue / Ctatuctuka / Ctatuctuka noptoB Bbi MokeTe POCMOTPETh
CTaTUCTUYECKUE JaHHbIE 110 TPaUKy, IPOXOASILIEMY uepe3 NopTsl MapipyTusaropa. Mupopmarus,
npeaACTaBJICHHAA HA CTPpAHULIC, MOXKCT OBITH ITOJIE3HA JJI1 AMarHOCTUKU HpOGJIeM COCANHCHUS.

Cratncruka noprtoe

Bbl MOXETE NpocMOTPETh CTATUCTUYECKME JaHHbIE NO Tpazpmxy, npoxogallemy Yepes nopTsl yCTpDﬁCTBa. 37a lfIHqJOpMaLlMﬂ MOXEeT
BbITk NoNe3Ha ANA AWarHoCcTUKKN npo()nem COeAUHEHMA.

nopt CTatyc OTnpaeneHo Tpaguka, Mbaiit Mony4eHo Tpaguka, MbaiiT
LAN4 MogknovyeHo 64 14

LAN3 OTkArYeHO 0 0

LANZ OTkAtO4EHD 0 0

LAN1 OTkAt4eHO 0 0

WAN MNoaknoYeHo 0 3

PucyHok 134. CmpaHuua YnpaeneHue / Cmamucmuka / Cmamucmuka nopmos.

UToOB!l YBUACTH MOJHBIA CHHCOK CYETUYMKOB I TOPTA, HAKMHUTE HA CTPOKY, COOTBETCTBYIOIILYIO

ATOMY IMOPTY.
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Tabnuuya mapwpymus3sayuu

Crpanvna YnpaBneHume /| Cratuctuka / Tabnuua mapwpyTusaumm oroOpakaet
uHpopMaluio o Mapupyrax. B Tabmuie npeacrasnensl [P-anpeca Ha3HaueHUs, NUTIO3bI, MACKH
MOACCTHU U APYTHUC JaHHBIC.

Tabnuua MapLupyTU3ayun

Bbl MOXETE MPOCMOTPETh MHGOPMALMID O MapLLpYTaX.

WHTepdeiic Ha3zHayeHwe Macka nogceTn LWntoz ®narn MeTpwka
LAN 224.0.0.252 255.255.255.255 0.0.0.0 UH 0

LAN 239.255.255.250 255.255.255.255 0.0.0.0 UH 0

LAN 224.0.0.251 255.255.255.255 0.0.0.0 UH 0
statip_13 192.168.161.0 255.255.255.0 0.0.0.0 u 0

LAN 192.168.0.0 255.255.255.0 0.0.0.0 U 0
statip_13 0.0.0.0 0.0.0.0 192.168.161.1 uaG 100
LAN fd01::/64 i U 256
LAN fdoo::/8 u u 256
LAN fe80::28f4:4ff:fe81:c3d9/128 feB0::28f4:4ff:fe81:c3d9 u 0

PucyHok 135. CmpaHuya YnpaeneHue / Cmamucmuka / Tabnuya mapwpymu3sayuu.
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DHCP

Ha crpanune YnpaBneHue /| Ctatuctuka /| DHCP pocrynna wH(bopMaius o KOMIObIOTEpaX,
UICHTUQUIMPOBAHHBIX MO0 MMeHH y31a U MAC-agpecy u nomyumBmmx IP-agpeca or DHCP-
cepBepa yCTpOKMCTBa.

DHCP

Bel MoxeTe npocmoTpeTs uHdopmaumio ob yeTpoilcTeax, nonyduslumx |P-anpeca or DHCP-cepeepa

Wms ycTpoiicTea P-appec MAC WcTekaer

PucyHok 136. Cmpa+uya YnpaeneHue / Cmamucmuka / DHCP.
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KnueHmbi u ceccuu

Ha crpanune YnpaBneHue / Ctatuctuka / KnmeHTbl M ceCcCUM oToOpakaeTcsi CIHCOK
YCTpOﬁCTB, IIOAKJIIFOYCHHBIX K JIOKAJILHOM CeTH MapmpyTnu3aropa, a TakKe HH(bOpMaHHH 0 TCKYIIUX
CECCHSIX KaXKJI0TO YCTPOMCTBA.

KnneHTbl
Bbl MOXeTe MpoCMOTPeTk CNNCOK YCTPORCTE, NOAKAUEHHEIX K NOKaNbHOR CETH MApLLPYTW3aTOPa, a Takke WHHOPMaLMIo 0
TEKYLIMX CRCCUAX KaX4oro yeTpoicTea.
MAC IP-anpec Wma ycTpolicTea onaru WHTEpEiic
» 2A:F4:04:81:C3:D9 192.168.0.141 Galaxy-M21 reachable WLAN
90:2B:34:A5:AB:FB 192.168.0.2 - reachable LAN

PucyHok 137. CmpaHuya YnpaeneHue / Cmamucmuka / KnueHmsbl u ceccuu.

Jnst KaXXaoro ycTpoicTBa OTOOpaskaeTcsi ceTeBoM MHTepdelc, K KOTOPOMY OHO MOAKIIOYEHO, a
taxoke ero [IP- u MAC-anpec.

Yr1oObl TOCMOTPETH HHPOPMALIUIO O TEKYIITHX CECCHAX KAKOTO-TH00 yCTPOHCTBA, OAKIIOYEHHOTO K
CeTH MaplIpyTH3aTopa, BBIOEpUTE 3TO YCTpoiicTBO B Tabmuie. Ha OTKpbIBIIEHCS CTpaHUIE
0TOOpAa3sITCA MPOTOKOI OOMEHa ceTeBhIMM mMakeTamu, IP-ampec m mopr mcTouHuka, a Takxke IP-
aZipec U NOPT Ha3HAYEHUS JUIsl KaKJOW CecCur BbIOPaHHOIO YCTPOWCTBA.
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Multicast-epynnbi

Ha crpanune YnpaBneHue / Ctatuctuka / Multicast-rpynnbl ortoOpaxaroTcst ajapeca
aKTHBHBIX TpyII MHoroajapecHoil paccouiku (IPTV-xananoB u rpynn Juisl mepefadu Ciry>kKeOHOM
UHOpMAIMK), Ha KOTOPBIE TMOANUCAHO YCTPOWCTBO, W MHTepQeiic, uepe3 KOTOpPBIH YCTPOHCTBO
MIOJIHCAHO.

Multicast-rpynnsl

Bbl MOXETE NPOCMOTPETE afpeca akTWBHLIX FPYNN MHoroaapecHoi pacceinkm (IPTV-kakanos 1 rpynn ans nepeaa4v cnyxetHon
MHGIopMaLMK), Ha KoTopkle NMoanucaHo YCTPoNCTBO, M MHTepdelc, Yepes KOTOpPbIA YCTPORCTBO NOANMCaHO.

IPv4 IPv6
P-appec WuTepdeiic P-appec WHTepdeiic
239.255.255.250 LAN

PucyHok 138. CmpaHuya YnpaeneHue / Cmamucmuka / Multicast-2pynnbi.
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AnarHocruka

MuHe

Ha crpanunie YnpaBnenuwe /| OuarHoctuka / MuHr Bel Moxere MpOBEPUTH AOCTYIMHOCTH
KaKoro-jau0o y3Jia B JIOKaJIbHON MM II00AIBHOM CETH ¢ IIOMOLIBIO YTHINTHI Ping.

Yrunuta Ping ormpamisier 3X0-3ampochl YKa3aHHOMY Y31y CeTH U (UKCUPYET MOCTyHaroliue
OTBETBHI.

MAHr

Bkl moxeTe NpoEEpPHTE ADCTYNHOCTE Ka Koro-nubo Y¥3na e NOKANEHOR WK rNobansHOR ceTK ¢ NoOMOLWEBH YTUAWTE pINg.

3 IPvE BONBLLIE HACTPOEK

PucyHok 139. Cmparuuya YnpaeneHue / JuazHocmuka / lNMuHe.

J11st IpOBEPKH TOCTYITHOCTH Kakoro-imn6o y3ia BBenute [P-anpec wiu ums storo ysina B mosie XOCT
U 3aJjaiiTe KOJMYECTBO 3alpOCOB, KOTOPbIe OyIyT OTIpaBIIEHBI JUIsl IPOBEPKHU JOCTYITHOCTH, B TOJIE
KonuyecTtBo nonbITOK. Eciu /1 MpOBEPKH TOCTYITHOCTH HEOOXOIUMO HCIIOIb30BaTh MPOTOKOI
IPv6, cneunbTe niepexiouarens IPV6 Bipago.
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YroOsl 3a7aTh TOMOIHUTENbHBIE HACTPOIKH, HaxkxmuTe KHonKy BOJIBLUE HACTPOEK.

Pasmep naketa (B bantax)*

56

@ 3anaet Konm4YECTB0 GalT AaHHbIX, KOTopoe GyaeT
oTnpasieHo

OxuaaHue oteeTa (B cekyHaax)*

3

@ 3ra onywns ,DHGOT&GT TO/ILKO B C/ly4ae OTCYyTCTBHA
0TBETa, MHAYE PiNg OXMAAET BPEMA PABHOE ABOHHOMY
RTT

PucyHok 140. Cmpa+uya YnpaeneHue / Juaznocmuka / MuHe. OkHO A0nonnHUMerbHbIX HaCmpOoEK.

B otkpriBmieMcs okHe B rosie Pa3aMmep nakeTa 3amaiite 00beM TaHHBIX (B OaiiTax), mepeaaBaeMbIxX
B 3ampoce. B none OxXuaaHue oTBeTa yKaxuTe Mepruoj 0XKUIaHHs OTBETA Ha 3alpPOC B CEKYH/aX.
YroObl BOCCTAaHOBUTH 3HAYCHHs TOJIEH, 3aJaHHBIE 110 YMOJIYaHUIO, HAKMHUTE KHOIIKY

HACTPOMKW NO YMONMYAHMUIO.
[Mocre 3a1aHust JONONIHUTEIBHBIX TApaMeTPOB HaxkMuTe KHOTKY OK.

UYroObl 3anmycTuTh TpoBepky, Haxxmute KHOKy CTAPT. Uepe3 HekoTopoe BpeMs Ha CTpaHHUIIC
0TOOpPA3UTCS PE3yABTAT IPOBEPKH.

YToObI ynanuth pe3ynsrar npoBepku, Haxxkmure kionky OYUCTUTD.
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PyKOBO,EI,CTBO nonb3oBarend

Tpaccupoeka mapwpyma

Ha crpanune YnpasneHue |/ [duarHoctuka / TpaccupoBKa Mapupyta Bei Moxere
ONPCACIINTE MApHIPYT CJICAOBAHWA IHOAHHBIX 10 KaKoro-inbo y3j1a CE€TU C NOMOMIBIO YTHUIIMTLL

traceroute.

TpaccupoBKa MapLupyTa

Bhl MOXETe ONpeAeninTe MapLUpyT cNej0BaHWA AaHHbIX 40 Kakoro-nnbo ¥3na ceT C NOMOLWBHY YTHUAWTLI traceroute.

IPvE BONbLIE HACTPOEK

PucyHok 141. CmpaHuya YnpaenerHue / QuaezHocmuka / Tpaccupoeka mapwpyma.

Jlist onipesienienns MapipyTa BBeaute uMms win [P-aapec xakoro-nmu6o y3na B osie XocCT. Eciu mis
orpezesieHUs] MapuipyTa HEOOXOIMMO HCIONb30BaTh Mpotokon IPv6, cnBuHBTE nepekirouaTesnb

IPv6 Brpago.
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YroOsl 3a7aTh TOMOIHUTENbHBIE HACTPOIKH, HaxkmMuTe KHONKy BOJIBLUE HACTPOEK.

MakcumansHoe 3HaueHne TTL*

30|

@ MakcymansHoe KomMYeCcTBO MPOMEXYTOYHBIX Y3108
Konu4ecTtso nonbiTok*

2

Q@ Komaectso nomerok oBpawers K
[POMEXYTOUHOMY Y37y

Bpems oxwuaaHus (B cekyHaax)*

3

@ OxufarHue oTBeTa (B CeKyH/aax)

PucyHok 142. CmpaHuua YnpaeneHue / [JuazHocmuka / Tpaccupogka mapwpyma.
OKHO QononHUMernbHbIX HacCmpoex.

B otkpsiBmiemMcs okHe Bbl MokeTe 3aaTh ClIEAYIONIUE TapaMeTphl:

MapameTp Onucanue

MakcumanbHoe 3anaiite makcumanbHoe 3HaueHue mapamerpa TTL (Zime to live,
3Ha4yeHue TTL epems Hcu3nu). 3HaueHue 1o ymonyanuio — 30.

KonunyecTBo nonbITOK | KonmuecTBo NOMBITOK OOpamIeHNsI K IPOMEKYTOYHOMY Y3y CETH.

Bpemsa oxuaaHus [Tepuon oxxunanus OTBETa OT MPOMEXKYTOUHOTO Y3J1a CETH.

YtoObl BOCCTAHOBUTH 3HAYEHHS l'IOJ'ICfI, 3aJaHHBIC II0 YMOJ/IYaHHWIO, HaXMHUTEC KHOIIKY

HACTPOWMKW MO YMONMYAHMUIO.
[Tocrne 3aganus AOMOIHATENBHBIX MapaMeTpoB HaxxmuTe KHonky OK.

Yto0b! 3amycTtuth npoBepky, Haxxmute kHOomky CTAPT. Uepe3 HexkoTopoe Bpemsi Ha CTpaHHIIC
0TOOPA3HUTCS PE3yJABTAT IPOBEPKH.

YT1oObl ynanuth pe3ynbrar npoBepku, Haxxmure kionky OYUCTUTD.
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PyKOBOD,CTBO nonb3oBarend MapupyTusatopa

MABA 5. PEKOMEHOALUUWXA 1O WUCMNOJIb3OBAHUIO
MAPLUPYTU3ATOPA

lMpaeuna u ycnoeusi 6e3onacHolil aKcryamauyuu

BHuMarenpHO NpounTanTe AaHHBIM pa3fesl Nepel YCTAHOBKOW M IOAKIIOYEHHEM YCTPOKCTBA.
Y6enurech, 4TO YCTPOWCTBO, aAanTep NUTAHUS U KaOelnu HE UMEIOT MEXaHHMUECKHUX MOBPEXKICHUH.
YCTpOHCTBO JTOMDKHO OBITH  MCIIOJAB30BAHO TOJNBKO II0 HA3HAUEHHIO, B COOTBETCTBUU C
JIOKYMEHTaIEH.

VYeTpoiicTBO nIpeqHa3HaueHo Ui JKCIUIyaTallid B CyXOM, YHCTOM, HE3albUIEHHOM M XOPOIIO
IIPOBETPUBAEMOM IIOMEIIEHUH C HOPMAJIbHON BIIaKHOCTHIO, B CTOPOHE OT MOIIHBIX HNCTOUYHUKOB
temia. He ucnone3yiiTe €ero Ha ynuIe U B MECTax C MOBBIIIEHHOW BIaXHOCThIO. He pa3memaiite Ha
YCTPOICTBE MOCTOPOHHHE MpPEAMEThl. BEHTHIALMOHHBIE OTBEPCTHSI YCTPOWCTBA JOJKHBI OBITh
OTKPBITHL. Temmeparypa OKpyXkKaroleld cpeibl B HEMOCPEICTBEHHOW OIM30CTH OT YCTPOMCTBA H
BHYTPU €ro Kopiryca jaoipkHa ObITh B ipesenax ot 0 °C go +40 °C.

Hcnonp3yiite aganTep NUTaHWS TOJBKO M3 KOMIUIEKTAa IIOCTaBKM ycTpoicTBa. He BKirouaiiTe
aJlanTep MHUTaHUS, €CIM €ro KOpIyC WM Kalenb MOBpexaAeHbl. [lomxmrodaiiTe amantep MUATAHUS
TOJIBKO K MCITPABHBIM PO3ETKaM C apaMeTPaMHM, YKa3aHHbIMM Ha aJlanTepe MUTaHus.

He BckpsiBaiite kopmyc yctpoiictBa! Ilepen oumcTkoM ycTpolcTBa OT 3arps3HEHUN W TbUIM
OTKJIFOYUTE THMTAHWE YCTPOMCTBA. YJausiiTe MbUlb C IOMOIIBIO BlIaXHOM canderku. He
UCTIONIB3YMTE JKUJIKHE/adpO30JIbHbIE OYUCTHUTEIN WM MarHUTHBIC/CTaTHYECKUE YCTPONCTBA JUIS
ouuCcTKU. M306eraiiTe nonasanus Bjaaru B yCTpOMCTBO U aJanTep MUTaHMUSL.

Cpok cityx0bl ycTpoiicTBa — 2 roza.
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PekomeHOayuu no ycmaHoeke 6ecripoeodHbIx ycmpolucme

becnpoBoanoit mapmipytuszarop DIR-615 no3Bonsier noayuuTh nocTtyn K Bameit cetu ¢ moMonibio
OecIpOBOAHOIO COEAMHEHUS NPAKTUYECKH U3 JIF0OOM TOUKM B pajuyce AeHCTBHUS O€CIpOBOIHOM

cetu. OnHaKo cleayeT YYHUTHIBaTh, UYTO KOJIMYECTBO CTEH U TMEPEKPHITUH, KOTOpble OyaeT

IIPEO/I0JIEBAaTh CUTHAJ, UX TOJIIMHA M PACIOJNIOKEHUE MOTYT YMEHBIIUTh Pajnyc JNEHCTBUS CETH.
Pangunyc oxBara ceTu B OOJIBLION CTENEHU 3aBHCUT OT TUIIOB MaTepuaia U YPOBHS COIyTCTBYIOIIUX
pPaZvovyacTOTHBIX LIYMOB B JoMe Uiau oduce. YToObl MaKCUMaJIbHO YBEIMYUTh PaJAUyC JNEHCTBUS

Bameii 6CCHpOBOI[HOI7[ CETH, BBIIIOJIHUTC NEPECUUCIICHHBIC HMXE PEKOMCHAAIINH.

1.

PacnionoxuTe MapuipyTusaTop Tak, YTOObI KOJIMUYECTBO MPENSATCTBUM (CTEH, MEPEKPBITUI U
T.I.) MEXAY MapLIpyTH3aTOPOM U JIPYTHM CETEBBIM 000pyAOBaHHEM ObLIIO MUHUMAJIbHBIM.
Kaxnoe mpensTcTBHe COKpallaeT paauyc AEWCTBHUS OECHpPOBOIHON CETH Ha HECKOJBKO
MeTpoB (ot 1 10 30 m).

MBICIIECHHO NpPOBEIUTE JIMHUIO MEXIY MapIIpyTU3aTOPOM MU CETEBBIM YCTPOWCTBOM.
Pexomenayercss pacroyio)KuTh YCTpoWcCTBa Tak, 4TOObl 3Ta JIMHMUS  IPOXOJMIA
MEPHEHINUKYIIAPHO CTE€HAM WIIN IEPEKPBITUAM, HAXOMAMMUMCI MEXIY MapLIPyTU3aTOpOM U
CECTCBBIM YCTpOﬁCTBOM (}1.]'[5[ CUrHalJia, IpOXOIAIICTo MNPCIATCTBUC I1OJ YIJIOM, TOJIIIHWHA
MPENSTCTBUS TOPaA3/I0 OOJbBIIE).

OOparuTe BHHMMaHHE Ha MaTepHall, M3 KOTOPOTO CJHIENaHO IMPEemsATCTBHE. MaccuBHas
XKeJe3Has JBepb WM alIOMUHMEBbIE OalkM, OKa3aBIIMECS B 30HE OCCIPOBOIHON ceTw,
yMEHBIIAIOT €€ paauyc aAeictBusa. Ilocrapaitech pacnonoxuts Bam mapmpyrtusarop,
TOYKH JIOCTya M KOMITBIOTEpPHI TaK, YTOOBI CHUTHAJ MPOXOIWJI Yepe3 TOHKHE CTEHBI WU
JIBepHble TMpoeMbl. Ha curHan HeraTuBHO BIMSIIOT CTEKJO, CTallb, METallI, CTEHBI C
n30JIALKeH, BoJa (aKBapuyMbl), 3epKaja, IKagbl, KIPIUYHbIE 1 OETOHHBIE CTEHBI.

Jepxxute MapuipyTuzatop Baid (KaKk MHUHHMYM, Ha pacCcTosHMM 1-2 MeTpa) oOT
AIEKTPUIECKUX TPUOOPOB MU YCTPOMCTB, CO3AAIONINX PATUOYACTOTHBIE TOMEXH.

Pamnorenedonsr ¢ Hecymedt wactotoit 2,4 I'Tu umu obopynoBanue cranmapra X-10
(OecripoBO/IHBIE YCTPOMCTBA TUIA TOTOJOYHBIX BEHTHUIIATOPOB, OCBETHTEIBHBIX MPUOOPOB
WIN JIOMAIllHEH CUCTeMBbI 0€30MacHOCTH) MOTYT OKa3aTh HETaTHMBHOE BIMsHUE Ha Bare
OecrpoBofiHOE coeaMHeHHe. YOemutech, yto 0a3a Bamero panuorenedona c Hecymiei
yactoroil 2,4 I'T'y makcumansHO ynaneHna ot Bammx GecripoBogHbIX ycTpoicTB. OOparute
BHUMaHue, 4To 0a3a paawotenedoHa mepemaeT CUTHAN Jaxe Torna, Korma TeinedoH He
UCTIOJIB3YETCH.
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MABA 6.

ABBPEBUATYPbI U COKPALLEHUA

Tperbe OKOJIEHUE TEXHOJIOTUI

3G Third Generation .
MOOHJIBHOM CBSI3H
AC Access Category Kareropus noctyna
AES Advanced Encryption Standard VYIiydmieHHBIN CTaHaapT MUPPOBAHUS
AP Access Point Touxa nocrymna
: IT MAC-
ARP Address Resolution Protocol POTOKOI LT onpez[eneHHsi
anpeca no IP-anpecy ycrpoiictBa
BPSK Binary Phase-shift Keying JIBonuHas ¢azoBasi MOAYIALUS
5 o
BSSID Basic Service Set Identifier A30BbII HHeIiTmbHKaTOp
OecIpOBOHOM CeTH
CCK Complementary Code Keying Mopysiiyst JOTOTHSFOIIUAM KOJIOM
: S : : O
DBSK Differential Binary Phase-shift Keying THOCHTEILHAS ABOHHAS (a3opas
MOJTYJISIIIUS
DDNS Dynamic Domain Name System JluHaMHYecKasi CHCTeMa JIOMEHHBIX
UMEH
P
DDoS Distributed Denial of Service ACTIPCNICIICHHA ataka THia OTkas B
00CITy>KMBaHUHT
DES Data Encryption Standard Crangapt mmppoBaHUs TaHHBIX
: : II 7 7
DHCP Dynamic Host Configuration Protocol YSIJ)I(;TOKOH FUTHAMITCCKOI HACTPOMIEH
DMZ DeMilitarized Zone JlemMumuTapu3oBaHHas 30Ha
DNS Domain Name System CucremMa IOMEHHBIX UMEH
. [Iporokon oOHapyKeHHS
DPD Dead Peer Detection
HepaboTaroILero nupa
DQPSK Differential Quadrature Phase-shift OTtHOCuTeNnbHAS KBagpaTypHas (pa3opas
Keying MOTYJISIINS
DSL Digital Subscriber Line [{udpoBast aOOHEHTCKAS JTMHHS
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[IIupoxoronocHas MOLYJISALHMS C

DSSS Direct-sequence Spread Spectrum
NPSIMBIM PACHIMPEHUEM CIIEKTpa
. o CooO1uieHue ¢ yBe1OMJICHUEM O
DTIM Delivery Traffic Indication Message Hl yBell
nepenade Tpapuka
. . Cpennee Bpems 1o [ puHBHUCKOM
GMT Greenwich Mean Time pedl P P Y
MepUArany
Global System for Mobile
GSM yoet ['moGasbHas cucTeMa MOOMITBHOM CBS3U
Communications
HTTP Hypertext Transfer Protocol [TpoTokom nepeaadu runepTeKcTa
Pacmmmpenue nporokona HTTP st
HTTPS Hypertext Transfer Protocol Secure MOJICPKKHU IIH(DPOBAHUS B IIETISAX
0e30macHOCTH
[TpOTOKOJI MEKCETEBBIX YIPABISIONIMX
ICMP Internet Control Message Protocol p . yip =
COOOIIIEHN
ID Identifier Wnentuduxarop
«HTEpHET-1IUTI03), IPOTOKOI
IGD Internet Gateway Device YIOPaBJICHUS YCTPOUCTBAMH Yepe3
WHTCPHET-IIITIO3
[IpoTokon yrnpaBiieHus TpyInaMu B
IGMP Internet Group Management Protocol P yrp 124
cetn MuTepHer
[Iporokon oOMeHa KIHOYaMU MEXK
IKE Internet Key Exchange P . o
nByms y3iamu VPN-coennHeHunit
. . . YHUKaIbHBIN MEXTYHAPOIHBII
International Mobile Equipment AYHAPOA
IMEI ) UACHTU(HUKATOP MOOMITBHOTO
Identity N
yCTpOiCTBa
. . : YHUKaIbHBIN MEXTYHAPOIHBII
International Mobile Subscriber ALYHAPOR .
IMSI . uaeHTudukarop aboHeHTa MOOMIIbHOM
Identity
CBSI3H
IIporokon NHTEpHETA, MEKCETEBOM
IP Internet Protocol
TIPOTOKOJT
IPTV Internet Protocol Television TeneBuaenwue mo [P-mpoTokomy
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HpOTOKOJ'I JJIA obecrieueHus 3allIUThI

IPsec Internet Protocol Security JAHHBIX, ITIEpeJaBacMBbIX 110
MEXCETEBOMY IpOTOKOIy [P
ISP Internet Service Provider Wurepuer-nposaiinep
L2TP Layer 2 Tunneling Protocol TyHHENBHBIH TPOTOKOJI BTOPOTO YPOBHS
LAN Local Area Network JlokanbHas ceTh
. [TpoTokon yrpaBieHHs KaHAIOM
LCP Link Control Protocol P yp
nepeaadn JaHHbIX
LED Light-emitting diode Caetomnon
«JlonmrocpouHoe pa3BuUTHEY», CTAHIAPT
LTE Long Term Evolution BBICOKOCKOPOCTHO# OeCITpOBOIHO#M
CBSI3U
) VYipasneHnue 10CTyIIOM K cpejie
MAC Media Access Control P AOCTY pel
(mepenaun JaHHBIX)
) ) ) ) Heckonbko uIeHTH(UKATOPOB
MBSSID Multiple Basic Service Set Identifier 210 ¢ P
OeCIpOBOIHOM CETH
MIB Management Information Base baza ynpasnstomieit napopmanuu
Meron npoCTpaHCTBEHHOTO
. . KOJMPOBAHUS CHTHAIA, NUCTIOIb3YFOIIHMA
MIMO Multiple Input Multiple Output Avp yrot
CUCTEMY C MHO)KECTBOM KaHAJIOB
nepeiadn U nprueMa
[Iporokon mm$ppoBaHus TaHHBIX,
MPPE Microsoft Point-to-Point Encryption UCTIOJIb3YEMBIH MMOBEPX COCTMHEHUH
PPP
: [IpoToKON MPOBEPKU MOJITMHHOCTH
Microsoft Challenge Handshake P POBEP A
MS-CHAP . MEXK/Ty CEpPBEPOM U KJIMEHTOM 0e3
Authentication Protocol
nepeIady mapos
. .. . MaxkcuManbHBIN pazMe
MTU Maximum Transmission Unit P P
nepe1aBaeMoro makera
NAT Network Address Translation [IpeoOpa3oBaHue CETEBBIX aIPECOB
NIC Network Interface Controller CereBoii ananrep
NTP Network Time Protocol CeteBoit MPOTOKON CITY>KOBI BPEMEHH
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Orthogonal Frequency Division

MynbTUILUIEKCHPOBAHUE C

OFDM . ) OpPTOTOHAIBHBIM YaCTOTHBIM
Multiplexing
pa3aeneHneM CUTHAIIOB
. Hacrpoiika ¢ moMompro HaxaTus: Ha
PBC Push Button Configuration P B
KHOTIKY
PFS Perfect Forward Secrecy CoBepliieHHas npsimMasi CeKpETHOCTh
PIN Personal Identification Number JIMYHBIN HAESHTU(PUKAITMOHHBIN HOMED
PoE Power over Ethernet [Turanue no cetn Ethernet
PPP Point-to-Point Protocol [TpoTOKOJ THITA «TOYKA — TOUKA)»
pppd Point-to-Point Protocol Daemon Jemon mipotokosnia PPP
) . [TpoToko THIa «TOYKa — TOYKa» IO
PPPoE Point-to-point protocol over Ethernet P
Ethernet
) ) ) TyHHEIbHBIN TPOTOKOJI TUIA «TOYKA-
PPTP Point-to-point tunneling protocol Y P
TOYKa)
PSK Pre-shared key OOmmii KoY
PUK PIN Unlock Key Kitou st paz6nokuposanust PIN-kozna
. . KBanparypHnas ammumryaHas
QAM Quadrature Amplitude Modulation APALYP e
MOJTYJISIIIUS
QoS Quality of Service KagectBo ycayr
QPSK Quadrature Phase-shift Keying KBanparypras ¢azoBast MOIYyISILIUS
RADIUS Remote Authentication in Dial-In User |Cayx6a ynaneHHo# ayTeHTHU()UKAUT
Service MI0JTB30BaTEIsl KOMMYTHPYEMOW CETH
. . [TpoTrokon oOMeHa JaHHBIMHU JIJIs
RIP Routing Information Protocol P A s
MapIIpyTH3AIUH
: . . |IIpoTokon o6MeHa TaHHBIMU JIs
RIPn Next Generation Routing Information P A 8
MapHIpyTU3AIUH CIIETYIOLIETO
g Protocol PPy 1 AYIOT
TIOKOJICHHS
RTS Request To Send 3anpoc Ha OTHpPaBKY
: : [TpoToKoJI MOTOKOBO¥ Mepeayn B
RTSP Real Time Streaming Protocol P pedt

pEeKHUME PealbHOTO BpEMEHU
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Coenunenue odecneueHus

SA Security Association
0e30macHOCTH
. oL OnHOBpeMEHHasl paBHOTIPaBHAS
SAE Simultaneous Authentication of Equals JHOBP P P
ayTeHTU(UKAIHS
SIM Subscriber Identification Module Monynb uaentudukanuu aboOHeHTa
SIP Session Initiation Protocol [IpoToKO yCTaHOBIIEHUS CeaHca
«bI10K coob11eHHIT cepBepay, MPOTOKOI
SMB Server Message Block B p pv p
JUIst 00111ero 1ocTymna K ¢daitinam
) [IpocToi mpOTOKOJI CETEBOTO
SNMP Simple Network Management Protocol P P
yIpaBJICHUS
CeTteBoil MPOTOKOIT yAAJIEHHOTO
SSH Secure Shell P e
yIpaBIICHUS
SSID Service Set Identifier Unentudukarop GecripoBOAHOM ceTn
. . [IpocTpaHCTBEHHO-BpEeMEHHOE OJIOYHOE
STBC Space-time block coding POCTp P
KOJIMPOBaHHUE
.. [IpoTokon ynpasneHus nepeaadyeit
TCP Transmission Control Protocol P yip pea
JTAHHBIX
. IIpoTokon BpeMEHHOM UETOCTHOCTH
TKIP Temporal Key Integrity Protocol P . P t
KJTFOUCH
IIpoTokon moiIb30BaATENBCKUX
UDP User Datagram Protocol P
Jararpamm
. YHUBEpCAJIBbHBIN PEKUM «BKIIFOUU U
UPnP Universal Plug and Play pu P
paboraii»
URL Uniform Resource Locator EnuHbIi ykazarenb pecypcos
) . YHuBepcallbHas MOCIIeI0BATEIbHAS
USB Universal Serial Bus P A
HIMHA
VLAN Virtual Local Area Network BuptyanbsHast 10KanabHas CeTh
VPN Virtual Private Network BuptyanbHas yactHas ceTh
WAN Wide Area Network ['mo0anbHas ceTh
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PykoBogcTtBo nons3osartens 66pesuatyp cokpauie

. . . be3onacHOCTh, aHAJIOTUYHAS 3aIIIUTE
WEP Wired Equivalent Privacy - B
MIPOBOJIHBIX CETEH
- . N «becnpoBoiHas TOUHOCTHY, CTAHIAPT
Wi-Fi Wireless Fidelity POBOA . Aap
0eCcTpOBOTHOM CBS3H
WISP Wireless Internet Service Provider becnpoBogHoii HTEpHET-TIpOBaiinep
WLAN Wireless Local Area Network BecnpoBoHast ToKaJIbHAs CETh
— ) . [lepenava MyIbTHMEAMUHBIX TAHHBIX
WMM Wi-Fi Multimedia P I[ . Y A 8
o Wi-Fi-cetn
R 3amuMIeHHbINH JOCTYII TIO
WPA Wi-Fi Protected Access N Y
0OeCIpOBOIHOM CEeTH
R besomnacHas HacTpoiika 6ecripoBOAHOM
WPS Wi-Fi Protected Setup co P pOBOI
TH
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